Supplementary Material
(for ParasiticComputing by Albert-Laszb Baratasi,etal.)

1 Encoding 3-SAT problem using TCP checksum

In the checksum,one can useup to threevariableswithout overflow, as1 + 1 + 1 = 115. Thusa 3-

SAT problemcanbe encodedn a way similar to the 2-SAT implementationdescribedn the manuscript,
assuminghatthereareappropriateperatorsvhoseogicaltablesmatchthechecksumThereare3 different
operationsn additionto the NOT operatorfor eachvariablethatcanbe performedby the TCP checksum.
(Note: thatthesolutionto the 2-SAT problemusesAND andXOR betweervariablesandNOT operatol)

Operationl: ALL TRUE (AND)—correspondingoSUM =z +y+ 2 =3 =115
(x ANy A z) = TRUE iff all of three variables are true

Operationll: TWO TRUE—correspondingo SUM =z +y + 2z =2 = 10,

(x:y:z) = TRUEIff only two of three variables are true
= (mzAyAz)V(xA-yAz)V(zAyA-z)
= (mzV-oyV-oz)A(zVy AlyVz)A(zVe)

Operationlll: ONE TRUE—correspondingo SUM =z +y+2=1= 01,

(x.y.z) = TRUEIiff only one of three variables is true
= (zA-yA-2)V(zAyA-z)V (-zA-yAz)
= (zVyVz)A(-zV-y A(-yV-oz)A(-zV )

For operationdl andlll, (x:y:z) and(x.y.z), thefirst definitionlooks simple,howvever, becausave are
using Conjunctve Normal Form (connectedvith AND(A) betweenclauses)it is more appropriateto use
thesecondlefinition. Althougha 2-SAT problemis not NP-completea mixed problem,whereary number
(greaterthanzero)of 3-SAT clausess combinedwith 2-SAT clausesis NP-complete.

Toillustratetheuseof theseoperatorsgonsidethefollowing sentencevith eightvariablesey, zs, ..., zs:

(x1.x9.23) A (mx1 : 24 0 nw5) A (mxe A 223 A xg) A (T4.7T6.27) A
(xo.x5.7x7) A (23 —w5 2 28) A (29t 6 2 T8) A (mT1.23.26)

The only solutionis (1,0,0,1,0,1,0,1). The checksunthatwould force TCP to drop everythingbut the
correctsolutionhastheform 0110110101101001. As a testwe have implementedheir 3-SAT problems
aswell asdescribedn §4.3.

2 Computing with TCP

Our implementationof parasiticcomputingexploits a reliability mechanismin the transmissiorcontrol
protocol(TCP).Thesendenf aTCPsegmentcomputes checksunovertheentireseggment,which provides
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Figurel: TCP/IPsggmentusedfor parasiticcomputing

reliability againstbit errorsthatmight occurin transport.lt insertsthe complemenbf the checksunin the
message.The recever alsocomputesa checksumn orderto verify dataintegrity. The recever dropsan
entiresggmentif its checksundoesnotaddup, assuminghatthemessagavascorruptedn transit.Because
TCPis reliable,asendemwill retransmiteachsegmentuntil it is acknavledgedby therecever|[1, 2].

We exploit the TCP checksurmto answetthe following question:

Isa + b equalto c?

The checksunvaluein a TCP paclet is determinedby ¢. The datacontains16-bit wordsa andb. TCP
computeghe checksumif a + b # ¢, thenTCPrejectsthe sggment. Thereforeamessagés a“valid” TCP
seggmentif andonlyif a +b = c.

Suppos@neneeddo find two numberavhich addup to acertainvalue,a 4+ b = ¢. Onecouldgenerate
guessesor a andb, addthem,andtestif the sumis equalto ¢. The checksunmechanisnof TCP canbe
usedto solwe this problem. First, computea checksuntor the answey ¢, asthe datapart of the the TCP
segment. Next, senda TCP segmentwherethe datapart containscandidateaddends:; andb;, asshowvn
below.

TCPheader || data |
.l oc] ... || ¢ | 0 | Dummypacletfor computingchecksum

.| oc| ... || a; | b; | Solutionpaclet
[oe [ [[ai ] b]

Finally, continueto sendT CP segmentsuntil oneis receved—meaninghatthe checksunwasverified. For
ary a; + b; # ¢, the TCP segmentis droppedoecausehe checksunverificationfails. Consequentlyonly
the correctsolution(wherea + b = ¢) is a“well-formed” TCP sggment. The checksunin the TCP header
is o notc becaus¢hechecksuntomputatioris computecbver theentireheaderlndit is complementedif
the headeffields arethe same the checksuntomputedor a paclet with ¢ andb asdatais the sameasthat
computedor apacletwith ¢ and0 (padto keeplengththe same).

Figurel shavs aschematidiagramof thespeciallyconstructed CPsegmentthatis usedn ourexploit.
Thefirst 20 bytesarethe IP headerthe next 20 arethe TCP headerandthelast4 bytesarethe data. The
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Figure2: Establishinga TCP connection.

valuesof ¢ andb andthe checksun{c.) areshavn in blue.

TCPis aconnection-orientegrotocol—meaninghata connectiommustfirst be establishedbeforedata
is sent. A connectionis establishedvith threemessagesseeFigure 2. First, the initiator sendsa SYN
(the TCP SYN flag is set)to a remotenode. If the remotenodeis willing to accepta newv connection;t
respondswith a SYN/ACK (boththe SYN andACK flagsareset)messageFinally, theinitiator sendsan
ACK messag¢l, 2]. In thesemessagenodesexchangenitial sequencaumbers.ThetestTCP segments,
constructedsabove, aresentfollowing the establishmendf a connection.

Becausewe areconnectingto an HTTP sener, the responseaeceved dependson the configurationof
the sener. However, all we careaboutis whetherthereis a responser not. The correctsolutionresultsin
avalid TCPsement,but it is notavalid HTTP requestThereforetheresponsavill be somethindik e that
in Figure3.

3 Algorithm

An 8-variable2-SAT problemproblemis shavn below.
(:El ) 132) AN (Ig AN $4) N (:Ul D —|334) N (:L'Q ) $5) AN (xg N IG) VAN ($4 A :L‘7) VAN ($6 D :L'g) VAN (CEQ &) I4) D)

The solutionvector Z, has8 elementghatcanrangeover 0 and1. Thusthereare2® possiblesolutionsfor
#. Theonly correctsolutionto (1) is: # = [1,0,1,1,1,1,1,0]”. Ouralgorithmtestseachsolutionusinga
speciallyconstructed’ CP/IPpaclet, asshavn in Figurel.

Thehigh-level algorithmis:

S=create TCPseggment
S.checksun¥ checksum
foreach z; —
S.data= padwith_zeroes(;)
send S
receive answer
if answer=true — write z; is asolution

First, we createa TCP segmentthat containsall the standarcheadeiinformationrequiredby the protocol.
Next the checksunfield is set. The solutiondetermineshe checksumasdiscussedn Figure3 in thetext;
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<htn >

<head>

<Title> Notre Dane Conputer Science and Engineering </Title>
</ head>

<body bgcol or =whi t e>

<cent er>
<ing align=mddle src=http://ww:.nd. edu/ NDG af i x/ NDCSE. gi f
alt="[ UNI VERSI TY of NOTRE DAME]">

<h1l></ hl><h2><p> That feature is not inplelenmented on this server (501): <br> /index.htm -

<H2> If you feel this message is in error, please contact <br>
<emp<a href="mailto: ww@wmw. cse. nd. edu" >www@ww. cse. nd. edu</ a>

</ enp</ h2>

<H4> Pl ease include the full URL that you are trying to access,
<br>or we nmay not be able to provide you with any assi stance. <br><p>
<ing align=bottom src=http://ww.nd. edu/ NDG af i x/ NDBar Thi n. gi f >

<p> <a href=http://ww. cse. nd. edu/ >

<ing align=top src=http://ww. nd. edu/ NDG af i x/ NDCSEHon®. gi f
al t ="[ BACK TO ND CSE HOVE PAGE] " ></ a>

</ center> </ body></htm >

Figure3: Responsé&rom HTTP sener

thereforethereis a singlechecksunfor all tests.In themainloop of thealgorithm,atestsolutionis placed
into the datafield of the segment. Thenthe pacletis sent,andwe wait for ananswer

A correctsolutioninducesa responsdrom the remotenode. Therefore,a responsaneansa correct
solution. An incorrectsolutionis deducedby not receving a response.This is doneby timing out: if a
responsés notrecevedwithin a certainamountof timeit is presumed nggative answer This is discussed
in greaterdetailin §2 andg4.

4 Implementations

In our implementationa single masternode controlsthe executionof the algorithm. Thereare several
waysto implementthe basicalgorithmdiscussedbore. The two major choicesare (a) concurreng and
(b) connectiornreuse. Regarding(a), the masternode canhave mary computationsoccurringin the web
concurrently Eachconcurrentomputatiorrequiresa separatéd CP connectiorto aHTTP host.
Regarding(b), beforea TCP connectioncanbe used,it mustbe established. OnceestablishedTCP
sgmentscanbe sentto theremotehost. Whenmultiple guessesresentin oneconnectionjt is impossible
to know to which guessa correctsolutionrefersto. For example,supposejuess< by, c¢; > and< bo, co >
aresentoneafter the otherin a single connection.Furthersupposehat only one solutionis correct. We
expectto getoneresponsdack. But we cannottell to which solutiontheresponseefers.
Theimplementatiorusedin this paperis a prototypethatis not designedor efficiency of execution.In
our prototypeimplementthereis no concurreng andeachconnectioris usedfor exactly onecomputation.



4.1 Reliable Communications

Any messagean get lost. In a reliable system,the senderof a messagesares a copy of the message
and waits for an acknavledgementof the message.If after sometime, the senderhasnot receved an
acknavledgementit will re-sendhe messagé€from the copy). The sendemill continueto do thisuntil an
acknavledgements receved.

In generalthereis no upperboundon how long a messagenight take to be delivered. Consequently
in a distributed system,it is not possibleto distinguishbetweena lost messageand a delayedmessage.
Thereforeamessagés assumedost aftersometime-out period. A time-outvaluethatis too smalldeclares
too mary delayedmessageaslost. On the otherhand,a valuethatis too large unnecessarilglovs dovn
the system.

Ourexploit circumwentsthereliability mechanisnin TCP. Furthermorebecaus@ninvalid solutionfails
the checksumit is asif it never arrived. Therefore the recever will not sendanacknavledgemenof the
messageTherearetwo undesirableutcomeghatcouldoccur:

e A falsengyative occurswhena paclet for a valid solutionis droppeddueto a datacorruptionor
congestionand

e A falsepositive occurswhenabit errorchangesninvalid resultinto anvalid result.

Thelatteris very rarestatisticallyandall but impossiblein practice.Althoughtheformeris alsounusualjt
is frequentenoughthatit shouldbe consideredurther

First, let's considerthe errorsthatarecaughtby the TCP checksumEvery transmissiorink (hardware
devicessuchasetherneticomputesa checksunon its paclets. The TCP checksuntatchesrrorsthatpass
thelink checksumbput still have somedatacorruption. Becausdhe datawasnot damagedn transmission
(whereit would have beencaughtby thetransmissionink checksum)it musthave occurredn aninterme-
diatesystem(router bridge,gatavay, etc.) or atanendpoint(sendemor recever) [3]. Sucherrorsoccurvery
infrequently

Researclshavs thatthe TCP checksunfails aboutl in 2'° messagep!]. The probabilityof receving a
falsepositive is the probability of a errortimesthe probabilitythatit changesninvalid solutioninto avalid
solution. The probability of thelattereventis infinitesimal.

SecondanlP paclet mightbedroppeddueto datacorruptionor congestionTheordinary TCPreliabil-
ity mechanisnhandleghis, but it is disabledn our prototype.Our testshawv falsenegativesoccurbetween
1in aboutl00andlessthanlin 17,000.Theerrorrateis stronglycorrelatedwith the distance(hnumberof
hops)betweerendpoints.

4.2 Dealing with an Unreliable System

This sectiondescribeswo approache$o usingthis unreliablesystem.First, onecould askevery question
multiple times. The probability of false negativesis almostcertainly uncorrelated.Therefore,if p is the
probability of afalsenegative, thenp™ is the probability of n falsenegative. Because <« 1 thelikelihood
of afalsenegative all but disappear$or smallvaluesof n.

Secondpnecouldaska question,Q, andits complement;-Q. Absentary errors,onewill getexactly
oneresponse.lf no responsas receved, one mustassumehat a problemoccurred. Then, the questions
shouldbe asled again.This solutionresultsin areliablesystemput requiresthe every questionalsohave a
complement.



4.3 Implementing the 3-SAT Problem

The 3-SAT problemhasthreevariablesper clause. This easily canbe supportedwith the prototype. The
algorithmdescribedn §3 doesnot have to bemodified. Theonly changds to how the pacletis constructed.
Eachcandidatesolutioncontainsthree16-bitwords,which areaddedtogetherandcomparedo answerthe
qguestion:ls a + b + ¢ equalto d?

Thesendeicomputeghe checksunover threel6-bitwordsandthe headerasshavn belaw.

| TCPheader | data |
|...]oa|... ] d] 0] 0| Dummypacletfor computingchecksum
| ... loa]... ] ai]bj] ¢ | Solutionpaclet

The datapart of the paclet containsthreedatawords. Datawordsare constructedvith zeropadding,as
donein the2-SAT problem.

Ontherecever side,a checksunin computedover the TCP paclet just asbefore. A responseés sent
only if @ + b + ¢ doesindeedequald. Theonly differenceis betweerthis andthe 2-SAT problem,is that
thepacletis 2 byteslonger

5 Scalability

Definition of 3-SAT problem:3-SAT is aspecialcaseof the satisfiabilityproblemwherebyall formulaeare
in aspecialform. A literal is a Booleanvariableor a negatedBooleanvariable,asin x or —x. A clauses
severalliterals connectedvith ORs,asin (z; V —z2 V —z3). A Booleanformulais in conjunctve normal
form, calleda CNF-formula,if all clausesareconnectedvith ANDs, asin

(1 Vozo Vxz V) A(zg V —oxs Vag) A (zg Vxs V —xg).
It is a3CNF-formulaif all the clauseshave exactly threeliterals,asin
(.%‘1 V —xg V ﬂ]?g) VAN (Ig V —x5 V IG) VAN (1?3 V —xg V {L‘4).

The3-SAT problemis determininghesatisfiabilityof a3CNF-formula.lt is possibleto reduceary (k > 3)-
SAT probleminto a 3-SAT problem.First, if aformulahasmixed ANDs andORs,by thedistributive laws,

rA(yVz)=(xAy)V(zAz),

xV(yANz)=(xVy A(zV=2),

we canreplaceanOR of ANDs with anequialentAND of ORs.Doingsomaysignificantlyincreasehesize
of eachsub-formulabut only by constanfactor By this processwe have written the formulain CNF All
thatremainds to male all clausesontainthreeliterals. In eachclausethatcurrentlyhasoneor two literals,
replicateoneliteral until thetotalnumbelis three.In eachclauseéhathasmorethanthreeliterals, split it into
several clausesandaddadditionalvariablesto presere the satisfiabilityor non-satisfiabilityof the original.
For example thefollowing clause(a; V as V a3 V ay) is replacedwith (a1 V as V z) A (-2 V az V as) where
z is anew variable. It is straightforvard to extendthis into the clausecontainingn literals. For example,
(a1 Vas V...V ay,) canberewritten with then — 2 clausega; V as V 21) A (m21 Vag V 22) A (022 V ag V
23) A ... A (mz1-3 V a;—1 V a;) Thereforeijt is alwayspossibleto reduce(k > 3)-SAT probleminto 3-SAT
problem.
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