
Supplementary Material
(for ParasiticComputing,by Albert-Lászĺo Barab́asi,etal.)

1 Encoding 3-SAT problem using TCP checksum

In the checksum,one can useup to threevariableswithout overflow, as
���������������
	

. Thus a 3-
SAT problemcanbe encodedin a way similar to the2-SAT implementationdescribedin the manuscript,
assumingthatthereareappropriateoperatorswhoselogicaltablesmatchthechecksum.Thereare3 different
operationsin additionto theNOT operatorfor eachvariablethatcanbeperformedby theTCPchecksum.
(Note: thatthesolutionto the2-SAT problemusesAND andXOR betweenvariablesandNOT operator.)
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OperationIII: ONE TRUE—correspondingto �
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For operationsII andIII, (x:y:z) and(x.y.z), thefirst definition lookssimple,however, becausewe are
usingConjunctive Normal Form (connectedwith AND(

�
) betweenclauses)it is moreappropriateto use

theseconddefinition.Althougha2-SAT problemis notNP-complete,amixedproblem,whereany number
(greaterthanzero)of 3-SAT clausesis combinedwith 2-SAT clauses,is NP-complete.

To illustratetheuseof theseoperators,considerthefollowing sentencewith eightvariables
�Z_
`a�b	"`:Y/Y/Y/`a�dc

:
� �#_
Y �d	"Y �beH!f� �6S �Z_<GH�bghG S �di�!W� �6S �d	'� S �beB���dj�!U� � �bg"Y S �dj�Y �Zk
!f�
� �b	"Y �di"Y S �#k>!W� � �de�G S �dihGH�dc�!W� � �b	�GH�djhGH�bc�!U� �6S �#_lY �be"Y �dj�!

Theonly solutionis
� ��`:F�`:F�`:��`:F�`:��`:F�`m��!

. Thechecksumthatwould force TCPto drop everythingbut the
correctsolutionhastheform 0110110101101001.As a testwe have implementedtheir 3-SAT problems
aswell asdescribedin n 4.3.

2 Computing with TCP

Our implementationof parasiticcomputingexploits a reliability mechanismin the transmissioncontrol
protocol(TCP).Thesenderof aTCPsegmentcomputesachecksumovertheentiresegment,whichprovides
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Figure1: TCP/IPsegmentusedfor parasiticcomputing

reliability againstbit errorsthatmight occurin transport.It insertsthecomplementof thechecksumin the
message.The receiver alsocomputesa checksumin orderto verify dataintegrity. The receiver dropsan
entiresegmentif its checksumdoesnotaddup,assumingthatthemessagewascorruptedin transit.Because
TCPis reliable,asenderwill retransmiteachsegmentuntil it is acknowledgedby thereceiver [1, 2].

Weexploit theTCPchecksumto answerthefollowing question:

Is o ��p equalto q ?
The checksumvalue in a TCP packet is determinedby q . The datacontains16-bit words o and

p
. TCP

computesthechecksum,if o ��p�r� q , thenTCPrejectsthesegment.Therefore,amessageis a “valid” TCP
segmentif andonly if o ��pB� q .

Supposeoneneedsto find two numberswhichaddup to acertainvalue, o ��p<� q . Onecouldgenerate
guessesfor o and

p
, addthem,andtestif thesumis equalto q . Thechecksummechanismof TCPcanbe

usedto solve this problem. First, computea checksumfor the answer, q , asthe datapart of the the TCP
segment. Next, senda TCP segmentwherethe datapart containscandidateaddendsots and

pvu
, asshown

below.

TCP header data

. . . w\x . . . q F
Dummypacket for computingchecksum

. . . w\x . . . o s p u
Solutionpacket

Finally, continueto sendTCPsegmentsuntil oneis received—meaningthatthechecksumwasverified.For
any o s ��p u r� q , theTCPsegmentis droppedbecausethechecksumverificationfails. Consequently, only
thecorrectsolution(where o �ypz� q ) is a “well-formed” TCPsegment.Thechecksumin theTCPheader
is w{x not q becausethechecksumcomputationis computedover theentireheaderandit is complemented.If
theheaderfieldsarethesame,thechecksumcomputedfor a packet with o and

p
asdatais thesameasthat

computedfor apacket with q and
F

(padto keeplengththesame).
Figure1 showsaschematicdiagramof thespeciallyconstructedTCPsegmentthatis usedin ourexploit.

Thefirst 20 bytesaretheIP header, thenext 20 aretheTCPheader, andthe last4 bytesarethedata.The
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valuesof o and
p

andthechecksum( w{x ) areshown in blue.
TCPis aconnection-orientedprotocol—meaningthataconnectionmustfirst beestablishedbeforedata

is sent. A connectionis establishedwith threemessages,seeFigure2. First, the initiator sendsa SYN
(the TCP SYN flag is set) to a remotenode. If the remotenodeis willing to accepta new connection,it
respondswith a SYN/ACK (both theSYN andACK flagsareset)message.Finally, the initiator sendsan
ACK message[1, 2]. In thesemessagesnodesexchangeinitial sequencenumbers.ThetestTCPsegments,
constructedasabove,aresentfollowing theestablishmentof aconnection.

Becausewe areconnectingto an HTTP server, the responsereceived dependson theconfigurationof
theserver. However, all we careaboutis whetherthereis a responseor not. Thecorrectsolutionresultsin
avalid TCPsegment,but it is notavalid HTTP request.Therefore,theresponsewill besomethinglike that
in Figure3.

3 Algorithm

An 8-variable2-SAT problemproblemis shown below.

� � _Z| � 	 !U� � � e ��� g !W� � � _Z| S � g !W� � � 	'| � i !U� � � e ��� j !f� � � g ��� k !W� � � j'| � c !U� � � 	'| � g !
(1)

Thesolutionvector, }� , has8 elementsthatcanrangeover 0 and1. Thusthereare
E c

possiblesolutionsfor
}� . Theonly correctsolutionto (1) is: }�~��� ��`:F�`:��`:��`:��`:��`:��`:F
��� . Our algorithmtestseachsolutionusinga
speciallyconstructedTCP/IPpacket,asshown in Figure1.

Thehigh-level algorithmis:

S = create TCPsegment
S.checksum= checksum
foreach }� s@�

S.data= padwith zeroes(}� s )
send S
receive answer
if answer= true � write }� s is a solution

First, we createa TCPsegmentthatcontainsall thestandardheaderinformationrequiredby theprotocol.
Next thechecksumfield is set.Thesolutiondeterminesthechecksum,asdiscussedin Figure3 in thetext;
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Figure3: Responsefrom HTTP server

therefore,thereis asinglechecksumfor all tests.In themainloopof thealgorithm,a testsolutionis placed
into thedatafield of thesegment.Thenthepacket is sent,andwe wait for ananswer.

A correctsolution inducesa responsefrom the remotenode. Therefore,a responsemeansa correct
solution. An incorrectsolution is deducedby not receiving a response.This is doneby timing out: if a
responseis not receivedwithin acertainamountof time it is presumedanegative answer. This is discussed
in greaterdetailin n 2 and n 4.

4 Implementations

In our implementationa single masternodecontrols the executionof the algorithm. Thereare several
waysto implementthe basicalgorithmdiscussedabove. The two major choicesare(a) concurrency and
(b) connectionreuse. Regarding(a), the masternodecanhave many computationsoccurringin the web
concurrently. EachconcurrentcomputationrequiresaseparateTCPconnectionto aHTTP host.

Regarding(b), beforea TCP connectioncanbe used,it mustbe established. Onceestablished,TCP
segmentscanbesentto theremotehost.Whenmultipleguessesaresentin oneconnection,it is impossible
to know to whichguessa correctsolutionrefersto. For example,supposeguess� p:_
` q _K� and � pa	�` q 	^�
aresentoneafter the otherin a singleconnection.Furthersupposethat only onesolutionis correct. We
expectto getoneresponseback.But we cannottell to whichsolutiontheresponserefers.

Theimplementationusedin this paperis a prototypethatis notdesignedfor efficiency of execution.In
ourprototypeimplementthereis noconcurrency andeachconnectionis usedfor exactlyonecomputation.
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4.1 Reliable Communications

Any messagecan get lost. In a reliable system,the senderof a messagesaves a copy of the message
and waits for an acknowledgementof the message.If after sometime, the senderhasnot received an
acknowledgement,it will re-sendthemessage(from thecopy). Thesenderwill continueto do this until an
acknowledgementis received.

In general,thereis no upperboundon how long a messagemight take to bedelivered. Consequently,
in a distributed system,it is not possibleto distinguishbetweena lost messageanda delayedmessage.
Therefore,amessageis assumedlostaftersometime-out period.A time-outvaluethatis toosmalldeclares
too many delayedmessagesaslost. On theotherhand,a valuethat is too large unnecessarilyslows down
thesystem.

Ourexploit circumventsthereliability mechanismin TCP. Furthermore,becauseaninvalid solutionfails
thechecksum,it is asif it never arrived. Therefore,thereceiver will not sendanacknowledgementof the
message.Therearetwo undesirableoutcomesthatcouldoccur:

� A falsenegative occurswhen a packet for a valid solution is droppeddue to a datacorruptionor
congestion,and

� A falsepositive occurswhenabit errorchangesaninvalid resultinto anvalid result.

Thelatteris very rarestatisticallyandall but impossiblein practice.Althoughtheformeris alsounusual,it
is frequentenoughthatit shouldbeconsideredfurther.

First, let’s considertheerrorsthatarecaughtby theTCPchecksum.Every transmissionlink (hardware
devicessuchasethernet)computesa checksumon its packets.TheTCPchecksumcatcheserrorsthatpass
thelink checksum,but still have somedatacorruption.Becausethedatawasnot damagedin transmission
(whereit wouldhave beencaughtby thetransmissionlink checksum),it musthave occurredin aninterme-
diatesystem(router, bridge,gateway, etc.)or atanendpoint (senderor receiver) [3]. Sucherrorsoccurvery
infrequently.

Researchshows thattheTCPchecksumfailsabout1 in
E _��

messages[4]. Theprobabilityof receiving a
falsepositive is theprobabilityof aerrortimestheprobabilitythatit changesaninvalid solutioninto avalid
solution.Theprobabilityof thelattereventis infinitesimal.

Second,anIP packetmightbedroppeddueto datacorruptionor congestion.TheordinaryTCPreliabil-
ity mechanismhandlesthis,but it is disabledin ourprototype.Our testshow falsenegativesoccurbetween
1 in about100andlessthan1 in 17,000.Theerrorrateis stronglycorrelatedwith thedistance(numberof
hops)betweenendpoints.

4.2 Dealing with an Unreliable System

This sectiondescribestwo approachesto usingthis unreliablesystem.First, onecouldaskevery question
multiple times. The probability of falsenegatives is almostcertainlyuncorrelated.Therefore,if � is the
probabilityof a falsenegative, then �{� is theprobabilityof � falsenegative. Because�V� � thelikelihood
of a falsenegative all but disappearsfor smallvaluesof � .

Second,onecouldaska question,� , andits complement,
S � . Absentany errors,onewill getexactly

oneresponse.If no responseis received, onemustassumethat a problemoccurred.Then,the questions
shouldbeaskedagain.This solutionresultsin a reliablesystem,but requirestheevery questionalsohave a
complement.
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4.3 Implementing the 3-SAT Problem

The 3-SAT problemhasthreevariablesperclause.This easilycanbe supportedwith theprototype. The
algorithmdescribedin n 3 doesnothaveto bemodified.Theonly changeis to how thepacket is constructed.
Eachcandidatesolutioncontainsthree16-bitwords,which areaddedtogetherandcomparedto answerthe
question:Is o ��pZ� q equalto � ?

Thesendercomputesthechecksumover three16-bitwordsandtheheader, asshown below.

TCP header data

. . . w\� . . . � F F
Dummypacket for computingchecksum

. . . w\� . . . o s p u q u Solutionpacket

The datapart of the packet containsthreedatawords. Datawordsareconstructedwith zeropadding,as
donein the2-SAT problem.

On the receiver side,a checksumin computedover theTCP packet just asbefore. A responseis sent
only if o ��p�� q doesindeedequal � . Theonly differenceis betweenthis andthe2-SAT problem,is that
thepacket is 2 byteslonger.

5 Scalability

Definitionof 3-SAT problem:3-SAT is aspecialcaseof thesatisfiabilityproblemwherebyall formulaeare
in a specialform. A literal is a Booleanvariableor a negatedBooleanvariable,asin

�
or
S �

. A clauseis
several literalsconnectedwith ORs,asin

� � _ T S � 	 T S � e !
. A Booleanformula is in conjunctive normal

form, calledaCNF-formula,if all clausesareconnectedwith ANDs, asin
� �Z_ZT S �b	'T S �de'T^�bg"!W� � �de'T S �diBT��bjH!f� � �dg'T^�bi'T S �dj�!6Y

It is a3CNF-formulaif all theclauseshave exactly threeliterals,asin
� �Z_ZT S �d	BT S �be�!W� � �de'T S �diBT��dj�!U� � �be'T S �bj�T��dg"!6Y

The3-SAT problemis determiningthesatisfiabilityof a3CNF-formula.It is possibleto reduceany
�6� �%��!

-
SAT probleminto a3-SAT problem.First, if a formulahasmixedANDs andORs,by thedistributive laws,

�X� � ��T �"!�� � ���^�[!fT � ���V�\!6`
�XT � ��� �"!�� � ��T^�[!f� � ��TV�\!6`

wecanreplaceanORof ANDswith anequivalentAND of ORs.Doingsomaysignificantlyincreasethesize
of eachsub-formula,but only by constantfactor. By this process,we have written theformulain CNF. All
thatremainsis to makeall clausescontainthreeliterals. In eachclausethatcurrentlyhasoneor two literals,
replicateoneliteral until thetotalnumberis three.In eachclausethathasmorethanthreeliterals,split it into
severalclausesandaddadditionalvariablesto preserve thesatisfiabilityor non-satisfiabilityof theoriginal.
For example,thefollowing clause

� o _[T o 	ZT o e#T o g�! is replacedwith
� o _[T o 	#T��"!I� �6S ��T o e#T o g�! where

z is a new variable. It is straightforward to extendthis into theclausecontaining� literals. For example,� o _fT o 	<TXY/Y/YHT o �
!

canberewrittenwith the ��� E clauses
� o _fT o 	<TX�t_
!d� �6S �t_fT o e<TX�9	�![� �6S �9	�T o g<T�9e"!f�VY/Y/Y"� �6S �l��� e T o ��� _ T o ��! Therefore,it is alwayspossibleto reduce

�6� ����!
-SAT probleminto 3-SAT

problem.
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