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 Linux Use in the NSL

 Huge amount of 
analysis software 
written to run on 
Linux.

 Our data acquisition 
systems are Linux 
machines (MSU, 
ORNL)

 Free Open Source 
Development Tools 
(GNU, gcc, QT).



  

General-Use NSL Linux Machines

 alpher.phys.nd.edu (ND AFS, 32-bit)

 arcturus.phys.nd.edu (ND AFS, 64-bit)

 regulus.phys.nd.edu (CRC AFS, 64-bit)

 zozma.phys.nd.edu ( ND AFS, 32-bit)

 3 Linux desktop machines on NSL mezzanine ( ND 
AFS, 32-bit)



  

NSL Linux Data Acquisition 
Machines

MSU NSCL Systems:  (Used by ams, ast, nuc, react groups)
 bethe.phys.nd.edu
 fermi.phys.nd.edu

ORNL Systems:           (Used by rnb group)
 ampere.phys.nd.edu
 coulomb.phys.nd.edu

FN Console Dual Display (Display Driver, image capture, et. al.)
 fowler2.phys.nd.edu



  

Connecting to NSL Machines



  

Off Campus? Use VPN

For off-campus connections, use a Virtual Private 
Network (VPN) when you connect.



  

Connecting to NSL 
Machines Prerequisite 1: 

SSH
The secure shell (SSH) creates an encrypted

“tunnel” between your computer & the Server.



  

Connecting to NSL 
Machines Prerequisite 2: 

An X11 Server
Linux Machines use a library called X11 for graphical 

interfaces. You need an X Server on your machine to handle 
this. 



  

SSH clients/X servers 
available-Windows

puTTY/XMing:  Available on isnap.nd.edu website

Check the Enable X11 Forwarding Box 
When setting up a connection



  

SSH clients & an X server are 
installed on Mac OS X & Linux

From a terminal prompt, type

ssh -X loginid@machinename

You're now on the Linux command line.



  

I'm Logged into Linux- Now 
What? The Basics.



  

A Few Command Line Tips

history  -  shows a history of all commands typed

!! - repeats last command

!<number> -  runs command <number> from history.

<Tab> autocomplete

exit or <Control-D> gets you out.

Substitution characters: '*' means 'Everything'



  

Directory Structure ( it all begins at /)
and Your Home Directory



  

Some Directory Commands

pwd show the directory we're currently in.

cd <directory path> changes our current directory.

mkdir [-p] <directory path>  makes a new directory

rmdir <directory path>  removes directory (use rm -r if nonempty)

A directory can be absolute or relative. It can also contain special 
characters, .e.g. ~nsl is the same as nsl's absolute home directory. 
'..' refers to your parent directory.



  

Let's Talk Files

   Almost Everything in Linux  looks like a file- 
data, executable programs, devices, even the 
running operating system itself.

Examples:

/var/log/messages  is a data file
/bin/ls                      is an executable program
/home/nsl                is a directory
/dev/hda                  is a device (hard disk)
/proc/cpuinfo          cpuinfo from running kernel



  

ls- the king of the file commands
ls [options] [files] – list file content of a directory
   -l  long listing
   -t  order output by time instead of lexigraphically
   -a show hidden files (those starting with a '.')
   -r  reverse normal sort order (Z-A, Old-New)



  

Files, owners,& permissions

●A file is owned by some user.
●A file also belongs to one or more groups
• Files, in some combination, may be read, written to, or 

executed by their owners, groups to which they belong, 
or someone else.

The chmod command allows the owner of a file  to change 
its permissions. 

AFS file permissions are different- we'll cover that later.



  

More File Commands 
 file  <file>  

 locate  [-b] <file>  

 cp [-r]  <source><destination>  - copy file(s), directory
 rm [-rf ] <files> - remove files

 mv  <source> <destination> – moves file or directory  



  

What's a Text File?

A file containing one or more lines of characters. A line 
feed(LF) ends each line.



  

Displaying Text Files

cat <files>              vs.    
    

more <files>



  

Editing a text File in Linux
Use a text editor. Two simple ones are gedit & nano (shown below). 

There are many others, including vi & emacs. Learn to use one.



  

Use gv 
(ghostview)

Or evince

 commands to 
display PDF, 
Postscript, and 
EPS file types.

Displaying Some Other File Types



  

Use gthumb for displaying gifs, jpgs, 
pngs & other common image files 



  

nautilus, typed from the command line, starts a GUI file 
browser like Windows Explorer or MAC Finder. Right click on 

a file  & try “open with”

nautilus – a GUI File Browser



  

Uploading& Downloading Files, 
Dealing with File Archives



  

Copying Files  with scp

scp [-r] <from> <to>

Secure Copy (scp) uses SSH to copy files 
between machines



  

wget :Download Files from the Internet
wget  <file URI>



  

Dealing with Linux File Archives

Files ending .tar, .tar.gz, or tar.bz2 are archives of multiple 
files, bundled up for easy transport.

Use the tar command to manage these:

tar t[vzj]f <tar file> shows contents without unbundling.

tar x[vzj]f <tar file> extracts files/directories from archive

Options:
 v – verbose
 z  -  unzip zip files

       j  -  unzip bzip2 files



  

tar example 1



  

tar example 2



  

Unzipping files

If file ends with a .zip, use unzip. If file ends with 
a .gz, use gunzip 



  

Living with AFS



  

What is AFS?
The Andrew File System (AFS) is a distributed file
System developed at Carnegie-Mellon University in the 

1980s. It's a global file system with many cells :

Notre Dame currently has two AFS cells:
 nd.edu & crc.nd.edu



  

Your AFS Home Directory
Anyone with a valid ND netId has an AFS home directory 

in the nd.edu AFS cell. The nd.edu common AFS 
password file is /afs/nd.edu/common/etc/passwd

Anyone with a valid Center for Research Computing (CRC) 
account has an AFS home directory in the crc.nd.edu AFS 
cell. The crc.nd.edu common AFS password file is 
/afs/crc.nd.edund.edu/common/etc/passwd



  

NSL AFS Group Volumes

5 research programs in the lab each have 
volumes for keeping experimental data.  Don't 
keep experimental data in your private directory!

nd.edu - /afs/nd.edu/nsl/Volumes

crc.nd.edu - /afs/crc.nd.edu/group/nsl

Group Names: ast (Wiescher) , ams (Collon), 
gam(Garg), nuc (Aprahamian),  react (Tang)



  

AFS Authentication & Access Lists
To use AFS, you must be authenticated (AFS knows who 

you are) and authorized (You've got an authorization 
token from AFS.

If you logged into an AFS directory, this was done for you 
at login time.

 
If not, or if you're switching between different accounts, 

you do these two steps with the kinit & aklog 
commands.

The kinit command talks to a University Kerberos server 
to authenticate with your netID. 

aklog talks to AFS to get a token.



  

AFS Authentication Commands
kinit  <netID>@<domain>  Authenticates user (Domain is ND.EDU 

                                       or CRC.ND.EDU)

klist                               Shows your current authentication

kdestroy                       clears your current authentication

aklog  <domain>          Gets an authentcated user an AFS token     
                                  (Domain is ND.EDU or CRC.ND.EDU).

tokens                          Shows your current AFS tokens.

unlog                            Clears your current AFS tokens.



  

kinit/aklog Example



  

AFS Space & ACLs commands

fs listquota <directory>  Shows space usage                    
                                     information for AFS volume 

   where  <directory> resides.

fs listacl <directory>      Shows Access Control List 
   (AFS permissions) for <dir>.



  

AFS Space/ACL Example 

r – read, l -list,i- insert, d- delete, w-write, k- lock, a- administer
rl = read, rlidwk = read/write



  

Using webfile.nd.edu with AFS 



  

Using Modules



  

Every User's Linux Environment can 
be  Different

[nsl@arcturus ~]$ env
USER=nsl
LOGNAME=nsl
HOME=/afs/nd.edu/user6/nsl
PATH=/usr/nuclear/grace/bin:/opt/und/intel/x86_64/fc/10.0.023/bin:/

opt/und/intel/x86_64/cc/10.0.023/bin:/opt/und/intel/x86_64/idb/10
.0.023/bin:/opt/und/schrodinger/2007:/opt/und/schrodinger/2007/
utilities:/opt/und/local/bin:/opt/und/mathematica/6.0/Executables:/
opt/und/maple/12/bin:/opt/und/pgi/6.1-2/linux86-
64/6.1/bin:/afs/nd.edu/i386_linux24/opt/und/matlab/7.7/bin:/opt/u
nd/modules/3.1.6/bin:/usr/lib64/qt-
3.3/bin:/usr/kerberos/bin:/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bi
n:/usr/X11R6/lib:.:/opt/tibs:/usr/nuclear/CERN/2002/bin:/usr/nucle
ar/hhirf:/usr/nuclear/rw01/bin:/usr/nuclear/bin:/usr/nuclear/lib:/usr/
nuclear/transport:/usr/nuclear/CERN/root/bin:.:/usr/nuclear/rp/bin:
.

Yikes!



  

Modules keep the Linux 
Environment Manageable

Three commands:

module list     - See what's currently loaded for you

module avail – See all available modules

module load/unload <module>  - load/unload module

 Include only what config info you need.

 Configuration info need only reside in one 
place.



  

module list Example



  

module avail Example

module load Example



  

Other Helpful Linux Things



  

Redirecting Command  Output

The | operator ('pipe') sends one command's output another 
command's input. This is incredibly useful-  you create new 
functionality by stringing existing commands together.

The > operator saves the command output to a file.



  

How do I use that Command, 
Again?

The man command will show you a manual page for 
almost any Linux command. The info command will, 
too.



  

Searching for stuff with find

The find command will search for (& perform actions on) files 
matching criteria you specify (file name, age, size & almost 
anything else)

There are dozens of other options- use the man page!



  

Searching for stuff with grep
grep [-r] [-v] [-n] <pattern> <files>  searches for 

<pattern> within <files>. Many other options.

Example: search system logs for successful mcouder logins



  

w – show who's on line

Who's online?



  

Running Loooong Programs w/ 
nohup

The nohup command lets a command keep running after 
you've exited (hung up)

The pagsh command sets up a separate authenication group 
for AFS tokens.

Used together, one can run long term jobs while offline.



  

processes: monitoring, killing

The ps command shows statistics about running 
processes.

The kill command will terminate a process (you 
can only kill one of your own.)



  

More ps examples
ps -af will show all running user processes

ps -fC <cmd> shows all running <cmd>s

ps -ef will show everything!



  

date, cal, and uptime

Give date/time, calendar, and system uptime



  

We've Barely Scratched the Surface

Learn More.

There's the Internet-

Books...

ND CRC Training: 
http://crcmedia.hpcc.nd.edu/wiki/index.php/Introduction_to_Unix/

Linux



  

Questions?
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