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Abstract. Classifier error is the product of model bias and data variance. While understanding the
bias involved when selecting a given learning algorithm, itis similarly important to understand
the variability in data over time, since even theOne True Model might perform poorly when
training and evaluation samples diverge. Thus, the abilityto identify distributional divergence is
critical towards pinpointing when fracture points in classifier performance will occur, particularly
since contemporary methods such as ten-folds and hold-out are poor predictors in divergent cir-
cumstances. This article implements a comprehensive evaluation framework to proactively detect
breakpoints in classifiers’ predictions and shifts in data distributions through a series of statistical
tests. We outline and utilize three scenarios under which data changes: sample selection bias, co-
variate shift, and shifting class priors. We evaluate the framework with a variety of classifiers and
datasets.

1. Introduction

Consider the fundamental task of data mining: given a training sample of data, formulate
a model which optimizes some measurement criteria, typically accuracy. This model is
then applied to an as yet unseen set of testing examples. Depending on the nature of the
data, a practitioner might select a model generated throughdecision trees algorithms,
Bayesian methods, calculating nearest neighbors, or support vector machines. Typically
an empirical validation approach is used such as ten-fold cross-validation or leave-one
out validation on the training set. Structural risk minimization might be used if the
Vapnik-Chervonenkis dimension of the model space is known [22].

Assuming that the expression for theOne True Model for data is within the set of
Turing machines, then it is possible to express awell-calibrated classifier: the proper
class occurrence rate is mapped correctly for each unseen example. [3] further suggests
that any reasonable performance metric should be optimizedby this one true model and
no other model should yield better performance.
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Unfortunately, this task makes several fundamental assumptions, namely the “sta-
tionary distribution assumption” [24] in the machine learning literature and “non-biased
distribution assumption” [28] in the data mining community.

Definition 1. The Stationary or Non-Biased Distribution Assumption [24] states
that for each and every training set instance and test set instance is identically and inde-
pendently drawn from the common distributionQ(x, y).

Previous work [4, 5, 6, 28] has already introduced instancesviolating this assump-
tion through injection bias in data. In addition to bias, a shift in class priors or a covariate
shift may alter the data distribution [20]. In these cases, even theOne True Model may
become irrelevant when applied to future instances should the data distribution change
substantially and unpredictably. In this paper, we exploretwo issues within the context
of this problem. First,can we identify changes in performance attributable to a change
in the data distribution? Second,can we detect the presence of shift between two distri-
butions of data?

Generally, we try to determine generalization error based on a training set for a set
of classifiers in order to determine which will generally perform best. However, both
theoretical and empirical methods can be limited in the presence of such distributional
divergences. The structural risk minimization bound established as a function of the VC
dimension makes the critical stationary distribution assumption. Thus, implying that the
bounds may not hold in the scenarios containing distribution drifts [24, 5]. The empirical
methods comprising of ten-fold cross-validation, bootstrap, leave-one out, etc. generate
empirical measures on the generalization performance of a classifier. It is obvious that
these measures are limited as they are generated from the validation set, which is derived
from a similar distribution as the training set. These measures, by no means, reflect
the effective generalization in the presence of changes in testing set distributions. This
presents the challenge of establishing a landscape of classifiers’ performance across
different data assumption. [14] notes the fact that often typical assessment methods
cannot produce reliable and unbiased assessments of their predictions’ quality.

Thus, our paper focuses on the following critical components relevant to an appli-
cation of knowledge discovery and data mining process: a) detection of deviation in the
predictive estimates over the testing set as compared to thevalidation set; b) identifica-
tion of causes for such a drift in distribution that is what feature(s) are responsible for the
testing population to change. We believe these issues are pervasive in the real-world de-
ployment and evaluation of data mining solutions. We chooseto compare performance
between the validation set and the testing set, as the validation set is utilized at the time
of training to estimate the “generalization” performance.The goal then is to see whether
the predictions on the unseen testing set in the future are reflective of the observations
on the validation set. What is the uncertainty in the predictive estimates?

Contribution This paper outlines a statistical framework, as depicted inFigure 1, to
identify the fracture points in predictive distributions and alteration to the feature space,
where a fracture is considered as the points of failure in classifiers’ predictions – devia-
tions from the expected or the norm. We consider changes in data distribution by inject-
ing scenarios of sample selection bias, class prior shift, and covariate shift. We approach
the problem in two stages. In stage one, we detect whether there is a statistically signifi-
cant shift in the predictive distributions. We propose to use the Kruskal-Wallis test [7] to
isolate a change in data through the distribution of probabilities generated by a learning
algorithm. Note that the tests are unsupervised as we will not be aware of the actual
testing set classes. Thus, we compare the posterior probability distributions between the
validation set and testing set. If this test indicates that there is indeed a change to the
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Fig. 1.The proposed Data Drift Identification and Response Framework

predictive distribution, a practitioner may then use a series of unsupervised statistical
measures based on the Kolmogorov-Smirnov Test [12, 23] and Hellinger distance [2] to
indicate the presence or absence of a change in the feature space. With this information,
a practitioner becomes aware of alteration in the data distribution and is equipped to
make informed classifier choices or take additional corrective steps. We use four differ-
ent classifiers and nine different datasets to assess the utility of this framework. Thus,
the key questions that we address in the paper are:a) How to detect fracture in the pre-
dictive distributions on the testing set? and b) How to detect the feature(s) responsible
for the introduction of distributional divergence to the testing set?

We would also like to point out that this framework can be usedto construct a sen-
sitivity index for different classifiers during training. That is, one can simulate different
distributional change during validation and observe the variation in the performance
of classifiers over these changes. Accordingly, the most generalizable classifier can be
chosen, as demanded by an application or domain.

The remainder of this paper is divided as follows: Section 2 defines distributional
change and our treatment of the same in this paper. Section 3 describes the datasets
and classifiers used in the paper. Section 4 presents a case study on performance of
classifiers after distributional change. Section 5 then identifies how changes may be
detected between data samples; it also provides a thorough description of the statistical
methods used in our work. Section 6 discusses the results of the experiments in this
article and Section 7 draws conclusions to the work presented in this paper.

2. Changes in Data Distribution

We use three methods to establish a violation in the stationary distribution assumption.
The first of these issample selection bias [4, 5, 10, 28]. Suppose that we consider
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examples(x, y, s) drawn independently from a distributionD where the domain isX×
Y × S, with X being the feature space,Y is the class label space, andS is a binary
space for which the variables indicates the example is in the training whens = 1 and
is not in the training set whens = 0. Operating in this environment, the following cases
emerge regarding the dependency ofs on (x, y) [10, 17].

Definition 2. Themissing completely at random (MCAR)sample selection bias oc-
curs whens is independent of bothx andy. We thus state thatP (s = 1|x, y) = P (s =
1), thus the sample bias depends on a factor totally independent from the feature vec-
tor x and class labely. This implies that the training and testing sets are derivedfrom
the same distribution. The stationary distribution assumption theoretically holds under
MCAR, but we include it in our paper for completeness.

Definition 3. Sampling bias ismissing at random (MAR) if s depends onx but con-
ditional onx is independent ofy, thus, we may stateP (s = 1|x, y) = P (s = 1|x).
Therefore, sampling is feature dependent as the sampling probability varies according
to the feature vectorx, but is independent to the class labely. This situation can occur
if the testing set is thresholded on one or more known features.

Definition 4. Missing not at random (MNAR) bias occurs when there is no indepen-
dence assumption betweenx, y, ands. This scenario essentially introduces the sample
selection bias, as the cause of distributional shifts may beunknown. That is, one may
not have access to the feature leading to the censoring in thedataset. We may state the
tautology ofP (s = 1|x, y) 6= P (s = 1|x). Thus, at any particular featurex, the dis-
tribution of observedy in the training set is different from the observedy in the testing
set:P (y = 1|x, s = 1) 6= P (y = 1|x, s = 0).

We establish the biases as follows. For MCAR, the examples are removed uniformly
at random; we remove 25% and 50% of the examples in the testingsets. We also use
MAR and MNAR by removing the top 25% and 50% of values along onefeature. We
first sort the dataset based on one particular feature and then remove the top 25% or the
top 50% of examples conditioned on that particular feature value (thresholding). In the
case of MNAR, the remaining examples have the chosen featuremasked as “Unknown”
or missing. By masking the feature as unknown or missing, we are able to inject the
“latent” MNAR bias. We generate separate MAR and MNAR biasedtesting distribu-
tions for each feature within the dataset. The reported results are aggregates to indicate
the “average case” arising from introduction of biases. Forfairness, an equivalent num-
ber of MCAR samples were generated; thus, MCAR results are similarly aggregated.
[8] also studies classifier performance as a function of input quality degradation; how-
ever, their analysis does uses very different methods to alter data distributions. [8] also
centers on Knowledge-based systems which are designed to mimic human problem-
solving through artificial intelligence using a stored information on a particular subject.
This study focuses on classifiers, rather than Knowledge-based systems.

In Figure 2 we view a single, hypothetical data distributionat t1. This snapshot is
the first that is observed and is used in training a classifier.In the left snap-shot, we view
the distribution of data across a single feature as separated two classes. In the right snap-
shot, we view the totality of the data distribution. At some point t2, which is aftert1, the
data distribution in Figure 3 is observed. We note that the difference between Figures 2
& 3 is a result of feature bias. Here, we note that att2, the top quarter of values has been
removed from the distribution, yielding a “cut” in the sample. This affects the overall
shape ofP (X), as seen in the right snap-shot oft2.

The second method used to induce distributional change iscovariate shift (CS) [20].
The previous method affects how examples in the test set are sampled from the data
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P(X|Y=−)

P(X|Y=+)
P(X)

Fig. 2.Depiction of the original data distribution at the initial time t1.

P(X|Y=−)

P(X|Y=+)

P(X)

Fig. 3.Depiction of the data distribution after it has undergone feature bias att2.

distribution, but here those examples are fundamentally altered. To incorporate covariate
shift, we begin by calculating the standard deviation for a single feature of a dataset.
The value for this feature increased byN percent for each testing sample example.
Thus,CS25 has increased each testing example by 25% of one standard deviation. This
article usesN ∈ 25, 50, 100, 200. As with sample selection bias, the results reported
in this study are an aggregate by applying covariate shift toeach feature to represent
the “average case” arising from the introduction of covariate shift. We formally define
covariate shift as follows.

Definition 5. Covariate shift (CS) occurs when the data distribution generating the
feature vectorx and its related class labely changes as a result of a latent variablet.
Thus, we may state that covariate shift has occurred whenP (y|x, t1) 6= P (y|x, t2).

In Figure 4, we observe how the original data distribution att1 in Figure 2 changes
to the shape of the data distribution att2 as a product of covariate shift. We note how
distribution has shifted to its new position at the solid line relative to its original position

P(X|Y=+)

P(X|Y=−)
P(X)

Fig. 4. Depiction of the data distribution after covariate shift att2.



6 D. A. Cieslak & N. V. Chawla

P(X|Y=−)
P(X|Y=+) P(X)

Fig. 5.Depiction of the data distribution after shifting priors att2.

at the dashed line. While we note the forms of the joint distributions remain unaltered,
their absolute position has changed significantly.

The third method used to violate the stationary distribution assumption isshifting
priors. Unlike the previous two methods, which alter the feature space directly and
the class distribution only indirectly, this method changes the class distribution directly
and the feature space only indirectly. Random undersampling is used to induce varying
class skew ratios, such thatP (+) = {0.02, 0.05, 0.1, 0.2, 0.3, ..., 0.7}. For example, a
hypothetical dataset has 2000 examples from class− and 1000 examples of class+
in the testing set. To evaluate onP (+) = 0.5, 1000 class− examples are randomly
removed from the evaluation set. We formally define shiftingpriors as follows.

Definition 6. Shifting priors occurs whens depends ony but the conditional ony is
independent ofx, thus, we may stateP (s = 1|x, y) = P (s = 1|y). Therefore, sampling
is dependent on the class label and independent of the feature vectorx.

We note the effects of shifting priors fromt1 to t2 by comparing Figures 2 & 5.
In the left snap-shots oft2, we view the distribution of data across a single feature as
separated two classes and note that the relative balance of classes has reversed between
t1 andt2. The right snap-shots contain the joint distribution of allexamples and we note
that affecting the ratios ofP (+) to P (−) yields an indirect, yet significant shift in the
distribution ofP (X) generated.

3. Datasets and Classifiers

This paper uses several common UCI [18] and real-world datasets, summarized in Table
1. These datasets vary extensively in both size and distribution, offering many different
domains. Page, Pendigits, Phoneme, Satimage, and Segment come from the UCI Ma-
chine Learning repository [18]. The Oil dataset contains a set of oil slick images based
on live data [13]. Compustat represents real world finance data and may contain natural
bias as the training and testing samples come from differenttwo-year periods, while
Mammography comes from studying calcifications in the medical domain [25]. E-State
consists of electrotopological state descriptors for a series of compounds from the Na-
tional Cancer Institute’s Yeast AntiCancer drug screen [9].

For the experiments conducted, we used C4.5 Decision Trees,Naive Bayes,k-
Nearest Neighbor (wherek = 5), and Support Vector Machines. Each classifier formed
probability estimating models. Decision trees were trained as Probability Estimation
Trees (PETs) [19].k-Nearest Neighbor formed predictive probabilities as the propor-
tion of the classes for the set of nearest neighbors. For SVM,the SVMlight software [1]
was used with default parameters to form probabilistic predictions. Naive Bayes natu-
rally forms probabilities. We restrained ourselves to default parameters for all classifiers
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Dataset Examples Features

Compustat (7,400, 2,958, 3,299) 20

E-State (2,662, 1,064, 1,596) 12

Mammography (5,593, 2,236, 3,354) 6

Oil (470, 188, 279) 49

Page (2,738, 1,094, 1,641) 10

Pendigits (5,497, 2,198, 3,297) 16

Phoneme (2,702, 1,081, 1,621) 5

Satimage (3,218, 1,287, 1,930) 36

Segment (1,155, 462, 693) 19

Table 1. Datasets used in this study. Column Examples indicates the number of examples given as
(training, validation, testing)

to establish an even playing-field. These algorithms are among the most influential data
mining algorithms in the research community [26].

4. Case Study: Impact of Distributional Shifts

Various factors can be responsible for introducing distributional divergences in the test-
ing set. The feature space could be biased through a number ofmethods, causing the
classifier to generate inappropriate predictive distributions. In some cases, divergence
occurs as a result of collecting separate sub-populations governed by independent fea-
ture and class probability density functions within a single distribution. An example is
the frequencies of measured wingspans of one species of birdfound on two independent
tropical islands. Temporal distance may also incorporate divergence: the rules govern-
ing data may change slightly or drastically over time. Such divergences can occur in
various applications such as marketing and credit scoring,as the targeted population
can change over time.

We now present a case study across classifiers and different datasets to demonstrate
the effect of changes on the testing set. We use the Friedman test to statistically validate
whether the predictions in the testing set start to significantly differ from the valida-
tion set once the different distributional shifts, as defined in the previous Section, are
introduced. We will discuss the Friedman test before presenting our results. The goal
of this section is to establish the premise of the framework that the classifiers behave
differently when distributions change in the testing set.

4.1. Friedman Test

The Friedman test is a non-parametric statistical test developed by the U.S. economist
Milton Friedman [16]. The Friedman test is used for two-way analysis of variance by
ranks. This two-way test assumes that all data comes from populations having the same
continuous distribution, apart from possibly different locations due to column and row
effects and that all observations are mutually independent. An example Friedman test
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evaluation is ofn welders usingk welding torches with the ensuing welds were rated
on quality. Is there one torch that produced better welds than the others?

X is a matrix such that observances are placed in columns and samples are stored
across rows.r(xij) is then the rank within block (i.e. within its row). The average rank
per sample is calculated as

rj =

k
∑

i=1

r(xij) (1)

k is the number of samples andn represents the number of examples in each sample.
With the above ranking, calculate the following:

χ2 =
12

kn(k + 1)

k
∑

j=1

r2

j − 3n(k + 1) (2)

with χ2 as an associated p-value. This is the p-value for the null hypothesis that the
column medians are essentially the same. When the p-value isvery low, this indicates
that this is likely not the case and the null hypothesis is void.

To apply Friedman, we begin by first randomly partitioning the dataset into 50%
for training, 20% for validation, and 30% for testing. Each classifier learned on the
corresponding training set is then applied to the natural validation and testing samples,
resulting in probabilistic predictions on both sets. This formed the Base results for the
stationary distribution assumption, that is both validation and testing sets were derived
from the same distribution.

4.1.1. Sample Selection Bias

We introduced the three biases — MCAR, MNAR, and MAR — as follows. Considering
a feature for each data set at a time, we injected the corresponding amounts of biases as
discussed in the previous section. This resulted in as many testing sets as the number of
features for each dataset and bias combination. This allowed us to avoid the dominance
of results by any one feature in particular. We applied the same classifiers learned on
the training set to each of the generated biased testing setsresulting in probabilistic
predictions.

Then, we formed 100 bootstraps on each (validation and testing) set of probabilistic
predictions for each dataset and calculated accuracies on each. The Friedman test was
then used to test the null hypothesis: there is no statistically significant difference be-
tween the validation and testing set accuracies for a dataset. Figure 6 shows the resulting
p-values. The p-values for a given amount of bias are the averages of the p-values from
the application of that particular bias to each feature in the dataset. Thus, it reflects the
summarized p-value given a bias, dataset, and classifier. The convention in the figure
is: the x-axis domain shows the different testing biases, including the Base stationary
distribution. Each bias has a cluster of four lines representing the different classifiers.
The y-axis shows the range of p-value across all the datasetsfor each classifier. As the
p-value decreases, the hypothesis is more strongly rejected.

Figure 6 shows a compelling trend. If we run along the x-axis,we observe that
the range drops as we go more towards heavily biased testing sets. This confirms the
premise that the performances of classifiers will suffer in non-stationary environments.
Among the classifiers, decision trees andk-nearest neighbor seem to be less sensitive
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Fig. 6.Friedman Test p-values across all datasets undergoing bias. +’s represent the average p-value.
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Fig. 7. Friedman Test p-values across all datasets undergoing covariate shift.+’s represent the average p-
value.

to distributional biases as compared to SVM and Naive Bayes.Since the y-axis reflects
the range over datasets, we observe that some datasets lead to a complete failure of pre-
dictive estimates (p-value of approximately 0). Nevertheless, within 85% confidence all
the classifiers fail for all the datasets at MNAR-50. This is astrong demonstration of the
fragility of classifiers in changing distributions, hence the forming the main motivation
of our work.

4.1.2. Covariate Shift

We test for a performance fracture from covariate shift in anidentical fashion as before.
The covariate shift is imposed on each feature individually; thus, there are as many co-
variate samples as generated under the sample selection bias experiments. We generate
a 100 bootstrap sample for each and test according to Friedman, forming an aggregate
across all features. Figure 7 shows a similarly compelling trend. Moving right along
the x-axis reflects an increase in the degree of covariate shift. As with bias, this con-
firms the premise that classifier performance suffers in a non-stationary environment.
Additionally, performance degrades as the degree of shift increases. Throughout, SVM
appears the most resilient to covariate shift. Under moderate shift, such as CS25 and
CS50, Naive Bayes performs well on some datasets. We note that in general, the clas-
sifiers are failing (i.e. have a low p-value) under covariateshift. While SVM and Naive
Bayes are resilient to some instances of covariate shift, the average case indicates that
overwhelmingly a classifier will fail under covariate shift.

4.1.3. Shifting Priors

To incorporate a shift in class priors, we use random undersampling on the testing dis-
tribution to impose a desired class skew by selecting aP (+) ∈ 2, 5, 10, 20, ...70. 100
bootstraps of probabilities are generated, which in turn form populations of 100 accu-
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Fig. 8.Friedman Test p-values across all datasets shifting class priors.+’s represent the average p-value.

racies. These sets of accuracies are then compared using theFriedman test. Figure 8
shows the effects of prior shift on the Friedman values for produced accuracy. The far
right represents distributions with the highestP (+). As before, the premise is con-
firmed that the performances of classifiers will suffer in non-stationary environments.
All classifiers suffer heavily as theP (+) increases. This is intuitive, since accuracy is
partially class driven. Classifiers tend to perform less accurately on small classes; thus,
the relative class balance reversal dictates that the accuracies should generally be driven
down asP (+) increases. The highest p-values are returned forP (+) values of 2, 5, and
10. As we have observed in Table 1, these values are nearest tothe original class dis-
tributions. This matches the intuition that produced accuracies should be similar when
the training and testing distributions, and henceP (+) values, are similar. We do notice
an odd fluctuation in some of the p-values from Naive Bayes when P (+) has the values
of 50, 60, and 70. We note that these values occur from the Compustat, E-State, Oil,
and Phoneme datasets and are 0 on all other datasets. In thesecases, performance is
conserved either fortuitously or because the distributions are relatively similar, despite
the shift in priors. This indicates that there is really no cause of alarm for these data sets,
even if the priors have shifted. That is the classifier is performing as expected, even if
the testing set is now carrying a distributional bias towards the (former) minority class.
Our results in the subsequent sections assert this point, establishing a keen highlight for
this framework. This further demonstrates how classifiers might fracture as a result of a
changing distribution, and it is highly data dependent. Thus it is increasingly important
t have such a framework in place.

We note that one can directly use this framework to induce distributional change
during the validation process. This can result in an immediate evaluation of sensitivity
of different classifiers as the population drifts. Then, conditioned on the nature of the
application, one can then choose a classifier that is most consistent, perhaps at the cost
of some accuracy at the stationary distribution.

5. Detecting and Identifying Changes in Distribution

The goal of this work is to apply unsupervised methods to detect drifts in predictive
and data distributions. Unsupervised methods are requiredas the class of testing data is
presumed to be unknown at the time of prediction. The following subsections provide
tests for finding bias through three separate tests: the Kruskal-Wallis Test in Section
5.1, theχ2 test for nominal features in Section 5.2 and the Kolmogorov-Smirnov test
for continuous features in Section 5.3, and Hellinger Distance in Section 5.4. Together,
they provide a statistical framework as shown in Figure 1. Wesplit the original data into
the50 : 20 : 30 training, validation, and testing proportion, respectively, as described
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Fig. 9. Kruskal-Wallis Test p-values across all datasets undergoing selection bias.+’s represent the average
p-value.
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Fig. 10. Kruskal-Wallis Test p-values across all datasets after covariate shift.+’s represent the average p-
value.

before. We introduce sample selection bias, covariate shift, and shifted classed priors to
form a variety of testing samples. The results in Sections 5.1, 5.3, and 5.4 all represent
the average values found across bias on all features. This reflects the “average case”
feature becoming biased in a particular dataset.

5.1. Kruskal-Wallis Analysis of Generated Probability Estimates

Kruskal-Wallis one-way analysis of variance by ranks is a non-parametric method for
testing equality of population medians among groups [7]. Unlike One-way ANOVA,
no assumption regarding a normal distribution is made sincethe test is non-parametric.
There is also no assumption that the population variables between compared groups are
the same. This test calculates the following statistic

K = (N − 1)

∑g

i=1
ni(r̄i − r̄)2

∑g

i=1

∑ni

j=1
(rij − r̄)2

(3)

whereng is the number of observations in groupg, rgj is the overall rank of observa-
tion j in groupg, N is the total number of observations,r̄g is the average rank of the
observations within groupg, andr̄ is the average rank of all observations. The p-value
is then calculated as

Pr(χ2

g−1
≥ K) (4)

This is the p-value of the null hypothesis that all samples are drawn from the same
population or different populations of the same distribution. Therefore, this is a very
useful test for determining if sets of probabilities are drawn from the same or different
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Fig. 11.Kruskal-Wallis Test p-values across all datasets when priors shift.+’s represent the average p-value.

distributions. Here it is applied as a comparison of the probabilities estimated on the
validation set against the natural testing distribution and the six other biased distribu-
tions.

5.1.1. Sample Selection Bias

In Figure 9 we observe the calculated set of Kruskal-Wallis p-values under sample selec-
tion bias. Those generated in comparing the set of validation probabilities against those
of the testing set and distributions formed through MCAR arequite similar, which is
expected as there is similarity between the validation sample and the testing and com-
pletely randomly biased testing samples. However, there isa substantive difference to
the MAR and MNAR biased sets. Under these sophisticated biases, the distribution
of probability estimates differs significantly. With such adrastic change in the esti-
mates, there should follow a fairly substantial change in the classifier performance.
We also note that the values captured through Kruskal-Wallis are quite correlated to
those found under the supervised (determining accuracy andrank-order requires known
classes) Friedman test (Figure 6).

5.1.2. Covariate Shift

Figure 10 observes the KW p-values during covariate shift. As the shift increases, we
note that there is a general drop in p-value. It is evident that as the covariate shift in-
creases, the classifiers start shifting in the predictive distributions. Thus, it is increas-
ingly likely that the pool of probabilities are derived fromdifferent populations since
the data distribution is moving relative to the trained decision boundaries. Different
classifiers are behaving differently again, and the range ofthe p-values indicates that
the reaction of classifiers to different datasets is also very different. Thus, it is critical to
instrument a monitoring framework for a dataset and a chosenclassifier as the fracture
points may occur at different points.

5.1.3. Shifting Priors

Additionally, we note that KW is quite effective in identifying a shift in class priors, as
seen in Figure 11. While there are some odd spikes in the p-values asP (+) increases,
we note that the average case will warrant further investigation whenP (+) ≥ 20, since
the typical p-value is very low, if not zero. As seen in Figure5, the relative occurrences
of examples as a product of the feature vector can change drastically under a prior shift.
Assuming that the classifier produces a relatively diverse set of probabilities, it then
follows that the population of generated probabilities should change significantly as
the distribution in feature space changes. KW can ascertains these differences between
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populations and is therefore effective in identifying a change in distribution as caused by
shifting class priors. We do note that there are some spikes in p-values, which correlate
with the previous Friedman results in Figure 8. This shows that not all classifiers are
failing under the same conditions for all datasets. That is,the data properties dictate
different sensitivities in predictions. Again the same setof datasets (Compustat, E-state,
Oil, and Phoneme) and classifiers that we observed in Friedman test demonstrate their
robustness for shifting priors. As we will see under KS and Hellinger, on these datasets
there is a distributional similarity in terms of the featurespace. These leads to a similar
set of predicted probabilities and the conserved results under Friedman.

5.1.4. Summary

With this information, it is both feasible and useful for thepractitioner to initially train
a model and predict probabilities on both the validation andtesting data samples. Using
Kruskal-Wallis, the practitioner may then determine whether the the sets of probabilities
came from different populations. If so, it is then wise to usethe tests in Sections 5.3 and
5.4 to attempt to determine bias type and isolate biased features.

5.2. χ2 Test

χ2 is a statistical test used to compare observed nominal data.This is useful in deter-
mining whether the distribution of observations within categorical data are dissimilar.

χ2 =

p
∑

i=1

v
∑

j=1

ni,j

N
− n̂j

n̂j

(5)

when there arep populations andv values,np,v represents the count of valuev in
populationp, np is the count within populationp, N =

∑p

k=1
nk andn̂j =

∑p

k=1
nk,jnk/N .

We note that as we are comparing two distributions,p = 2. To determine a p-value with
this test, degrees of freedom are also considered as

df = (p− 1)(v − 1) (6)

Based on the found values ofχ2 anddf , a look-up table is then used to determine a
p-value. With this test, we may determine an appropriate p-value for nominal features.

5.3. Kolmogorov-Smirnov Test

The Kolmogorov-Smirnov test (often called the KS test) determines if there is diver-
gence between two underlying one-dimensional probabilitydistributions or whether an
underlying probability distribution differs from a hypothesized distribution, in either
case based on finite samples [12, 23].

The two-sample KS test is particularly useful as a general nonparametric method
of comparing two sample distributions as it detects divergence in both location and
shape of the observed distribution functions. KS has an advantage over other statistical
methods in that it makes no assumption on the distribution ofdata, which other methods
such as Student’st-test make. However, other methods may be more sensitive if the
distributional assumptions are met.
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Fig. 12.An example KS test plot. Here, the distributions are significantly divergent asD = 0.5.

Dataset Base MCAR25 MCAR50 MAR25 MAR50 MNAR25 MNAR50

Compustat 0.250 0.250 0.240 0.385 0.517 0.353 0.492

E-State 0.000 0.000 0.007 0.125 0.174 0.083 0.136

Mammography 0.000 0.028 0.028 1.000 1.000 1.000 1.000

Oil 0.041 0.006 0.010 0.260 0.390 0.246 0.379

Page 0.300 0.190 0.100 0.560 0.590 0.511 0.544

Pendigits 0.000 0.004 0.027 0.461 0.523 0.425 0.492

Phoneme 0.000 0.000 0.000 0.520 0.600 0.400 0.500

Satimage 0.000 0.000 0.000 0.875 1.000 0.871 1.000

Segment 0.053 0.022 0.033 0.421 0.446 0.395 0.421

Table 2.Proportion of features failing the KS test at 95% confidence

Quite simply, KS makes use of a plot of the Cumulative Fraction Function. Suppose
we have two distributions, such thatA = { 0.34, 0.94, 0.24, 1.26, 6.98, 0.95, 0.15, -
2.08, 0.17, 1.55, 3.20, 0.50, 0.70, 4.55, 0.10, 0.49, 0.38, 0.42, 1.37, 1.75} andB = {
0.15, -0.62, -0.17, -0.31, -0.50, 0.38, 2.30, 0.37, -1.79, -0.87, 1.72, -0.09, -1.54, 0.30,
-2.39, -0.74, 0.22, 1.28, 0.19, -1.10}. The KS test begins by sorting both sets of values
independently. A single plot of both distributions is then generated. The x-axis contains
the values of distribution. For each pointx, the y-axis is calculated as the percentage of
instances strictly smaller thanx; hence, it is the cumulative fraction of the data which is
smaller thanx. Figure 12 contains a plot ofA againstB. Using a planesweep, the KS
test then calculates the maximum vertical deviation between the two distributions. For
A andB, Figure 12 indicates this asD. In this case, the maximum vertical deviation
is 0.5. We would like to state whether this value represents asignificant distance. We
calculate
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Dataset MCAR25 MCAR50 MAR25 MAR50 MNAR25 MNAR50

Compustat 0.046± 0.003 0.053± 0.004 0.391± 0.003 0.217± 0.017 0.361± 0.026 0.250± 0.021

E-State 0.000± 0.000 0.000± 0.000 0.175± 0.021 0.128± 0.016 0.104± 0.013 0.057± 0.007

Mammography 0.000± 0.000 0.000± 0.000 0.000± 0.000 0.000± 0.000 0.000± 0.000 0.000± 0.000

Oil 0.001± 0.000 0.004± 0.000 0.554± 0.004 0.388± 0.002 0.476± 0.003 0.400± 0.003

Page 0.114± 0.028 0.156± 0.014 0.461± 0.069 0.399± 0.054 0.554± 0.069 0.479± 0.052

Pendigits 0.000± 0.000 0.069± 0.006 0.405± 0.003 0.362± 0.020 0.453± 0.001 0.412± 0.013

Phoneme 0.000± 0.000 0.000± 0.000 0.467± 0.016 0.349± 0.026 0.783± 0.069 0.650± 0.074

Satimage 0.000± 0.000 0.000± 0.000 0.037± 0.001 0.000± 0.000 0.051± 0.001 0.014± 0.000

Segment 0.002± 0.000 0.009± 0.001 0.311± 0.003 0.235± 0.011 0.235± 0.014 0.249± 0.006

Table 3.Averageφ-correlation for feature failure under bias.

χ2 =
4D2n1n2

n1 + n2

(7)

wheren1 andn2 are the number of examples in the two samples. Usingd = 2 and
theχ2 calculation, the resultant p-value suggests whether thereis a significant differ-
ence between the two distributions and may be compared against a desired confidence
level. Within the context of monitoring classifiers’ performance, we may use the KS
test to determine if there is a significant distributional difference between the training
and testing distributions for continuous features. When features are nominal, aχ2 test
is instead applied to determine p-value.

To do so, we must iterate through both distributions on a feature wise basis, and
tabulate the number of failing features, which is why using Kruskal-Wallis on the prob-
ability distributions is a better first step.

5.3.1. Sample Selection Bias

Table 2 represents the proportion of features failing the KStest under each bias. Based
on these results, we observe that Compustat, Page, and Segment contain some degree of
natural bias between training and testing distributions. Of these, Compustat is the least
surprising as its training and testing data come from two independent sets of financial
information covering separate and sequential two year periods. For these three datasets,
it is noted that MCAR actually reduces the failure proportion somewhat, likely because
there are unusual values creating large maximum separations. The random bias removes
these values and reduces the separation, hence dropping thefeature failure rate. In the
remaining datasets, MCAR very minimally increases the feature failure rate, if at all.
It is observed that the more systematic biases MAR and MNAR increase the feature
failure rate substantially. This indicates that the KS testmay be used simply and quite
effectively to detect a bias incorporated between two data distributions.

In addition to understanding the degree to which bias causesfeature failure under
the KS test, we seek to study the interaction of a particular feature failing on other
features. This is important as the bias is applied to group offeatures simultaneously
or the MNAR could actually be affecting a collection of features together. Restated,
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Do features tend to fail independently or concomitantly? It is important to answer this
for the sample selection bias scenario. To this end, a Failure Correlation MatrixF was
constructed whereFi,j represents the count for which featuresi andj fail under KS
concomitantly. Based on the counts withinF , theφ-correlation is calculated for each
pairwise set of features as

φ =
Fi,iFj,j − Fi,jFj,i

√

(Fi,i + Fi,j)(Fi,j + Fj,j)(Fi,i + Fj,i)(Fj,i + Fj,j)
(8)

asφ is a strong measure of the associativity of two dichotomies and discounts the effects
of sample size. The average correlation per pairwise comparison is reported in Table 3.
Values between 0.0 and 0.3 are considered to have little to noassociativity, 0.3 to 0.7
have some associativity, and above 0.7 has very strong associativity.

The averageφ-correlation is quite low, if not zero, for the baseline comparison and
MCAR. Thus, there is little correlation between the failureof features, if failure occurs
at all. As MAR and MNAR are introduced, there is a spike inφ-correlation. This is
an expected result as there is some degree of covariance among the measured features;
thus, a bias on one feature will to some degree incorporate a bias to related features. The
exception to this trend is Mammography, which reports zero correlation categorically,
as within each test either all or none of the features fail theKS test except for some
MCAR trials for which failure occurred totally at random.

Once bias is suspected through the Kruskal-Wallis test on the set of predicted prob-
abilities, the KS Test operates as a “quick” method to check for the existence of bias
to see if a fairly high proportion of the features fail this test (in most cases, 30% fea-
ture failure appears to be a reasonable point to presume somebias as observed in Table
2). Table 3 reported theφ-correlation of the KS Test as capable of determining groups
of features which tend to fail together. Suppose there is a high correlation of failure
between two features. In the case that only one fails, one mayassume a reasonable
correlation between the two features and omit the failing feature during model training
confident that the succeeding feature will account for much of the information contained
within the failing one. As seen in Table 2, the KS Test struggles to isolate individual bi-
ased features. Thus, it is a good method to confirm the findingsfrom Kruskal-Wallis.
To more acutely determine degree and which features are biased, we turn to Hellinger
Distance, as discussed in Section 5.4.

5.3.2. Covariate Shift

We now consider the covariate shift scenario. The proportion of features failing in this
case are depicted in Table 4. We note that despite the relative increment (25%, 50%,
100%, or 200%), that this proportion remains static, a promising result. Due to the
nature of the shifting mechanism, only one feature within the feature vector is altered
per experiment. The increase in proportion of features failing in Table 4 relative to the
baseline failure rate, as reported in Table 3 indicates thaton average one additional
feature is failing – unless that feature fails in the baseline. Therefore, the KS Test is
quite sensitive to even minor covariate shift and is invaluable for detecting this form of
distributional change.

5.3.3. Shifting Priors

Next, we apply the KS test to the changing priors scenarios. To do so, we calculate the
KS p-value between training and evaluation samples along each feature. The proportion
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c) Mammography d) Oil
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g) Phoneme h) Satimage
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Fig. 13.Proportion of Features Failing KS asP (+) changes.
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c) E-State Class+ d) E-State Class−
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e) Oil Class+ f) Oil Class−
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g) Phoneme Class+ h) Phoneme Class−
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Fig. 14.Proportion of Features Failing KS asP (+) changes, by class.
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Dataset CS 25 CS 50 CS 100 CS 200

Compustat 0.287 0.287 0.287 0.287

E-State 0.083 0.083 0.083 0.083

Mammography 0.167 0.167 0.167 0.167

Oil 0.060 0.060 0.060 0.060

Page 0.370 0.370 0.370 0.370

Pendigits 0.062 0.062 0.062 0.062

Phoneme 0.200 0.200 0.200 0.200

Satimage 0.028 0.028 0.028 0.028

Segment 0.102 0.102 0.102 0.102

Table 4.Proportion of features failing the KS test at 95% confidence

of features failing KS (i.e. p-value< .05) is depicted for each dataset in Figure 13. Here,
we observe that the proportion of features failing KS tends to be the lowest when the
relative priors most resemble the original distribution. As the priors diverge from the
original, the proportion of features failing KS increases.

The exceptions to this occur in Compustat, E-State, Phoneme, and Oil. We examine
these datasets further in Figure 14 by analyzing feature failure as a product of class.
In these cases, we note that the change in features failing asa product of the positive
class (Figures 14(a), (c), & (e)) is relatively small as compared to the negative class
(Figures 14(b), (d), & (f)). This indicates that at low values of P (+), the KS failure is
primarily driven by the negative class. AsP (+) increases, the relative importance of
the negative class is likewise reduced, which in turn leads to an increased impact on
KS by the positive class. This explains the reversal in trendfor Compustat and Oil in
Figure 13. Additionally, Compustat, E-State, Phoneme, andOil occasionally yield high
p-values for KW at high values ofP (+), which corresponds to a similar conservation
in the Friedman performance. This implies that there is no reason for alarm for these
data sets, as the class demonstrating the distribution shifts is now undersampled in the
testing sets, and does not induce failure of classifiers’ performance.

5.3.4. Summary

We have thus demonstrated how the Kolmogorov-Smirnov Test may be used effectively
in identifying the proportion of features which are significantly different within two data
samples. In the case of bias, a more difficult bias usually causes a greater proportion of
features to fail KS. In addition, KS may be combined withφ-correlation to determine
how features fail independently and concomitantly. This test is also extremely sensitive
to covariate shift. Finally, KS can be used to detect shifting class priors, although this
method is susceptible when feature failure is a product of class, such as in Compustat,
E-State, Phoneme, and Oil.
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a b c

Pop1 7 0 0

Pop2 0 10 2

Table 5.Example population data

5.4. Hellinger Distance

Hellinger Distance [2], also referred to as Bhattacharyya Distance [11], is a measure of
distributional divergence. [15] concludes that for linearordination, the Hellinger Dis-
tance offers a better compromise between linearity and resolution, as compared to sim-
ilar metrics such as theχ2 metric and theχ2 distance. Hellinger distance has been used
effectively within the ecological domain and is recommended for clustering or ordina-
tion of species abundance data [21]. This measure has also been used as a means of
locating statistical outliers for fraud detection in insurance applications[27].

To apply this measure of density, we presume two independentdistributions of data
X andY . Both X andY containp bins, where each bin contains the count of some
logical subunits measured betweenX andY . The Hellinger Distance betweenX and
Y is then calculated by

Hellinger(X, Y ) =

√

√

√

√

√

p
∑

j=1

(
√

Xj

|X | −
√

Yj

|Y |

)2

(9)

Suppose that there exist two populations,Pop1 andPop2. The occurrence count of
valuea, b, andc within each population have been tabulated and are reportedin Table
5.
Using (9),Hellinger(Pop1, Pop2) =

√
2, which happens to be the maximum possible

Hellinger Distance. This is expected asPop1 andPop2 are completely divergent: there
is no overlap in valuesa, b, andc.

Here, we outline a method for using Hellinger distance to quantify distributional
divergence. Here,Pop1 andPop2 are the Training and Testing distributions and the
count values are feature value counts. In the case of continuous features, the Training
and Testing sets are temporarily combined to construct 30 equi-width bins. Using (9),
Hellinger distance is calculated for each feature and the average across all features is
considered as the Hellinger distance. This method is outlined in Algorithm 1.

In these experiments, we first calculated the distances between both the training set
features and the original testing set, which we call the baseline distance. This reflects the
actual distances between the training and testing set features without any bias injection.
Then, we introduced the different distribution changes in the testing set and calculated
the corresponding distances from the training set features. We are primarily interested
in the relative changes in the distances of the altered testing sets from the baseline.

5.4.1. Sample Selection Bias

The observed relative changes as a product of bias are summarized in Figure 15. The
calculated distances tend to be relatively low between the base training and testing
distributions and testing distributions generated through MCAR. There is a substan-
tial increase in Hellinger Distance when an MAR or MNAR is at play. Thus, applying
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Algorithm 1 Calc Hellinger

Require: Number of binsb, Training setT , and Testing setE
1: Hellinger = 0, nf = number of features inT & E
2: for each featurefi of T&E do
3: h← 0
4: if fi is continuousthen
5: CombineT andE and descritize intob equi-width bins
6: for j ← 1 to b do
7: h+ = (

√

|Tfi,j |/|T | −
√

|Efi,j |/|E|)2
8: end for
9: else{fi is nominal}

10: for each feature valuej of fi do
11: h+ = (

√

|Tfi,j |/|T | −
√

|Efi,j |/|E|)2
12: end for
13: end if
14: Hellinger+ =

√
h/nf

15: end for
16: return Hellinger
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Fig. 15.Hellinger Distance detecting bias. From left to right each set of bars indicates the relative percentage
change in Hellinger Distance between the original testing set and MCAR25, MCAR50, MAR25, MAR50,
MNAR25, MNAR50 for each dataset.

Hellinger Distance is quite effective in differentiating between the relative level of bias
sophistication.

Of additional interest is the skew of Hellinger distances produced. Table 6 demon-
strates that there is typically a substantial negative skewto the set of distances calcu-
lated, meaning there is a tail of values below the mean. This is indicative that is more
data below the mean than would be expected in a normal distribution. There is generally
a strong variability in the distances depending on the feature conditioned for injection
of bias. This indicates that different feature thresholds have different effects on the test-
ing set distributions, and it is important to consider the different scenarios. We note that
Oil violates the typical trend, likely due to the extremely small size of this dataset. In
general, Hellinger distance enables the isolation of features along which bias occurs.
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Dataset MCAR 25 MCAR 50 MAR 25 MAR 50 MNAR 25 MNAR 50

Compustat -0.790 -0.751 -0.562 -0.554 -0.554 -0.545

E-State -0.195 -0.055 -0.349 -0.618 -0.715 -1.115

Mammography 0.634 0.466 -0.332 -0.021 -0.179 0.274

Oil 0.957 0.911 0.868 1.007 1.131 1.183

Page -0.609 -0.253 -0.239 -0.137 -0.103 -0.060

Pendigits -0.271 -0.836 -0.283 -0.413 -0.161 -0.295

Phoneme -0.171 0.049 -0.095 -0.002 0.527 0.448

Satimage -0.097 -0.127 -0.008 -0.025 0.010 -0.001

Segment -0.656 -0.445 0.134 0.092 0.306 0.272

Table 6.Skew of the average Hellinger Distance per feature
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Fig. 16.Hellinger Distance detecting covariate shift. From left toright each set of bars indicates the relative
percentage change in Hellinger Distance between the original testing set and CS25, CS50, CS100, and CS200
for each dataset.

5.4.2. Covariate Shift

We note that covariate shift generates the changes in Hellinger distance noted by Figure
16. While doubling bias can significantly increase Hellinger distance (as seen in Fig-
ure 15), increasing the degree of covariate shift only increases this distance a relatively
minor about beyond the given threshold. As under the KS test,this limited increase is
somewhat expected, given that our mechanism for covariate shift only alters a single
feature. That said, a change stemming from this type of covariate shift may go unno-
ticed by Hellinger distance since the relative increase is small, such as in the Compustat,
Oil, Satimage, and Segment datasets. Hence, it is importantto have the KS-test in con-
junction for covariate shift, as it reflects the point in separation for one feature versus
the sample selection bias that affects all the features conditioned on one feature.

5.4.3. Shifting Priors

We also consider how Hellinger distance changes as a result of a shift in class priors.
The percent change in this distance as a product ofP (+) is presented in Figure 17.We
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observe for each dataset that the percent change in Hellinger Distance is minimal at or
near its natural distribution. AsP (+) moves further from natural, there is a continual
increase in Hellinger distance. The change isP (+) is altering the percent change; thus,
Hellinger distance is highly effective in detecting a change in class priors since the
alteration in the class ratio is affective the underlying feature distribution.

5.4.4. Summary

From these experiments, we note that Hellinger is able to corroborate the findings of
KS and complements the differentiation and determination of biases. The KS Test is
useful in determining if there is a significant maximal pointof separation. Hellinger
Distance is more refined in isolating bias since it is a methodof comparing the relative
densities of two distributions. MCAR is the lowest range, then MNAR, then MAR. We
expect this ordering: MCAR is sampled at random and should fairly closely resemble
the training set. MAR should produce the highest changes in Hellinger: the feature(s)
generating bias have been observed and the distributional change will be reflected by
this distance. MNAR is expected to produce results between MCAR and MAR since the
feature MNAR biases along is hidden, but it is also reasonable to expect some level of
correlation to the observed features. When only one featureis altered via covariate shift,
the Hellinger distance might not indicate a distributionaldivergence. Since the KS test
easily detected covariate shift and missed some class priors shift and Hellinger easily
picked up class prior shift and missed some covariate shift,we recommend the coupled
usage of KS test and Hellinger distance to isolate the biasedfeatures.

6. Discussion

This article has proposed an outline for a statistical framework using three tests to de-
tect divergence between two data samples. This framework has been tested on three
engineered data change scenarios. The first of these scenarios is sample selection bias,
which removes a segment of the testing distribution base on one feature with which
other features may covary. Under bias, there is a general performance failure accord-
ing to the Friedman test. This is reflected by an identification of a divergence between
probability populations under the KW test, particularly when the bias is the systematic
MAR and MNAR. An increase in the degree of bias is reflected by lowered p-values.
Likewise, the relative Hellinger distance corroborates the likely presence of bias in the
testing distribution.

Our second change scenario directly affected a single feature per experiment, by
physically altering its value. KW is effective in identifying the presence of covariate
shift, and lower p-values are somewhat indicative of a larger degree of covariate shift.
Suspecting a shift, the KS test then effectively confirms a distributional gap along a
single feature, although not necessarily the degree of shift. The Hellinger distance is
somewhat effective in identifying when covariate shift occurs, but we observe that rela-
tive Hellinger distances can be quite effective when establishing the degree of covariate
shift.

Our final scenario is unlike the others in that the feature space is manipulated only
indirectly as a byproduct of adjusting the class skew ratio.We note that for some in-
stances, the performance is actually conserved. As we have seen through the KW and
KS test, this occurs when the distribution is actually similar to the training sample. This
is a compelling argument for continuous monitoring of classifiers’ performance for dif-
ferent datasets, as they will reflect different sensitivities to changes in data class skew
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Fig. 17.Percent Change in Hellinger asP (+) changes.
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distribution. For instance, as we see for Compustat and Oil,the larger feature shifts are
present in the majority class, which is heavily undersampled in the testing distribution
because of feature shift. Now, since there are no drifts in the feature space and the for-
mer minority or positive class now dominates the testing set, the classifier performs as
expected. No surprising elements are seen in the testing samples. In the general case of
class prior shift, KW will indicate further investigation should be pursued and increased
Hellinger distance in particular correlates as class skew deviates further from the natural
level.

7. Conclusions

Data mining is presented with the challenge of drifts in datadistribution between the
training and testing samples. The basic assumption that thepast is a reasonable predic-
tor of future may not hold in different scenarios. This certainly hinders the performance
of learning algorithms, as we have also demonstrated in thiswork. Thus, it becomes
critical to identify and react to the changes in data distribution. To that end, we im-
plemented a framework that comprised of a family of statistical measures. We showed
that it is possible to proactively detect fractures in classifier performance. Our test suite
comprised of a variety of classifiers and data sets with different characteristics.

Based on our observations, we make the following recommendations. UsingKruskal-
Wallis on the distributions of validation and testing probabilities is useful as a first step.
If the practitioner determines there is no significant difference between them, then it
is possible to proceed as per typical. Otherwise, the practitioner can use the following
steps to isolate altered data. Firstly, theKolmogorov-Smirnov or theχ2 Test can be used
to detect independent feature failure and is quite strong atdetecting bias and covariate
shift. Throughφ-correlation analysis, one can then determine the co-failure of features,
which we have shown to be quite strong under sophisticated bias. This is relevant for
sample selection bias as multiple features are being affected simultaneously by condi-
tioning on one feature’s bias. Then,Hellinger distance can be used to readily identify
and differentiate the level of bias, even when the factor of bias is unmeasured, such as
MNAR. However, we recommend usingHellinger in conjunction with theKS orχ2 tests
as the latter can allow for statistical significance tests and since it is a strong detector
for shifting class priors.

We believe that a single statistical measure cannot be used in isolation, rather a fam-
ily of measures should be used in conjunction to remain more confident in detecting
fractures in classifier predictions. We also stress that it is increasingly important to in-
strument such a comprehensive framework for a continuous monitoring of classifiers’
performance.
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