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Abstract- The estalishmert of the overall ob-
jectives of a distributed sen®r network is a dynamic
tasksothatit maysufciently well ‘tradk’ its erviron-
ment. Both resaurceallocationto eachinput data o w
and congestion control at eachdecsion node of such
a network mustbe performedin an integratedframe-
work sudh that they are sendtive to this dynamically
estaltished overall objectives. In this pape, the effec-
tivenessof a “per o w' virtual quauing framework that
decauplestheinput data o wsto eachdecisbnnodeis
demongrated Under this framework, the buffer set-
point level of a decisbn node is estallished via the
control of setmint levels of individual virtual buffers
assigiedto eachsoure node Network calaulus no-
tionsareutilizedto modeltheendto-erd o w andde-
sign a simple yet effective feedtack contrd law for
eachinput data o w. The control straegy, while en-
abling satistictoly tracking of adynamically allocated
buffer quete setpint, is alsorobust agairst the time-
varying natue of network delays andbuffer depletion
rate.

| INTRODUCTION

Distributedsenso networks (DSNs)utilize a vari-
ety of sensaos that may be distributedlogicaly, spa-
tially, and geogaphially. In a highly dynamicenvi-
ronmert, the observed "scere, andherce the overall
objectives, can charge frequently and herce a DSN
regures a resouce allocation and congestian control
schanethatis sensiive to the overall objectivesof the
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DSN andaccauntsfor thefollowing concernsin anef-
fective mannel7, 11, 12]:

(a) time-varying(TV) network-induceddelays

(b) inherent norlineaiities of the network suchas
buffer cutoff/satuation and limitations on the output
rateof eachnode;

(c) dynamicallocaion of available bardwidth to
input data o ws; and

(d) mainteranceof satistctory buffer ocaupany
levels ateachdecsionnode

Stratgiesthataddresssomeof theseconcenshave
appearedin theliterature. For example,effective con
gegion contol stratgjiesbasedon corventioral cort
trol theordic techriquesarein [10, 8]. However, in a
highly dynamic ervironment, all theseconcens must
be addessedin an integrated frameavork in orde to
obtain satsfactay resuts.

The modeling and congestion controller desgn in
thework presaétedheren utilize notionsfrom network
calaulus which is an altemate strategy for detemin-
istic analyss of networks. It usesthe conceptof an
impulseresporsein aceriain min-plus algebrato char
actaize eachnetwork elemen thus providing a con
venientmathematicalframawork for maintaning QoS
guaantee [5]. In this paper we extend and adap
these notions for the purpcse of resouce allocation
andcongestioncontrol of DSNsoperatingin a highly
dynamic ervironment. In particular, the TV nature of
network delays,souce-nale rate cutaif, anddynamic
allocation of buffer setponts and depktion rates are
all accowntedfor. Rokhusinessagainstthes constitute
themajorsigni cance of the proposedcontrol stratey.
The simuldion resuts demorstrateits effectivenessn
satsfactaily maintaning the buffer levels.



This paperis organizedasfoll ows: in Sectio Il,
anew ‘per ow' virtual queuing framework for analy-
sisof DSNs is presented in Sectionlll, the main no-
tionsandresuts of min-plusalgelra andnetwork cal-
culus neeckdfor the purposeat hard are preseted;in
SectionlV, anew contoller strategy is derived using
network calculus appioach;in SectionV, simulation
resuts are provided to justify and clarify the notions
presated.

Il VIRTUAL PER-FLOW FRAMEWORK

A DSN CONFIGURATION

For simplicity andeaseof presentaton, consdera
hierachicdly organizedDSN with thefollowing node
layers [12]: senso-nodesatthelowestlevel leaf-node
layer, supnodes at eachintermediatelevel superv-
sorylayers; andtheroot nodeat the highestlevel. See
Fig. 1. Nodesat a given hierarchial level may com-

Figurel: A treestruduredDSN.

municde with multiple suphodesat the next level.

This ensuesfaulttoleranceandadapability. Informa-
tion received at eachsup-rodefrom its corresporing
sen®r-nodesmustbe buffered for processingand ex-

tracton of informationat a higher abstactionlevel so
that it canthen be passé onto the next hierarchial

level. Thisis onemajordifferencebetweera DSNand
a corventioral communi@tion network wherethe pri-

mary objective is reliable trander of informationfrom

asouretoits destiration. Eachsup-rodeof aDSNhas
a processingbandvidth thatis a re ection of its data
processingspeed Thislatter quartity canbelookedon
asthe depktion rate of the sup-rode buffer. Clearly,

to prevent dataloss andimprove performance an ef-

fective resairce managenent and congestian control

schemeis necesary

B A VIRTUAL PER-FLOW QUEUING
FRAMEWORK

In a highly dynamic ervironment the relevanceof
data from eachsen®r-node, as perceied by its sup
nodes,the quality of datafrom eachsensr-node, and
indeedthe numberof senso-nodesin the network are
all highly TV. Henceamechaimsmthatallows nodes at
onehierarchicd level to allocatesysten resaircesdy-
namially andtreateachsersornode decopled from
the othets would be a corvenient andytical tool. The
‘per- ow' virtual queung framework in Fig. 2 ful lls
theserequiremensthusrenceringthecontmoller desgn
simpler. Here,a "virtual' buffer (which is not a phys

Figure2: "Per o w' virtual queuing framework.

ical entity) is assigiedto eachvirtual circuit or o w.
Datacellsfrom each o w getsquetedupin its own vir-

tud buffer. Fig. 2 illustratesthe situaion for o ws;
for , aresense-nodes, areforwardde-
lays, arebackwvarddelays, areratecontollers

(locatedatthe sup-node thatdictatethe instantaneus
ratefor eachsenso-node, and arevirtual buffers.
The adwvantagesoffered by the per o w framework in
Fig. 2 arethe following: (a) systen resaurce alloca
tion algarithm canbe seamlesly incorporaed by dis-
tributing available sysem bandwidh and buffer level
setmint to the senso-nodes; (b) the decaupling of the
0 ws makestheanalysiseasie; (C) it is easi@ to incor
poratedifferentdelaychamcterigicsandnonlinearties
that may resde in ead loop; and (d) it canaddess
endto-erd congestionmanagememn

As will bedemorstratel later, this per o w frame-
work allows setpant control of the supnode buffer
by contolling the buffer level of eachof its virtual
buffers. It is our contenion thatthebardwidth andvir-



tual buffer setpint the sup-rodeallocaesto each o w

mustbe deteminedby how importantit perceiesthe
information from eachsenso-node is. For example

the work in [12] utilize a suitebly de ned importance
measue for each o w andallocaesvirtual buffer set-
points and defetion ratesproportionally. This essa-

tially meansthat, evenif the supnodebuffer setpont

anddegdetion rateareconsant,theresoucesallocated
to eachvirtual buffer can chang signi cantly espe-
cially whenthe DSNis operaing in a highly dynamic

ervironmert wheretheimportanceof sersornodesare
highly dynamic aswell.

[l NETWORK CALCULUS

Network calaulusis anelegantframework for anal-
ysisandmaintenanceof deteministic QoSguarantees
in paket switchednetworks|5, 9, 4].

A  NOTATION

Let and derotethenonregative realsand
respgectively. We use to dende the min-
opemtor De ne

S.t.
S.t.
1)
Onemayview asagereralizationof viathemap-
ping
for
: (2)
otherwie.
When , isdendedas ;when
, lisdenoedas . Given (or ), the
function obtanedvia (2) will bedendedby (or
). As an example,consder and
where
for
otherwie
for
. (3)
otherwise

B MIN-PLUS ALGEBRA

De nition 1 (Min-plus linearity) [3] Thesystenop-
erator is said to be (min-plus)
linear if, (i) for anyindex set ,

, , and (i)

De nition 2 (Min-plus cornvolution) Min-pluscon-

volution (in ) of and is de nedas
Remarks:
1. For and , it is easyto show that

2. Hencemin-pluscorvolution (in ) of
is takenas

Now therelatonship
holds

3. With De nitio n 2 in mind, and using the map-
ping (2), min-plus corvolution (in ) for
maybede ned as

4. We use
volution of

to dende the -fold min-plus con
with itself.

5. Elementsof and arereferedto as pro-
cesss [5, 4]. Flows in a network, when they
repregntthe numbe of cells accumulateddur-
ing thetime interval , canbe desribedvia
processes.

Min-plus corvolution forms the bass for the fol-
lowing notions:



Theorem 1 (Impulse responsg [3] For a given lin-
earsydem , there existsa uniquefuncton ,
referred to asits impulserespamse,s.t., for all input-
output pairs ,

Unlessothemwise mentiored, we dealwith causl
systensfor which Theorem 1 yields

Thefollowing resudt will beusefullater.

to a buffer
and depletion
. Thenthe corre-
whee

Lemmal Conside theinput proces
which possesses depktion rate
process

spording output is

Proof: For causaity, we cleaty musthave

This, together with the fad tha
, yield

This provestheclaim.

Remark: Lemmal imply tha, for input processesn
, canbeconsideral the ‘impulserespnse’

of a buffer with depldion process

De nition 3 The ow (or
-corstraired if

(or ).

) is saidto be

Theabovede nitio nsprovide thefollowing impor-
tantresut:

Theorem 2 (Backlog bound theorem) Consdera -

constrained, but othewise arbitrary, input

to a netwok elemem with impulseresporse

Thenthe backlog of the netwok elementde ned as
is guaranteedto be boundedby if

Proof: Note that and
, imply that

wherewe usedtherelatonshp .
Remark: It is easyto show that, if , theequat
ity in the prod above will be achieved,viz., the back
log canbe madeequal (not only bourded)to

De nition 4 (Closure) [3] Theclosureoperdor  of
the operator s :
the closure of a functon is

, Whee is asin (3).

Remark: Note thatthe closur is necessarily an ele-
mentof

De nition 5 (Subadditivity) Afunction issaid

to besubadditive if

Thefollowing propetiescanbeeasly estabished

Theorem 3

(i) For arbitrary , Issubadilitive.

(i) If is subalditive, then and
Theorem 4 If is -comstrained,thenit is -

cons-trainedaswell.

Proof: Since is
, Viz.,

-condrainad, we have

Now usethefactthat

Hence is -congrained aswell.



Theorem 5 (Departure proces constraint) Theout-
put of a linear networkelemenwith impulse resporse
is -constrained.

Proof: Let dende the input and output of
the network elementresgectively. Then

Hence in -corstraired. Now apply Theoremd to
prove theclaim.

IV  VIRTUAL PER-FLOW CONGESTION
CONTROL

A  |IMPULSE RESPONSES OF NETWORK DELAY
ELEMENTS

Perha the rst study of the types of TV delays
thatmayoccurin anetwork andtheir sysemtheaetic
modelsin a discrae-timesettng appearedin [6]. Fur
ther work appearin [11] and[7]; a continuoustime
analysisisin [2].

Theunderlying "'sampling unit time" is dended by

. This correspords to the rate at which the senso-
noderateis compued by the disarete-tme cortroller.
All delays aretherebre nonregative integer multiples
of

A.1 FORWARD DELAY ELEMENT

Forwarddelay is experiencedby thecell ow
from a senseo-nocde to a supnode(seeFig. 2). If
dende, respetively, the accunulatednumberof
cells arriving and leaving the forward delay element
during thetime interval , theinput/outputrelation-
ship of aforwarddelay elemen canbe descibedvia

where the charateridics of (in particular, re-
strictions on how it may vary from one time instant
to the other) aredescibed in detal in [6, 7, 11]. We
do not provide thesedetals herebecasethey arenot
very crucid for theresuls presntedin this pager. On
the othe hand whatis important realizeis that, from
Theoreml, theimpulse respamseof the forward delay
elemen canbefound as

if
othawise

(4)

Obsewe that and . The
minimum and maximum possille values of the for-
warddelayarederotedby  and  respectively.

A.2 BACKWARD DELAY ELEMENT

We assunethatfeedlackinformaton, sentfrom a
sup-nodeto a sen®r-node, is carried by control cells
that arepeiiodicdly (in termsof the numberof cells)
insertedinto the datastrean'. The backward delayis
herceexperiencedoy control cellsonly (seeFig. 2). In
this paperwhatis being fed bad is takento bethepro-
cesinformation, viz., theinformationcariied by con
trol cells indicatethe accumulatednumber of cells the
virtual contrdler wantsthe senso-node to have sert
within the durafon . Thisis adepature from the
usual practice wherethe control informationis thede-
sired sengr-node rate. Although eithe is a simply a
matterof choice, the apprachtaken in this paperal-
lows us to model the contrd o w and other related
ows aselemens of which requires nonregativity
(see(1)). As before, if derote,respectively,
the accunulatednumberof cells arriving andleaving
the backward delay elemen during the time interval

, its input/output relatonship canbedescibedvia

where dendesthe time differencebetwee the
time instancethe control informaton is reads andthe
instanceit arrivesatthe sen®r-node. We assumethat,
if nocontrd cellisreceivedduring , thesensr-
node will assumecongestionin thedata o w path and
stop serding datauntil it recevesa new control cell.
Hence thechamcterigics of areidentcal tothos
of [6, 7, 11]. As befare,theimpulse respnseof
thebackwvarddelay elemen is

if
othemwise

(5)

Obsewe that and . The

minimum and maximumpossble valuesof the back

warddelayarederotedby  and  resgectively.
We alsoidentify two types of roundtrip delays:

1In ATM networks, RM cellsplay thisrole.



Also, and

A single loop in the virtual framework in Fig. 2
is depictedin Fig. 3; the forward delay, virtual buffer,
and bakward delay network elements are identi ed
via their impulseresmpnses , , and

respectively.

)

Figure3: A singe loop of the per o w framework.

In Fig. 3, is the input cell ow process
of the sen®sr-node, arethe datacell ow
processedrom senso-node to supnodebeforeandaf-
ter expeliencing the correpondng forward delay and

is the output cell ow processof the virtual
buffer at supnode. Of course, this latter processis
idertical to thedeetion process of thevirtual
buffer. Thecortrol informationis carriedin , , and
. Thesearenecesarily processes; arethe
contol cell o wsfrom sup-nodeto sen®r-nodebefare
andafterexperiencingthecorrespomling backwardde-
lay, and is the control commandwhich, when
addel to the virtual buffer output process ,in-
dicates accunulatednumberof cells the virtual con-
troller wantsthe sersornode to have sentwithin the
durdion

B CoNTROL OBJECTIVE

Our contrd objective is to ensue that the virtual
buffer bacKkog remairs at a dy-
namicdly assignedsetpmint level . With theim-
pulse respase of thevirtual buffer andThe-
orem2 in hard, we may ensure this if thearrival pro-
cess canbeconstrairedby where

. To proceed,we rst need
theimpulserespmseof thethrottle node(indicatedby
in Fig. 3).

B.1 [IMPULSE RESPONSE OF THROTTLE NODE

Notethat

where is givenby

for

othemvise
Hence
where . Thenthe
output proces of the sen®r-nodeis

(6)

The solution to this canbe obtaned via the following
resut:

Lemma?2 If

N B (7)
then is the unigue solution of (6) and
herce istheimpulseresporseof thethrottle node

Proof: UseLemmas8 of [1]: if
(8

then is the unique soluion of (6). Let us
proceedasfoll ows:

where is the maximumsolution of the equaion

for agiven . In arriving atthis,



we have used(4) andthe fact that is nonde-
creasng. Now it is fairly straght-forwardto obtan an
expressionfor

(9)

wherewe have used(5). Henceto ensure(8), we need

for all . Again noting that is nonce-
creasng, acorrespoming sufcie nt condtion is

for all . Changirg the variable ,itis
easyto seethat(7) is indeed a sufcie nt condtion for
thisto betrue.

C DERIVATION OF THE CONTROL STRATEGY

As elaboatedupon in SectionB, if we desre to
keepthevirtual buffer level boundedby ,its ar
rival process shodd be -constranedwhere

. As Theo-
rem 5 implies, we canensue thisif  is the output
processof a network elementwith impulse respnse

, Viz., . But, we alrealy know that
. Hence to implementthe control
straegy, asufcient condtion is

(10)

Theremainde of this section is dedcatedto estallish-
ing the condtionsrequred to solve this for

C.1 AN UPPER BOUND ON CONTROL FLOW
Lemma3 If

(11)
then is subadiitive.

Proof: Use(9) to shawv thefoll owing:

for arbitrary

Now apdy De nition 5: is subadiitive iff,

Change the variable andtake into accaint
the factthat is nondecreaingto estalish the
claim.
Lemma4 If

- 12
then is subadiitive.
Proof: Since(12)implies(11),from Lemma3,
is subadlitive, andtherefore . Wethen
have
Now apply De nitio n 5: is subadditive if,

andtake into accaunt
is noncecreaing to estalish the

Changp the variade
the factthat
claim.

In summary Lemmas3 and4 provide condtions
onthecontol ow sothat and
aresubadiitive, respectively. A sufcient condtion for
both thes quantities to be subalditive is (12). The
latter condtion however may notimply (7) unlesswe
impose thefoll owing uppe bourd onthecontrd o w:

(13
Lemma5 Supmsethe control ow satises
(13). Thena solution for in (10) is

Proof: Suppee . Then

This compleesthe prod.



C.2 A LoweRr BounD oN CONTROL FLow

Now, with (13) true, there remainsonly onemore
condtion to keepthevirtual buffer level atthedynam-
ically assignedsetpont

Lemma6 If (13)is true and

_ _ - (19
then
Proof: Lemma5 impliesthat
where and arede ned as
(15)
We alsohave

Hence noting that is noncecreasg, we have

Therefae, ,

Hence,a sufcient condtion for
, , tobevalid is

Substitutefrom (15):

andtake into account
is nondereadng to estaltish the

Changethe variable
thefactthat
claim.

C.3 CONTROL STRATEGY

In summaryto implement our control objective of
keeping the virtual buffer level atthe dynamially es-
tablished setpont , we combine(13) and (14):
For all o

Hencethetotal feedbackprocess
satis es

(9

This of couserequresthefollowing constainton the
setmint dynamics:

(17)

Assumirg (17)to betrue,suppsewe adgt thecortrol
straegy

With this stratayy, the ratewith which the sersornode
is requredto senddatais

_ _ (18)
where and

We may study the effect of senso rate cutoif on
this control stratgy asfoll ows: Suppog_ -
Then(18) providesbourdson the dynamics of theV|r-
tud buffer setpint thatguaranteessuccesin the con
trol objedive of keepng thebuffer level atthesetpant:

_ B (9
For exampk, supmse is decreasedso that
maoves beyond the left handlimit of (19). Thereare
esentialy two waysthe senso-node can ‘accanmo-
date' this: an increaseddegetion rate of its virtual
buffer andor a decreasedrateat which it cantrangnit
data. If thedepktionrateis held constat andthe sen
sorrate hits' itsminimum_, thecontrd strateyy above
will fail. Theonly solution available is to temporaily
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Figure4: Simulationresuls.

stopthe sen®r-node from transmitting altogeher; this
may beimplemenedby holding the contrd command

corstantuntil virtual buffer level goes down to
the desiral setint at the dedetion rate currently al-
locatedto it. Oncethisis achiewed,the contrd law in
(16) canberesumed

In esence,the dynamicsof the virtual buffer set-
point shoud, whenever possible, be conned to (19).
Whenthis is true, usethe control law in (16):

(a) When(19) is violated from the left hard side
hold the feedba&k control commandcongant at the
current valueuntl the buffer level reaclesthe desied
setpant.

(b) When(19)is violatedfrom theright handside,
onerunstherisk of anover owing buffer anddataloss

The above stratgyy also takes care of a situation
whenthe congraint on setint dynamicsin (17) may
beviolatedif, for examplk, the setpant experiencesa
sign cant decregewhile the depldion rateis low.

V  SIMULATION RESULTS AND
CONCLUSION

To illu stratethe effectivenessof the proposedcon-
trol stratayy, several simulaionswereperfomed. Vir-
tual per o w framavork enablessetpant cortrol of the
bottleneckbuffer via the setmint control of eachof the
virtual buffers. Hence thecontollersmaybeindepen-
denty desigred for eachvirtual buffer; Fig. 4 shows
the performanceof only one suchvirtual buffer. The
major paranetersusedin this simulaion—bufer set-

point level trajectory, TV forward and backward de-
lays, andthe TV depldion rate—ae shownin Fig. 4.
Theundelying samplngunittime of thesimulaion
is  ms,andasonecanobseve from Fig. 4, we have
usa thevalues

units

We assumehatthisinformationis available;in aDSN
ervironment,it is alsoreasombleto assumehat infor-
mation regardirg the depldion rate allocatedto each
virtual buffer is available to the the virtual cortroller
especially whenthelatteris locateld atthe sup-rodeit-
self wherethe bandwidh allocation decsionis being
made[12].

The simuldion resuls clealy illustrate the effec-
tivenessof the proposedcontrol straegy; it maintans
tight buffer level control in the preseige of TV delays
andbuffer dedetion rate. It is these robustnessprop-
ertiesthatrenderthework in this pape signi cant. In
the simulationin Fig. 4, theincreasein buffer setpant
commarn doesnotviolate (19) while its decreasedoes.
Correpondngly, notice how the buffer level faithfully
followstheincreasewhile it is noticeably sluggish' at
thedecreaeandhow thefeedbackcontrd o w is held
constantuntil the buffer level ‘meets'thesetpant; also
note the fact thatthe senso ratecommands redwced
to zeroduring this time period
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