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Message

Atomic-scale devices offer new, unique challenges
—  Favorable characteristics: size, energy, speed, bottom-up fab
— Undesirable: noisy (variation, defects, wear, upset)

Force fit iInto conventional abstractions
—  Unusably bad

Can be beneficial; must re-engineering our abstractions:
—  Exploit their benefits
—  Mitigate their weaknesses

Demands co-design and cooperation across layers

— Highlight: architecture/run-time system/software economically
address many of the challenges
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Conventional Model

* |dentical, reliable devices

 Gates

* Perfect Fabrication

 All components effectively identical
» Discard when defects occur

* Reliable Architecture Abstraction

« Software assumes perfect hardware
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"Noisy” Technology

1. Defects: Manufacturing imperfection
— Occur before operation; persistent
« Shorts, breaks, bad contact
2. Variation: Continuous case of above

— Parameters take on variety of values

* Resistance of wire, on-resistance of switch, threshold voltage
of transistor

3. Transient Faults:

—  Occur during operation; transient

* node X value flips: crosstalk, ionizing particles, bad timing,
tunneling, thermal noise

4. LI feti me “wear’ def ect s

— Parts become bad during operational lifetime
« Fatigue, electromigration, burnout....

— ...slower
 NBTI, Hot Carrier Injection
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New Reality

 Fabrication will be imperfect
* Nanocircuits like snowflakes — each unique
..and change throughout lifetime P
« Conservative margining too costly R
— Delay, energy A defeat nanodevice benefits

* Transient errors impact compute as well as
memory
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Redefine Traditional Levels of
Abstraction

Traditional: Atomic-Scale Computing:

 |dentical, reliable devices
 Gates

« Perfect Fabrication

« All components identical

« Discard when defects occur

 Reliable Architecture
Abstraction

e Software assumes perfect
hardware
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Statistical Devices

Fault Detecting and
Correcting Circuits

Statistical Fabrication
Nanocircuits like snowflakes
Post Fabrication Correction
Self-Checking Computations

Reconfiguration/repair
throughout lifetime

Suspicious software



Lessons from
Nanowire Computing
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Nanowire-Based Computing

* Developed computing strategies for
molecular-scale bottom-up technologies

* Encouraged us to face extreme levels of
— Defects, variation, transient upsets
— Noisy, statistical assembly

* Problems common to all near atomic-
scale technologies
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Simple Nanowire-Based PLA

Stochastic Addre
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FPGA 2004
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Tile into Arrays

Y Route Channel
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Designs Demonstrate

« Can construct arbitrary deterministic
computation even when:

— Limited to patterning/construction of very regular
structures

— Only differentiation available is statistical
— Only programmable element is non-restoring
— Only restoring element is statistically distributed

— With high (10%) defect rates in individual wires
and crosspoints

— With provably “irreproducible” devices (c,,=38%)
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Restoration Array

Vhigh

Programmable

Programmable OR plane

OR plane

Vpu (/fevalA)
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Vpd (/prechargeA)

Gnd

JETC 2005

MicroA Nano decoder: similar idea, different statistics
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Crosspoint Defects

B A
* Tolerate by matching T ‘1;;2\
nanowire junction " i 3
programmability with pterm . e 45
needs
w, f,
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5% crosspoint stuck-open defect rate A no overhead

Naeimi/DeHon, FPT2004
Design and Test of Computers, July-August 2005 44
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Crosspoint and Wire Defect
Impact (PDC)

Pw-ire
P, || 08 |085] 09 |095]| 1
0.85 || 10.75 [ 9.17 [ 7.34 [ 6.28 | 4.71
0.90 || 4.06 | 3.46 2.39 | 1.80
0.95 || 2.26 | 1.91 | 1.55 | 1.31 | 1.00
1.00 || 226 | 1.91 | 1.55 | 1.31 | 1.00

Worst-case design: <3x at 10% defect rate
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Extreme Va
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Reconfiguring Around CLB CLB

Defects mes

FPGA Architecture CLB CLB

 Defects in switches
— Most of the area/energy 100 [ —————

— Randomly distributed
— Experiment 100 chips
. Route around defects 3 |
_ >20% defects tolerable |
« Precomputed Alternatives [t —
~ Minimal on-chip controller ¢ e
— Potential millisecond repair Detent Rate
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Paradigm Shift:
Postfab Configuration

Enablers:

 Reliable infrastructure for test and
configuration

— Lithographic CMOS is the new PCB
» Post-fabrication assignment of function

* On-chip diagnosis and mapping
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Lifetime Adaptation

* Issues: Devices will wear out during operation
— Parameters vary with time
— E.qg. resistance increases A slower operation

« Opportunity: reconfigure to replace bad or slow
devices

« Detect: Concurrent error detection, RAZOR, light-
weight application checks, periodic self test

* Recover: reassign resources
— re-invoke mapping
— Try next precomputed alternative

« Paradigm shift: mapping throughout lifetime
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Control Processor

Operational I ICICIC
. . | | | \\D 0| 3| E
VISIOﬂ | E | E | ‘allollolio

Repair Processor

« Supervisor and Repair processor — built out of (old)
reliable CMOS technology (only few percent of area)

« Segregate computation — contain impact of failure
(“cores”)

 Razor-like latches — catch gradual degradation errors
* Period self test — catch hard errors failures

« Application-level invariants and tests — validate
computation completed correctly (quard soft errors)

* Retry/commit computations — accommodate failures
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Higher Level

Runtime Support: Repair Loops

(lower frequency)

\
Reorganize computation

Tune repair policy

Repair

J \

Adjust Vdd
Diagnose cause

Circuit-level error detect

> SW

— HW

_/
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Control Processor

Operation Example = ), =

Repair Processor

Matrix Solve: Ax=Db
Check: Compute residue |Ax-b|

Transient error in arithmetic

— May not matter A won't notice

— Convergent algorithm A may just slow down
— Corrupt result A detect with check, recompute
Hard error in arithmetic

— Re-execution A also fails check

— Diagnose core with self-test

— Reconfigure to repair

High-level monitor policy effectiveness
Ex: DeHon, Knight, Savage, Shrobe, Smith
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CCC Cross-Layer
Reliability Study
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« CRA CCC Visioning study
 Attacks key challenge problem

* Building research community and industry
consensus on
— Challenges ahead
— Opportunities
— Research priorities

- Recommendations to government agencies,
iIncluding NSF for funding opportunities

 More Info:

DeHon--NRI MIND 2009
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http://www.relxlayer.org/

RelXLayer Principles

X\ Ko
D\l ~

1. Prepared for repair A5
« Nanocricuits are like snowflakes; postfab config.
2. Errors filtered at multiple levels

3. Multi-level tradeoffs
— (generalization of hardware/software)

4. Strategic redundancy
« Use information like ECC rather than brute force

5. Differential reliability
« CMOS isthe new PCB

6. Scalable/adaptive solutions
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25



nn
[
[ ]

Message

Atomic-scale devices offer new, unique challenges
—  Favorable characteristics: size, energy, speed, bottom-up fab
— Undesirable: noisy (variation, defects, wear, upset)

Force fit iInto conventional abstractions
—  Unusably bad

Can be beneficial; must re-engineering our abstractions:
—  Exploit their benefits
—  Mitigate their weaknesses

Demands co-design and cooperation across layers
—  Postfab, knowledge-based mappings
—  Differential reliability
—  Continuous monitoring and collaborative error filtering
—  Software detection and repair
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