Arbitrary Jamming Can Preclude Secure Communication
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Abstract— We investigate the effect of certain active attacks
on the secrecy capacity of wiretap channels by considering
arbitrarily varying wiretap channels. We establish a lower
bound for the secrecy capacity with randomized coding of
a class of such channels and an upper bound for that of
all such channels. We show that if the arbitrarily varying
wiretap channel possesses a bad “averaged” state, namely one
in which the legitimate receiver is degraded with respect to the
eavesdropper, then secure communication is not possible.

I. INTRODUCTION

The seminal works of Wyner [1] and Csiszar & Korner [2]
on the secrecy capacity of the wiretap channel have un-
veiled the potential of coding for security at the physical
layer; however, the scope of the wiretap channel model is
essentially restricted to situations in which the adversary
is a passive eavesdropper. With the exception of [3], [4],
[5], little attention has been paid to the effect of adversarial
jamming on the secrecy capacity of wiretap channels. For
practical applications, being able to cope with active attack-
ers is of paramount importance, and the passive eavesdropper
assumption is often viewed as too simplistic.

As a first step towards understanding wiretap channels
under active attacks, we consider discrete wiretap channels
in which a jammer attempts to disrupt communication inde-
pendently of the eavesdropper. The impact of this jammer
is modeled as an arbitrarily varying state, as studied by
Blackwell [6], Ahlswede [7], Csiszar & Korner [8], and
Jahn [9]. A more general attack model would consider
jamming strategies that depend on the eavesdropper’s obser-
vations, but even the results obtained for our simple model
already highlight the significant impact of active attacks.

The remainder of the paper is organized as follows.
Section II introduces our model of arbitrarily varying wiretap
channel. Section III establishes achievable rates for a class
of arbitrarily varying wiretap channels under randomized
coding. Section IV derives a generic upper bound for the
secrecy capacity of arbitrarily varying wiretap channels under
randomized coding. Finally, Section V discusses a specific
arbitrarily varying wiretap channel for which the secrecy
capacity under randomized coding is known, and Section
VI concludes the paper.

II. SYSTEM MODEL

As illustrated in Figure 1, a discrete memoryless arbitrarily
varying wire-tap channel (AVWTC) is characterized by a
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Fig. 1. Block diagram for the arbitrarily varying wiretap channel model.

finite input alphabet X', two finite output alphabets ) and
Z, an arbitrary “state” space S, and a family of transition
probabilities from X to ) x Z indexed by S

W= {Ws(y,z|x) 2 Wy, zlw;s):s € S} .

The n-extension of the channel law for input x =
(1, 0y xp) € X™ and outputs y = (y1,...,Yn) € Y
and z = (21,...,2,) € Z™ under the state sequence s =
(81,-.., 8n) € S™ is defined as follows.

n n

W (y, z|x) é1_[ W, (Ys, zi| i) = H W (yi, zilzi; si)

i=1 i=1

Although the input-output relationship in AVWTC is de-
fined in a memoryless way, the channel state varies from
letter to letter in the course of transmission of a single
codeword and could be selected arbitrarily (probably with
memory). By convention, the terminal observing the output
y € V" is called the legitimate receiver while the terminal
observing the output z € Z" is called the eavesdropper.
The state sequence s € S™ represents a jamming attack
on the channel. We assume that the jammer’s attack s is
chosen independently of the eavesdropper’s observation z.
Moreover, the transmitter and receivers are assumed to know
the state space S, but not the actual realization of the state
s at each time instant.

Definition 1: An (n, M) wiretap code for AVWTC con-
sists of a message set M = {1, ..., M}, a stochastic encoder
f: M — X", and a decoder ¢ : Y — M.

For a given state sequence s, let M be the random
variable denoting the choice of a message drawn uniformly
at random from the message set M, let X" denote the
corresponding codeword transmitted over the channel, and
let Y* and Z7 be the corresponding channel outputs for the
legitimate receiver and the eavesdropper, respectively. The
average error probability of the wiretap code (f,¢) in the



state sequence s is defined as

TSy

mEM zZEZ"

e(we, f (m))°,2lf(m))
and the leakage rate of the wiretap code (f, ) in the state
sequence s is defined as

LW, f,¢) £ (M ZZ|(f.9))

where the conditioning on ( f,¢) accounts for the fact that
the wiretap code (f, ¢) is known to the eavesdropper.

To combat the jammer and make the unknown “jamming”
no more harmful than “noise”, it is useful to randomize the
transmission by selecting different encoder-decoder pairs at
random. This motivates the definition of randomized wiretap
codes as follows.

Definition 2: An (n,M) randomized wiretap code for
AVWTC consists of a message set M = {1,...,M} and
a random variable (F,®) over a family of (n,M) wiretap

codes C ={(f,9)}.

The mean average error probability of the randomized
wiretap code (F,®) in the state sequence s is defined as
the expected value of the average error probability random
variable.

e (WI,F,®) £ Epa) e(WS, F,®)]

Similarly, the mean leakage rate of the randomized wiretap
code (F, ®) in the state sequence s is defined as the expected
value of the leakage rate random variable.

LW F, B)2E LWL, F, ®)|=1(M; 27| (F,®),
which is the usual conditional mutual information. Note that,
the actual realization of the random variable (F,®) can be
thought of as a key shared between the transmitter and the
receivers including the eavesdropper, but not available to
the jammer, although it might be cognizant of the family
C of the underlying wiretap codes and the statistics of the
random variable (F,®). The fact that the eavesdropper has
access to the key is reflected in the conditioning on (F, ®) in
the expression of the mean leakage rate, and we emphasize
that this does not provide any advantage to the legitimate
receiver over the eavesdropper.

Definition 3: A randomized-code secrecy rate R is called
achievable for AVWTC S8, if for every € > 0 there exists a
sequence of (n, M) randomized wiretap codes such that

1
—logM > R, —¢
n
EM(WI F,®) <e VsedsS",
L™WDI F,0) < e VseS".
Accordingly, the randomized-code secrecy capacity C,
of AVWTC is defined as the supremum of all achievable
randomized-code secrecy rates. Notice that the definition of

the randomized-code secrecy rate and capacity ensures the
reliable and secure communication under any state sequence,

taking into account the fact that neither the transmitter nor
the receivers know the actual state sequence s € S™.

An essential concept in the analysis of an AVWTC is the
notion of convex closure of an AVWTC. For an AVWTC
W = {W(y,z|z) : s € S}, denote by S the closure of
the set of all “averaged” states, i.e., convex combinations of
elements of S.

S= closure({s = Zskp(sk.) :
k=1
reN, sk €S,p(sk) >0, plsi) = 1})

k=1

Then, the convex closure W of the AVWTC is defined as
the closure of the set of all corresponding “averaged” wiretap
channels as follows.

W = closure({ s(y, z|z) = ZP sk) W, (y, 2|z) :
s=)

spp(sk) € S })

k

The “averaged” states play a significant role in obtaining
a single-letter characterization of the channel capacity for
arbitrarily varying channels [9]. Since an AVWTC and its
convex closure are essentially characterized by the corre-
sponding state space S and “averaged” state space S, we
will refer to the AVWTC W also as the AVWTC S and its
convex closure WV also as S, provided there is no ambiguity.

III. LOWER BOUND FOR RANDOMIZED-CODE SECRECY
CAPACITY OF AVWTC

In this section, we establish an achievable randomized-
code secrecy rate for AVWTC’s that are such that the
eavesdropper’s channel under any state s € S is degraded
with respect to the channel under fixed state s* € S, i.e.,

Is*eS VseS X —Ze—Zs. (¥

Note that the condition () implies that

I(X; Zs<) = sup(X; Z;) (1
seES
Moreover, since the mutual inforr}lation is convex in the
transition probability and the set S is convex, we can also
conclude that sup,csI(X;Zs) = supges(X; Zs); there-
fore,
I(X; Z,+) = sup[(X; Zs) . 2)
5
We emphasize that, in general, conditions (1) and (2) do not
imply the condition ().
Theorem 1: For any AVWTC S satisfying the condi-
tion (), all randomized-code secrecy rates

Rs; < max [minI(X;Y3) — max I(X; Z5)
Px(z) [ 5€S s€S

are achievable.
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Fig. 2. The setup used for the proof of Theorem 1: The AVWTC

W (y, z|x) in state sequence s, the enhanced channel W% (z|x) provided
to the eavesdropper, the randomized wiretap code (F,®), and the virtual
receiver ¥ with access to the actual message M.

This result essentially suggests that, as far as randomized
wiretap codes are concerned, the secrecy rate is determined
by the worst “averaged” state of the main channel and
the best “averaged” state of the eavesdropper’s channel. A
similar observation has already been made for the compound
wiretap channel [10], [11] with an unknown, but fixed state
over time. Here, the varying nature of the channel is reflected
by the presence of an “averaged” state in the equation.

Proof: The proof combines the strong typicality decod-
ing method used by Jahn [9] to analyze arbitrarily varying
channels, and the binning scheme introduced by Wyner [1]
to establish the secrecy capacity of wiretap channel.

As illustrated in Figure 2, the proof relies on a channel
enhancement argument. We assume that the eavesdropper is
provided with an additional observation (Zs-)™, which is
obtained through the discrete memoryless wiretap channel
corresponding to the best state s* defined by condition (x).
That is,

n

W2 (alx) & [ Wi (sife).

i=1

This enhancement does not affect the decoding ability of the
legitimate receiver, but condition (x) and the memoryless
property of the eavesdropper’s channel imply that, for any
wiretap code (f,¢) and any state sequence s € S,

I(M; Zg) <UM; 28 (Z)") = U(M; (Zs<)").  (3)

As a result, a randomized wiretap code achieving the secrecy
rate R, over the enhanced channel also achieves the secrecy
rate R over the original channel; in addition, we can assume
that the eavesdropper of the enhanced channel ignores Z7'
when observing (Z-)".

We now construct and analyze a suitable randomized
wiretap code for the enhanced channel. Given an input
distribution Px(x) and an integer M-My; > 0, let the
family of underlying wiretap codes be all the subsets of the
set (X™)MMa each consisting of a number M-My of n-
length codewords {x(i,5) : i = 1,...,M;j = 1,...,Mg},
i.e., distributed in M “bins” each of size M, . Then, the
randomized wiretap code takes each of these wiretap codes

as its “value” with probability

M Mg n

ITTIII Px(iso),

i=1j=1¢=1

where z;;, € A denotes the element in the g-th position of
the codeword x(4, j). Therefore, the randomized codewords
X™ of this randomized wiretap code (F, ®) are independent
and distributed in an i.i.d fashion according to Px (z). Once
the actual wiretap codebook is selected, it is revealed to the
transmitter, the legitimate receiver, and the eavesdropper to
play the role of the secret key which is not available to the
jammer. Then, for the secure communication of the message
m over the AVWTC, the encoder F' chooses from the m-th
bin of the selected codebook some codeword X" (m,mg)
uniformly at random, and transmits it to the legitimate
receiver.

Let € > 0. The legitimate receiver ® decodes his observa-
tion Y” to the message (7, 74) if it is the unique pair that
satisfies

(Xn(m’ m(i)a }/sn) € U T[r)L(,Yg](e)’
5e8

where T[},Ys ](e) denotes the set of strongly jointly typical
sequences according to the distribution Px (x)W5(y|x). Such
a decoding rule satisfies the requirement that the transmitter
and the legitimate receiver must communicate without the
knowledge of the actual state sequence s: they look for
strongly jointly typical sequences irrespective of the asso-
ciated “averaged” state.

We also consider a virfual decoder ¥ who has access
to the actual message (bin index) m, and based on the
eavesdropping observation Z7' and the enhanced channel
output (Zs- )™, tries to estimate the sequence index mg of the
transmitted codeword X™(m,mg) within the m-th bin. Our
previous discussion showed that it is sufficient for the virtual
decoder to only consider the output of the enhanced channel.
Therefore, the virtual decoder decides on the sequence index
to be my, if this is only such index that satisfies

(X" (m,ma), (Zs+)") € T{x 7,.1(€);

where T[’}Q Zs*](e) denotes the set of strongly jointly typical
sequences according to the distribution Px (z)Ws«(z|z).

Now, using the properties of typical sequences under
states [9, Section III.LA] and arguments similar to those in
the proof of the channel coding theorem [12], one can show
that the selection of the total codebook size

M - Md < 2n(infge§ I(X;Ys)—o(e,n)) (4)

and the bin size

M, = 27 (X;Zsx)—o(en)) (3)

will assure that the mean average error probabilities of both
the legitimate receiver and the virtual decoder are negligible.
Here, the notation o(e,n) represents a sequence of real
numbers satisfying lim. g ,—o0 0(€,) = 0. Thus, we can



especially conclude that for any state sequence s € 8™ and
large n

eEM(WI F,®) <e.

For the secrecy analysis part of the proof, we note that
(3) implies for any wiretap code (f,¢) that L(WZ2, f, ¢) <
L((Wg)™, f, #) and thus

L(aV)(WsnvF7 é) S L(aV)((WS*)n7F7 ¢) - (6)

One can then use the “conditioning reduces mutual informa-
tion” corollary of the data processing inequality [12, p. 33]
with the Markov chain M (F, ®) — X" — (Zs-)™ to show

L& (W )", F, @) < %H(X " (Zs)") %H(XMM(R )
FH(X(Z0 )" M(F, @), ()

We now proceed to bound each term in (7). Since the
randomized codewords are distributed i.i.d. according to
Px(x), we can use the chain rule of mutual information
and the memoryless property of the enhanced channel to
conclude for the first term of (7) that

(X7 (Z0)") S 1K 2. ®)

For the second term of (7), we have due to condition (5) on
the construction of our randomized wiretap code (F, ®) that

1 1
—H(X"|M(F,®))=—H(My4|M(F,®))=I(X; Zs)—o(e,n),
n n

9
since the messages M and M, and the randomized wiretap

code (F,®) are selected independently. Finally, the third
term of (7) is bounded as follows.

L2y (@)

_ %H(MdKZs*)nM(F» ®))

1 ,
= Ym0z (p ) (10)
< L[4 (W) E 0 ogMy] (1)
= o(e,n). (12)

where (10) follows since selection of the encoder F' de-
termines both the legitimate decoder ® and the virtual
decoder W, (11) follows from the application of Fano’s
inequality to the virtual decoder’s mean average error prob-
ability, and (12) from that being negligible due to our error
probability analysis.

Substituting (8), (9), and (12) into (7), we conclude that
L& (W)™, F, ®) < o(e, n). (13)

Taking (6) into account, (13) leads to the conclusion that for
any state sequence s € S™ and large n

L™(WE F, @) <e.

Now, combining (4) and (5) with (2) establishes that all
randomized-code secrecy rates R, such that

1
R; = —logM < inf I(X;Y5) — sup I(X; Zs)
n ses =

(14)

are achievable over an AVWTC satisfying the condition (x).
The proof is complete, once we note that the functions
I(X;Y5) and I(X; Zs) are continuous in the channel tran-
sition probabilities W3(y|z) and W5 (z|z), respectively, and
the set S is compact. Hence, the operations sup and inf in
(14) can be substituted by max and min, respectively. H

Remark: One can apply a prefix channel argument to
Theorem 1 to show that

max |(min I(U;Ys) — max I(U; Zs)

p(u,z) | 5€8 ses
is also an achievable randomized-code secrecy rate for an
AVWTC satisfying the condition (x), provided that U —
X — Y;Z; forms a Markov chain for all 5 € S.

IV. UPPER BOUND FOR RANDOMIZED-CODE SECRECY
CAPACITY OF AVWTC

In this section, we establish an upper bound for the
randomized-code secrecy capacity of an AVWTC. The key
element of the proof is the following proposition, which
is the counterpart of [8, Corollary 6.3] and relates the
randomized-code secrecy capacity of an AVWTC with state
space S to that of an AVWTC with state space S.

Proposition 1: The randomized-code secrecy capacity of
AVWTC S is equal to that of AVWTC S.

Proof: We know that the performance of the AVWTC
S under the wiretap code (f,¢) is characterized by the
following two criteria:

e(S", f.9) = sup e(W', f, ¢),

L(S", f.¢) £ sup LW, f,¢).
We will show that for any wiretap code (f, ®)

e(s", f,¢) =e(S", f,9),

L(S", f,¢) = L(S", [, 9) ,
which in turn will imply that the secrecy capacities of
AVWTC’s S and S are equal. Notice that, because of the
definitions of e@) (W, F,®) and L™) (W2, F,®), estab-
lishing (15) will also prove that

15)

e@) (8™ F,®) = e@™) (8" F,®) ,
L(aV) (Sn7 F’ ¢) = L(aV) (Sn7 F7 (b) b

and that the randomized-code
AVWTC’s S and S are also equal.

To prove (15), let us consider the main AVC with transition
probabilities {W(y|z) : s € S} and the eavesdropper’s AVC
with transition probabilities {W(z|x) : s € S}. Given any

secrecy capacities of



“averaged” state sequence § € 8", it holds for the main AVC
that

We'(y]x) HWsl (yils) H Z pi(s:) W, (yilxs)
i=1s; GS
= Z sz 5L y1|xz)
seSmi=1
=) peWiyx), (16)
sES™
where we have defined
p"(s) 2 [ pilsi) - (17)
i=1

Thus, for any wiretap code (f,¢) and any “averaged” state
sequence S, we have

ey, £.0) = 3 Wy (67 m)" 5 (m)
e
- “lﬂm% 3 e ({67 ) 15m)
=Y pi(s)eWy, f.9)
Suzp oW f,6) = e(S™, f,6) .

Therefore, -
e(Ss™, f,0) <e(s", f,9) .

The reverse inequality &(S™, f,¢) > &(S™, f, ¢) is obvious,
since 8™ C S8™. This completes the proof of the first assertion
of (15). Now, notice that, similarly to (16), one can show that

= (18)
seS™

where p™(s) was defined in (17). According to (18) and
the convexity of the mutual information in the transition
probability, Jensen’s inequality implies for any “averaged”
state sequence § € S™ that

Pzn‘]\/[ PZn‘M ‘m) 3

LW2, f,¢)= fﬂ M;Z2)< > p'(s) - —1(M; 27)
seS™
1
< sup I(M; ZJ') = L(S", [, ).
sesn
Hence,

L(S", f,¢) < L(S". f, ).

The reverse inequality L(S™, f,¢) > L(S", f,¢) is again
obvious, since 8™ C S™. This establishes the second asser-
tion of (15), and completes the proof of the theorem. [ ]

We are now ready to prove the following theorem, which
generalizes for AVWTC the “degraded-same-marginal”
bound on the secrecy capacity of the compound wiretap
channel [13].

Theorem 2: The randomized-code secrecy capacity of the
AVWTC W = {W (y, z|x) : s € S} is upper bounded by

Cy < max minI(X;Ys|Zs) .
Px(z) 5€8

Proof: Assume R is an achievable randomized-code
secrecy rate for AVWTC S. Then, by Proposition 1, R
is also an achievable randomized-code secrecy rate for
AVWTC S. Thus, for any given ¢ > 0, an (n,2"%)
randomized wiretap code (F, ®) exists for AVWTC S, such
that for any message M drawn uniformly at random from
M and for all “averaged” state sequences § € S"

E(ray [Pr(®(2) £ MIP(M))] < ¢,
(M 22 (@) < ¢

19)
(20)

Then, (19) implies by Fano’s inequality that for all “aver-
aged” state sequences § € S”

1 1

n n

Moreover, we can conclude from (20) that for all “averaged”
state sequences S € S™ and large n

H(M|ZE(F, @)=

>R,—¢€.

1 n
H(M|(F, )~ —1(M; Z2|(F, @)
(22)
Now, for any arbitrary “averaged” state 5 € S, let
the “averaged” state sequence be s = (5,3,...,5) € S™.

Combining (21) and (22) yields for such an “averaged” state
sequence and € = L 4 (1 4+ R,)¢ that

Ry < TH(M|ZZ (F,®)) ~ ~H(M|YS (F,®)) + ¢
< Yu(uizo(F,0) — LMY 20 (F,9)) + €
= I VP22 (F,®)) + e
< LIMX |2 (F ) + e
= IO V23 (F, @) IO VX 2 (F,®) e
< THX™V1ZE) + e 23)

"

<= gﬂ(Xi;Ygi\Zgi) +e (24)
=1(Xq;Ysq1Zs,Q) + € (25)
< U(X5Yi|Z) + ¢ 6)

where (23) follows from the “conditioning reduces mutual
information” corollary of the data processing inequality [12,
p. 33] with the Markov chain (F,®) — X"ZI' — Y
which is itself implied by the Markov chain M (F,®) —
X" — Y ZZ and also from I(M; Y| X" Z2(F,®)) = 0
due to the Markov chain M — (F, ®)X"Z2 — YJ* which
is itself implied again by the Markov chain M (F,®) —
X" — YJ'ZI'. Additionally, (24) follows form the chain
rule of mutual information and the memoryless property of
the AVWTC, (25) from the definition of the time-sharing
random variable () uniformly over the set {1,...,n} and
independent of all other random variables, and (26) again
from the “conditioning reduces mutual information™ corol-
lary of the data processing inequality [12, p. 33] with the



Markov chain @ — X;,Zs, — Y5, (a consequence of
Q — Xq — Ys,Zs,) and also from the definition of new
random variables

X2Xy, Y:i2Y; Z:2 7 Q7

Q> SQ
which satisfy the same probability distribution W5(y, z|x) as
the original one in the AVWTC S since the “averaged” state
5 is assumed to be fixed all over the time.

Since the choice of the “averaged” state § € S has been

arbitrary, we conclude that for any input distribution X

Ry <minl(X;Ys|Zs) .
SeS

Note that we have used min instead of inf, since the function
I(X; Y5|Z5) is continuous in 5 and the set S is compact. This
completes the proof. [ ]

An immediate consequence of Theorem 2 is that if
the AVWTC is reversely degraded, i.e., the Markov chain
X — Zs; — Y5 holds, for even a single “averaged” state
5 € S, then the randomized-code secrecy capacity is zero.
This suggests that the introduction of a jammer with arbitrary
active attacks to the wiretap channel tremendously decreases
the possibility of secure communication. The following ex-
amples illustrate this idea.

Example 1: Consider the deterministic AVWTC defined
by ¥ =8=2=1{0,1}, ¥ = {0,1, 2}, and the two AVC’s
Y=X+Sand Z =X & S. One can easily show that the
randomized-code capacity of the main AVC is % and that of
the eavesdropper’s AVC is zero. However, the randomized-
code secrecy capacity of the AVWTC is zero, since Theorem
2 implies

Cs < max I(X;Y5]Z5))._, = max I(X; X|X) =0,
Px (z) Px (z)
which is an intuitive result since in the state s = 0, both the
legitimate receiver and the eavesdropper observe the actual
input X.

Example 2: Let BSC(p) denote a binary symmetric chan-
nel with crossover probability p. Now, assume that for an
AVWTC, we have X = Y = Z = {0,1}, and the state
space is the set of natural number, i.e., S = N. Let the main
AVC be a noiseless binary channel, i.e., {BSC(0)}ses, and
the eavesdropper’s AVC be {BSC(5-)}scs. The randomized-
code capacity of the main channel is 1 and that of the
eavesdropper’s channel is zero; however, the randomized-
code secrecy capacity of the AVWTC is zero, since Theorem
2 implies for the “averaged” state s = co ¢ S that

C, < max I(X;Y5|Zs)|,_.. = max [(X; X|X) = 0.
Px(I) - PX (m)
V. THE STRONGLY DEGRADED AVWTC WITH

INDEPENDENT STATES

In this section, we introduce a special class of AVWTC’s
for which our lower and upper bounds match and the
randomized-code secrecy capacity is obtained.

A broadcast (and specially a wiretap) AVC with state space
S is called degraded if the Markov chain X — Y, — Z;

holds for all states s € S [9]. Jahn observed that the
convex closure of a degraded broadcast AVC usually fails
to be a degraded broadcast AVC [9]. Thus, we need a
stronger definition of degradedness. We define an AVWTC
(or generally a broadcast AVC) with state space S to be
strongly degraded if the Markov chain X — Y; — Z; is
satisfied for all “averaged” states 5 € S.

A broadcast AVC with independent states [9] is another
special class of broadcast AVC’s, for which the state of
the main channel s, and that of the eavesdropper’s channel
s, are independently selected from the corresponding state
spaces S, and S, respectively. The state of the channel is
then described by the pair s = (s, s.) as an element of the
state space S = Sy x S..

Combining these two concepts, we can now define the
special class of our interest. An AVWTC S is called strongly
degraded with independent states if (i) the state space is
decomposed as S = S, x S, where the state of the main
channel s, € S, and that of the eavesdropper’s channel s, €
S, are independently selected and (ii) the Markov chain

X —=Y;, — Zs,

is satisfied for all “averaged” states 5, € S, and 5, € S..
The following theorem presents the randomized-code secrecy
capacity of this special class of AVWTC'’s.

Theorem 3: The randomized-code secrecy capacity of a
strongly degraded AVWTC with independent states is

Cy = max [min I(X;Ys,) —
Px(z) | 5,€8,

provided that the AVWTC satisfies the condition ().
Proof: According to Theorem 1, we know that all
randomized-code secrecy rates

max I(X; Zs. )} ,
5.€S8.

Rs < max {minH(X;Yg) - maX]I(X;Zg)]
Px(z) | 5€S se8

are achievable for an AVWTC satisfying the condi-
tion (x). Since the AVWTC has independent states, the
term ming. 5 I(X;Y5) does not depend on 5., and the term
maxges I(X; Z5) does not depend on 5. Therefore,

Cy > max [min I(X;Ys,) — max ]I(X;Zgz):| . (28)
Px(z) |5,€8, Y7 5.€8.

On the other hand, since the AVWTC is strongly degraded,

Theorem 2 implies that

Cy < max min [I(X;Ys) — [(X; Z5)] .
Px(z) 5€8

Taking again into account that the AVWTC has independent
states, we obtain

Cs < max | min I(X;Ys,) — max I(X; Zs,) (29)
Px(z) [5,€8, ‘ 5.€8.
Combining (28) and (29) proves the theorem. |

In the following, we give an example for this special class
of AVWTC's.

Example 3: Denote again by BSC(p) a binary symmetric
channel with crossover probability p. Now, consider an



AVWTC defined by ¥ =Y =2Z =S, =S, = {0,1}, the
main AVC {BSC(%),BSC(#)}, and the eavesdropper’s AVC
{BSC(%),BSC(3)}, where the first elements correspond to
the state s = 0, the second elements correspond to the
state s = 1, and the states are selected independently
for each AVC. One can easily verify that the randomized-
code capacity of the main AVC is C,, = 1 — Hy(3),
and that of the eavesdropper’s AVC is C.=1- Hb(%),
where Hy(-) is again the binary entropy function. Also,
it is easy to check that the AVWTC is strongly degraded
and the condition (%) is satisfied. Therefore, Theorem 3
gives the randomized-code secrecy capacity of AVWTC as
Cs = Hy(}) — Hy(}). This is an intuitive result, since
BSC(3) is the worst “averaged” main channel, and BSC(3)
is the best “averaged” eavesdropper’s channel. Additionally,
notice that the randomized-code secrecy capacity of the
AVWTC is less than the difference of the randomized-code
capacities of the main and eavesdropper’s channels.

VI. CONCLUSIONS AND FUTURE WORK

We have characterized bounds for the randomized-code
secrecy capacity of (a class of) arbitrarily varying wiretap
channels, which show that active attacks have a significant
impact on secure communications. Since our model can
be viewed as the resulting combination of modulation and
demodulation schemes for a waveform channel, this suggests
that the implementation of modulation schemes resistant to
jamming is critical to enable secure communication.

At this stage, our results lack operational significance
because randomized coding presupposes the existence of
a source of randomness common to the transmitter, the
receiver, and the eavesdropper; however, the code-reduction
argument of Ahlswede [7] can be adapted to obtain results
without randomization. In future work, we will also consider
the generalization of our lower bound to all arbitrarily
varying wiretap channels.
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