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Abstract— We investigate the fundamental secrecy limits of
arbitrary wiretap channels using the information-spectrum
approach and we provide a random coding theorem for the
secrecy capacity under various secrecy metrics. We show how
our result specializes to several recent results, e.g., compound
channels, parallel channels, and fading channels. As a side
benefit, our analysis shows that earlier results hold under more
stringent secrecy metrics than previously established.

I. INTRODUCTION

A. Motivation

Although cryptography is traditionally handled at the
application layer without regard to the imperfections of the
lower layers, many contributions support the idea that the
inherent noise of communication channels can be exploited
for security. The idea of designing physical-layer security
schemes first appeared in the seminal works of Wyner [1] and
Csiszár and Körner [2], who investigated a channel model
coined the wiretap channel. In this model, a transceiver
attempts to communicate reliably and securely with a legit-
imate receiver over a noisy channel, while its messages are
being eavesdropped by a passive adversary through another
noisy channel. In sharp contrast with Shannon’s disappoint-
ing result [3] on the impracticality of information-theoretic
security, [1] and [2] proved the existence of coding schemes
achieving information-theoretically secure communications
over certain wiretap channels.

With the growth of wireless communications, which are
extremely susceptible to eavesdropping by nature and whose
ubiquitous deployment makes security a crucial issue, there
has recently been a renewed interest for the analysis of
wiretap channel models. The fundamental secrecy limits
of various fading wiretap channels have been characterized
in [4], [5], [6], and results on extensions of wiretap channels
to multi-user scenarios have been provided in [7], [8], [9],
[10]. Despite the surge of recent results, the mathematical
tools used to analyze wiretap channels are still largely
based on [1], [2], which suggests the existence of a more
fundamental connection between many models. Hayashi [11]
recently analyzed the connection between coding for the
wiretap channel and resolvability using the information-
spectrum approach [12], and derived the secrecy capacity
of arbitrary wiretap channels for the case in which the
output alphabet at the eavesdropper is finite. With the notable
exception of [13], [14], Hayashi’s results have caught little
attention in spite of their generality.
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Motivated by the perspective of a general result encom-
passing many wiretap channel models, we also investigate the
information-spectrum approach to arbitrary wiretap channels.
Section I-B reviews classic definitions of information spectra
and sets the notation used throughout the paper. Section II
establishes our main result, a closed-form expression of the
secrecy capacity of arbitrary wiretap channels under various
secrecy criteria. The usefulness of our approach is illustrated
in Section III, where we show that earlier contributions can
be obtained by reducing the general result to special cases.

B. Information-Spectrum information theory

Consider two random variables X and Y taking values in
alphabets X and Y. Sample values of X and Y are denoted
by x and y, respectively; the joint probability law is denoted
by pXY(x,y), and the marginal probabilities are denoted by
pX(x) and pY(y), respectively. Unless mentioned otherwise,
alphabets are assumed to be abstract alphabets, including
countably infinite or continuous alphabets. The mutual infor-
mation between X and Y is the random variable [15], [16],
[17], [18]

I(X; Y) := log
pXY(X, Y)
pX(X) pY(Y)

.

We refer to the average of the mutual information random
variable as the average mutual information, and denote it by

I(X; Y) := E[I(X; Y)] =
∑
x∈X

∑
y∈Y

pXY(x,y) log
pXY(x,y)
pX(x) pY(y)

.

The variational distance between two random variables X ∈
X and X′ ∈ X is defined as

d (pX, pX′) :=
∑
x∈X

|pX(x)− pX′(x)|.

Given two sequence of random variables {Xn}∞n=1 and
{Yn}∞n=1, where Xn and Yn are arbitrary random variables
in Xn and Yn, respectively, the mutual information spec-
trum and rate-mutual information spectrum are defined as
the probability distribution of I(Xn; Yn) and 1

n I(Xn; Yn),
respectively. In addition, the spectral sup-mutual information
rate and the spectral inf-mutual information rate are defined
as [12]

p-limsup
n→∞

1
n

I(Xn; Yn)

:= inf
{
α : lim

n→∞
P
[

1
n

I(Xn; Yn) > α

]
= 0
}
,



and

p-liminf
n→∞

1
n

I(Xn; Yn)

:= sup
{
β : lim

n→∞
P
[

1
n

I(Xn; Yn) < β

]
= 0
}
,

respectively. We will see that these two quantities play
a central role in establishing the secrecy capacity of an
arbitrary wiretap channel.

II. SECRECY CAPACITY OF ARBITRARY WIRETAP
CHANNELS

Definition 1: A general wiretap channel denoted by(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
consists of an ar-

bitrary input alphabet X, two arbitrary output alpha-
bets Y and Z, and a sequence of transition probabilities{
pYnZn|Xn(yn, zn|xn)

}∞
n=0

such that

∀n ∈ N∗ ∀xn ∈ Xn
∑

yn∈Yn,zn∈Zn

pYnZn|Xn(yn, zn|xn) = 1.

A communication scheme over a wiretap channel is illus-
trated in Figure 1.
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Fig. 1. Communication scheme for an arbitrary wiretap channel.

The marginal probabilities of the transition probabil-
ities pYnZn|Xn(yn, zn|xn) with respect to Yn or Zn

define two channels
(
X,Y,

{
pYn|Xn(yn|xn)

}∞
n=1

)
and(

X,Z,
{
pZn|Xn(zn|xn)

}∞
n=1

)
, called the main channel and

the eavesdropper’s channel, respectively. Accordingly, the
observer of channel output Y is named the legitimate receiver
at the observer of channel output Z is named the eavesdrop-
per.

Definition 2: An (n,Mn, εn, δn) wiretap code for a wire-
tap channel

(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
consists

of the following:
• a message set Mn = {1, . . . ,Mn};
• a stochastic encoding function ϕn : Mn → Xn charac-

terized by a transition probability pXn|M(xn|m);
• a decoding function φn : Yn →Mn.

The rate of a wiretap code is defined as rn = 1
n logMn.

Let M be the random variable denoting the uniform choice
of message i in Mn, and Yn (Zn) be the random variable
representing the legitimate receiver (eavesdropper) output
corresponding to ϕ(M). The average error probability is
defined as

εn = P[φ(Yn) 6= M],

and the secrecy at the eavesdropper is measured by one
the six following metrics δ

(i)
n (i ∈ {1, . . . , 6}), which

characterize in various ways the dependencies between M

and Zn.

δ(1)n = I(M; Zn), (1)

δ(2)n = d (pMZn , pMpZn) (2)

δ(3)n = I(M; Zn), (3)

δ(4)n =
I(M; Zn)

n
, (4)

δ(5)n =
d (pMZn , pMpZn)

n
, (5)

δ(6)n =
I(M; Zn)

n
, (6)

Definition 3: A rate R is achievable over a wiretap chan-
nel
(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
under secrecy cri-

terion (i) if there exists a sequence of
(
n,Mn, εn, δ

(i)
n

)
codes such that

lim inf
n→∞

rn ≥ R, lim sup
n→∞

εn = 0, and p-lim
n→∞

δ(i)n = 0,

where p-lim denotes convergence in probability.

Definition 4: The secrecy capacity of a general wiretap
channel is defined as

C(i)
s = sup {R : R is achievable under secrecy criterion (i)}

Regardless of which metric (i) is used, the requirements
p-lim δ

(i)
n = 0 express the idea that the random variable M

and Zn should become independent as the block length n
gets large. Achievability under secrecy criteria (1) and (4)
corresponds to the usual notions of strong secrecy [19] and
weak secrecy, respectively. Although the former is obviously
stronger than the latter, most of the recent literature on wire-
tap channels assesses security based on (4). Achievability
under (2) and (5) settles for the asymptotic independence of
M and Zn in terms of the variational distance and normal-
ized variational distance, respectively. Finally, achievability
under (3) and (6) requires the convergence in probability to
zero of the mutual information spectrum and of the rate-
mutual information spectrum, respectively.

It is of both theoretical and practical importance to have
means of comparing the various secrecy metrics. To that end,
we define an ordering of the secrecy requirements as follows.
We say that secrecy requirement (j) is stronger than secrecy
requirement (i) (or, equivalently, (i) is weaker than (j)), and
we write (j) � (i), if(

p-lim
n→∞

δ(j)n = 0
)
⇒
(

p-lim
n→∞

δ(i)n = 0
)
.

If (i) � (j) and (j) � (i), we simply write (i) ≡ (j).
By definition, it is clear that (1) is stronger than (4), (2) is
stronger than (5), and (3) is stronger than (6); however, the
following lemma establishes a more precise ordering.

Lemma 1 (Ordering of secrecy metrics): The secrecy cri-
teria (1)-(6) can be ordered as follows.

(1) � (2) � (3) � (4) � (5) � (6).
Proof: See Appendix I.



We note that, in [11], Hayashi analyzes the security of
wiretap channels with the following metric.

1
Mn

1
Mn − 1

Mn∑
m=1

Mn∑
m′=1:m 6=n

d
(
pZn|m, pZn|m′

)
(7)

It can be easily verified that (7) ≡ (2); however, achievability
under secrecy criterion (2) will be simpler to analyze.

The remainder of the section establishes our main result,
which is a single expression for the secrecy capacity of
arbitrary wiretap channels under criteria (2)-(6). Lemma 2
and Lemma 3 characterize a set of achievable rates under
secrecy criterion (2), and Lemma 4 provides a converse
result under secrecy criterion (6). According to the ordering
established in Lemma 1, the upper bound of the capacity
under secrecy criterion (6) established by Lemma 4 is also a
valid upper bound of the secrecy capacity under all other
criteria. We will see that the maximum achievable rate
identified by Lemma 3 matches the outer bound in Lemma 4,
allowing us to conclude that the secrecy capacities under
criteria (2)-(6) are identical.

Lemma 2 (Achievability): For a wiretap channel(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
, all rates Rs

satisfying

Rs < max
{Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Xn; Yn)

−p-limsup
n→∞

1
n

I(Xn; Zn)
)

are achievable under secrecy criterion (2).
Proof: We briefly highlight the key ideas of the proof,

and we refer the reader to Appendix II for a more rigorous
treatment. The result is proven using a random coding
argument, and by constructing codes having the structure
illustrated in Figure 2. These code contain MnLn codewords

Mn

Ln codewords

bins

Fig. 2. Random code structure

binned in Mn subcodebooks of size Ln. To transmit a
message i ∈ {1, . . . ,Mn}, the transmitter selects a codeword
at random in bin i. All MnLn codewords are meant to be
decoded at the output of the main channel, which can be
guaranteed if the following upper bound on the total size of
the code is satisfied.

MnLn ≤ p-liminf
n→∞

1
n

I(Xn; Yn).

By noticing that criterion (2) is similar to a channel resolv-
ability criterion [12] for each subcodebook, the convergence

to zero can be obtained by selecting the subcodebook size
such that

Ln ≥ p-limsup
n→∞

1
n

I(Xn; Zn),

and the lemma follows by combining the two constraints
above.
Interestingly, this proof formalizes the intuition that a wiretap
code should exploit some randomness to confuse the eaves-
dropper by connecting explicitly the secrecy criterion to the
problem of channel resolvability. An important consequence
is that a code of rate

p-liminf
n→∞

1
n

I(Xn; Yn)− p-limsup
n→∞

1
n

I(Xn; Zn)− β

for some β > 0, can be generated by selecting

Mn = p-liminf
n→∞

1
n

I(Xn; Yn)− p-limsup
n→∞

1
n

I(Xn; Zn)− β

and

Ln = p-limsup
n→∞

1
n

I(Xn; Zn) + β.

In general, this flexibility with subcodebook size cannot be
obtained directly from the result of Wyner [1] or Csiszár and
Körner [2].

Lemma 2 extends and strengthens [11, Lemma 4], which
states a similar result for situations where the output alphabet
Z is finite under a weak secrecy criterion; however, our result
does not supersede [11, Theorem 3] where the existence of
wiretap codes is characterized in a non-asymptotic setting.
We do not have any result providing achievable rates under
secrecy criterion (1), although we conjecture that the same
set of rates is achievable for the class of stationary memo-
ryless channels.

Lemma 3 (Achievability): For a wiretap channel(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
, all rates Rs

satisfying

Rs < max
{Vn,Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Vn; Yn)

−p-limsup
n→∞

1
n

I(Vn; Zn)
)
,

where the process {Vn,Xn}∞n=1 is subject to

Vn → Xn → ZnYn ∀n ∈ N∗,

are achievable under secrecy criterion (2).
Proof: The result follows by introducing an ar-

bitrary prefix channel characterized by the sequence of
transition probabilities

{
pXn|Vn(xn|vn)

}∞
n=0

and applying
Lemma 2 to the concatenated channel characterized by{
pYnZn|Xn(ynzn|xn) pXn|Vn(xn|vn)

}∞
n=0

Lemma 4 (Converse): For a wiretap channel(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
, the achievable



rates under secrecy criterion (6) are upper bounded as

Rs ≤ max
{Vn,Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Vn; Yn)

−p-limsup
n→∞

1
n

I(Vn; Zn)
)
,

where the process {Vn,Xn}∞n=1 is subject to

Vn → Xn → ZnYn ∀n ∈ N∗.
Proof: Consider a sequence of (n,Mn, εn, δn) wiretap

codes achieving a rate Rs under secrecy criterion (6). Let
Vn denote the random variable representing the uniform
choice of a message in Mn. To model stochastic encoding,
we introduce a prefix channel with transition probability
pXn|Vn(xn|vn) that accounts for the randomness used in the
encoder. By assumption,

∀ε > 0 lim
n→∞

P
[∣∣∣∣ I(Vn; Zn)

n

∣∣∣∣ > ε

]
= 0,

therefore

p-limsup
n→∞

1
n

I(Vn; Zn) = 0.

The Verdú-Han Lemma [12, Lemma 3.2.2] ensures that

Rs ≤ p-liminf
n→∞

1
n

I(Vn; Yn),

therefore, we obtain

Rs ≤ p-liminf
n→∞

1
n

I(Vn; Yn)

= p-liminf
n→∞

1
n

I(Vn; Yn)− p-limsup
n→∞

1
n

I(Vn; Yn)

≤ max
{Vn,Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Vn; Yn)

−p-limsup
n→∞

1
n

I(Vn; Zn)
)
.

Clearly, the upper bound of the set of rates achievable with
a wiretap code under criterion (6) is also an upper bound of
the set of rates achievable under (2); therefore, combining
Lemma 1, Lemma 3, and Lemma 4, we obtain the following
theorem.

Theorem 1: The secrecy capacity of a wiretap channel(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
under secrecy crite-

rion (2)-(6) is

Cs = max
{Vn,Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Vn; Yn)

−p-limsup
n→∞

1
n

I(Vn; Zn)
)
,

where the process {Vn,Xn}∞n=1 is subject to

Vn → Xn → ZnYn ∀n ∈ N∗.
Theorem 1 is easily generalized to include cost constraints.

For n ∈ N, let cn : Xn → R be an arbitrary mapping. A

sequence of (n,Mn, εn, δn) wiretap codes is said to satisfy
cost constraint Γ if it satisfies

∀n ∈ N∗ ∀i ∈Mn
1
n
cn (ϕ(i)) ≤ Γ,

and we call it a sequence of (n,Mn, εn, δn,Γ) codes. The
definitions of achievable rates and secrecy capacity with cost
constraint Γ are obtained by replacing (n,Mn, εn, δn) codes
by (n,Mn, εn, δn,Γ) codes in Definitions 3 and 4, and we
have the following result.

Theorem 2: The secrecy capacity of a wiretap channel(
X,Y,Z,

{
pYnZn|Xn(yn, zn|xn)

}∞
n=1

)
with cost constraint Γ

under secrecy criterion (2)-(6) is

Cs = max
{Vn,Xn}∞n=1

(
p-liminf
n→∞

1
n

I(Vn; Yn)

−p-limsup
n→∞

1
n

I(Vn; Zn)
)
,

where the processes {Vn,Xn}∞n=1 is subject to

Vn → Xn → ZnYn ∀n ∈ N∗,

and

P
[
Xn ∈

{
xn ∈ Xn :

1
n
cn(xn) ≤ Γ

}]
= 1.

III. APPLICATIONS

Specializing the general result obtained in Theorem 1 to
simpler channel models is in general non-trivial. The main
difficulty stems from the the nature of the spectral sup and
spectral inf mutual information rates, which is fundamen-
tally different from the mutual information usually used to
characterize communications rates. In this final section, we
justify the usefulness of Theorem 1 by showing how some
of the results that have appeared in the recent literature are
indeed corollaries of Theorem 1. As a side benefit, the results
re-derived by reduction of Theorem 1 hold under secrecy
criterion (2) and are stronger than their original counterparts,
which were only established under weak secrecy.

A. Stationary Memoryless Channels

Corollary 1 (Stationary memoryless channels):
Consider a stationary memoryless wiretap channel(
X,Y,Z, pYZ|X(y, z|x)

)
with arbitrary input and output

alphabets. The following rates are achievable secrecy rates
under secrecy criteria (2)-(6).

Rs < sup
V→X→YZ

[I(V; Y)− I(V; Z)] .

Moreover, if alphabets Z is a finite set, the secrecy capacity
is given by

Cs = sup
V→X→YZ

[I(V; Y)− I(V; Z)] .

Proof: Let V and X be the random variables attaining
supV→X→YZ [I(V; Y)− I(V; Z)], and denote by Y and Z the



corresponding outputs to the channel. Define Vn, Xn, Yn,
and Zn such that

pYnZnXnVn(yn, zn, xn, vn)

=
n∏
i=1

pYZ|X(yi, zi|xi) pX|V(xi|vi) pV(vi) ,

and consider the random processes {Vn}∞n=1, {Xn}∞n=1,
{Yn}∞n=1, and {Zn}∞n=1. By the law of large number, we
know that

I(Vn; Yn)
n

=
1
n

n∑
i=1

I(V; Y)→ I(V; Y) a.s. as n→∞;

therefore,

p-liminf
n→∞

1
n

I(Vn; Yn) = I(V; Y). (8)

Following the same reasoning, we can also prove that

p-limsup
n→∞

1
n

I(Vn; Zn) = I(V; Z). (9)

Substituting (8) and (9) in Lemma 3 yields the first part of
the corollary.

The second part of the corollary follows by recalling that

p-liminf
n→∞

1
n

I(Vn; Yn) ≤ lim inf
n→∞

1
n

I(Vn; Yn), (10)

p-limsup
n→∞

1
n

I(Vn; Zn) ≥ lim sup
n→∞

1
n

I(Vn; Zn), (11)

when |Z| is finite [12, Theorem 3.5.2]; therefore,

p-liminf
n→∞

1
n

I(Vn; Yn)− p-limsup
n→∞

1
n

I(Vn; Yn)

≤ lim inf
n→∞

1
n

I(Vn; Yn) + lim inf
n→∞

−1
n

I(Vn; Zn)

=
1
n

lim inf
n→∞

I(Vn; Yn)− I(Vn; Zn).

Let Q be a random variable independent of all others and
uniformly distributed over {1, . . . , n}. Expanding the above
expression in a way similar to that of [2, Section V] and
setting,

U′ := QYQ−1Z̃Q+1 V ′ := UQVn X′ := XQ

Y′ := YQ Z′ := ZQ,

we obtain

I(Vn; Yn)− I(Vn; Zn)

≤
n∑
i=1

I
(
Vn; Yi|Yi−1Z̃i+1

)
− I
(
Vn; Zi|Yi−1Z̃i+1

)
n

= I(V ′; Y′|U′)− I(V ′; Z′|U′)
≤ sup

U→V→X→YZ
[I(V; Y|U)− I(V; Z|U)]

= sup
V→X→YZ

[I(V; Y)− I(V; Z)] ,

which concludes the proof.

The achievability of rates below the secrecy capacity of a
Gaussian wiretap channel [20] follows in a similar way from
the reduction of Theorem 2 and [12, Theorem 3.6.2].

For discrete stationary memoryless channels, we note that
Maurer and Wolf showed that the rates in Corollary 1 are
also achievable under secrecy criterion (1) [19].

B. Mixed Channels

Definition 5: Consider two wiretap chan-
nels

(
X,Y,Z,

{
pYn

1 Zn
1 |Xn(yn, zn|xn)

}∞
n=1

)
and(

X,Y,Z,
{
pYn

2 Zn
2 |Xn(yn, zn|xn)

}∞
n=1

)
, and let

α1, α2 > 0 be constants such that α1 + α2 = 1.
We define the mixed wiretap channel as the channel(
X, pYnZn|Xn(yn, zn|xn) ,Y,Z

)
, where

pYnZn|Xn(yn, zn|xn) = α1pYn
1 Zn

1 |Xn(yn, zn|xn)

+ α2pYn
2 Zn

2 |Xn(yn, zn|xn) .
Lemma 5: The spectral mutual information rates of a

mixed wiretap channel satisfy

p-liminf
n→∞

1
n

I(Xn; Yn) =

min
(

p-liminf
n→∞

1
n

I(Xn; Yn1 ), p-liminf
n→∞

1
n

I(Xn; Yn2 )
)
,

p-limsup
n→∞

1
n

I(Xn; Zn) =

max
(

p-limsup
n→∞

1
n

I(Xn; Zn1 ), p-limsup
n→∞

1
n

I(Xn; Zn2 )
)
,

Proof: The results follow from steps similar to those
of [12, Lemma 1.4.2].

In view of the previous lemma, we immediately obtain the
following result.

Theorem 3 (Mixed channels): The secrecy capacity of a
mixed wiretap channel under criteria (2)-(6) is given by

max
{Vn,Xn}∞n=1

(
min
i∈{1,2}

p-liminf
n→∞

1
n

I(Vn; Yni )

− max
j∈{1,2}

p-limsup
n→∞

1
n

I
(
Vn; Znj

))
,

where the process {Vn,Xn}∞n=1 is subject to

Vn → Xn → Zni Y
n
i ∀n ∈ N∗ ∀i ∈ {1, 2}.

Corollary 2 (Stationary memoryless mixed channels):
For a stationary memoryless mixed wiretap channel, all
rates Rs such that

Rs < sup
V→X→YiZj

(
min
i∈{1,2}

I(V; Yi) − max
j∈{1,2}

I(V; Zj)
)
,

are achievable under criteria (2)-(6).
Proof: Let V , X be the random variables attaining

supV→X→YiZj

(
mini∈{1,2} I(V; Yi) −maxj∈{1,2} I(V; Zj)

)
.

and denote by Yi, Zi (i ∈ {1, 2}) the corresponding outputs
of wiretap channel

(
X,Y,Z, pYn

i Zn
i |Xn(yn, zn|xn)

)
. Define



Vn,Xn, Yni , and Zni (i ∈ {1, 2}) such that

∀i ∈ {1, 2} pYn
i Zn

i XnVn(yn, zn, xn, vn)

=
n∏
j=1

pYiZi|X(yj , zj |xj) pX|V(xj |vj) pV(vj) ,

and consider the random processes {Vn}∞n=1, {Xn}∞n=1,
{Yni }

∞
n=1, and {Zni }

∞
n=1. By the law of large numbers, we

have that

∀i ∈ {1, 2} p-liminf
n→∞

1
n

I(Vn; Yni ) = I(V; Yi)

and p-limsup
n→∞

1
n

I(Vn; Zni ) = I(V; Zi),

which yields the desired result.
The above result can be easily generalized to a mixture of

j > 2 channels, and to an infinite mixture of channels.
Definition 6: Given infinitely many wiretap channels(

X,Y,Z, pYn
i Zn

i |Xn(yn, zn|xn)
)

(i ∈ N∗) and infinitely
many constants αi > 0 such that

∑∞
i=1 αi = 1, we

define the infinitely mixed channel as the wiretap channel(
X,Y,Z, pYnZn|Xn(yn, zn|xn)

)
characterized by

pYnZn|Xn(yn, zn|xn) =
∞∑
i=1

αipYn
i Zn

i |Xn(yn, zn|xn)

Corollary 3 (Infinitely mixed channels): The secrecy ca-
pacity of an infinitely mixed wiretap channel is given by

Cs = max
{Vn,Xn}∞n=1

(
inf
iαi>0

p-liminf
n→∞

1
n

I(Vn; Yni )

− sup
j:αj>0

p-limsup
n→∞

1
n

I
(
Vn; Znj

)
)

)
.

where the process {Vn,Xn}∞n=1 is subject to

Vn → Xn → Zni Y
n
i ∀n ∈ N∗ ∀i ∈ N∗.

Proof: The proof follows from steps similar to those
used in [12, Theorem 3.3.3].

It is easy to show that the secrecy capacity of a com-
pound wiretap channel is identical to that of a mixed chan-
nel. Hence, the achievable rates obtained for memoryless
compounds wiretap channels [7] and memoryless wiretap
channels with multiple eavesdroppers [8] follow from the
general results.

We conclude this section with remarks regarding future
extensions of this work. We emphasize that specializing
the general secrecy capacity result of Theorem 1 to ob-
tain achievable secure rates is in general much easier than
specializing the converse and therefore obtaining the exact
secrecy capacity. Nevertheless, our result can probably be
specialized to obtain general achievable rates for large classes
of channels, such as fading channels with non i.i.d. Gaussian
noise, etc. These promising aspects will be investigated in
future work.
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APPENDIX I
PROOF OF LEMMA 1

The implications (1) � (2) � (3) and (4) � (5) � (6)
follow directly from [18, Corollary p.16] and [18, Corollary
p.18], and we only need to prove that (3) � (4).

Let ε > 0. The average mutual information rate can be
written as

I(M; Zn)
n

= E
[
I(M; Zn)

n

]
,

= E
[
I(M; Zn)

n
1 {I(M; Zn) ≤ −ε}

]
+ E

[
I(M; Zn)

n
1 {−ε < I(M; Zn) ≤ ε}

]
+ E

[
I(M; Zn)

n
1 {ε < I(M; Zn) ≤ logMn}

]
+ E

[
I(M; Zn)

n
1 {I(M; Zn) > logMn}

]
.

Clearly, we have

E
[
I(M; Zn)

n
1 {I(M; Zn) ≤ −ε}

]
< 0,

E
[
I(M; Zn)

n
1 {−ε < I(M; Zn) ≤ ε}

]
≤ E

[
|I(M; Zn)|

n
1 {|I(M; Zn)| ≤ ε}

]
≤ ε

n
,

and

E
[
I(M; Zn)

n
1 {ε < I(M; Zn) ≤ logMn}

]
≤ logMn

n
P[ε < I(M; Zn)] = RP[ε < I(M; Zn)].

To bound the fourth term, recall that, by definition, M is
uniformly distributed over the set {1, . . . ,Mn}, therefore,

I(M; Zn) = log
PM|Zn [M|Zn]

PM[M]
≤ log

1
PM[M]

= logMn,

and consequently,

1 {I(M; Zn) > logMn} = 0

and E
[
I(M; Zn)

n
1 {I(M; Zn) > logMn}

]
= 0.

All in all, we obtain

∀ε > 0 0 ≤ lim
n→∞

I(M; Zn)
n

≤ lim
n→∞

[ ε
n

+RP[ε < I(M; Zn)]
]

= 0,

which concludes the proof.



APPENDIX II
PROOF OF LEMMA 2

We prove Lemma 2 using a random coding argument
that shows that the average error probability and average
variational distance over an ensemble of random codes
vanish when the block length gets large. The essence of the
proof is similar to that of [11], although we target directly
an asymptotic result.

A. Random code generation

Let Mn and Ln be two integers, and fix a distribution
pXn(xn) on Xn. Generate MnLn sequences in Xn according
to pXn(xn), and label them

un(i, j) with (i, j) ∈ {1, . . . ,Mn} × {1, . . . , Ln} .

The random variable representing the randomly generated
sequence u(i, j) is denoted by Xni,j .

B. Encoding and decoding procedures

Let Bn
i = {un(i, j) : j ∈ {1, . . . , Ln}}. To send a mes-

sage index i ∈ {1, . . . ,Mn}, the emitter chooses a codeword
un(i, j) uniformly at random in Bn

i . Consequently, we have

∀i ∈ {1, . . . ,Mn} ∀j ∈ {1, . . . , Ln}

pun(i,1),...un(i,Ln)(un(i, j)) =
1
Ln

.

For any γ > 0, we define the decoder of the legitimate
receiver as follows. Define the set Tn ∈ Xn × Yn as

Tn =
{

xn,yn :
1
n

log I(xn; yn) ≥ 1
n

logMnLn + γ

}
.

Upon observing a channel output yn, the receiver declares
un(i, j) as the decoded message if un(i, j) is the unique
codeword such that (un(i, j),yn) ∈ Tn. Otherwise, it
declares an error.

C. Analysis of probability of error

Define the event

E(i, j) = {(un(i, j),yn) ∈ Tn given un(1, 1) sent} ,

and denote its complimentary event by Ec(i, j). By sym-
metry of the random code construction, the average error
probability ε̄n = EXn

1,1,...,X
n
Mn,Ln

[εn] is equal to the error
probability given the transmission of any specific codeword.
Without loss of generality, we assume that the codeword
un(1, 1) was sent; therefore, we have

ε̄n = EXn
1,1,...,X

n
Mn,Ln

[εn]

= PYnXn

Ec(1, 1) ∪
⋃

(i,j)6=(1,1)

E(i, j)

,
≤ PYnXn [Ec(1, 1)] +

∑
(i,j)6=(1,1)

PYnXn [E(i, j)].

Noticing that for all (i, j) 6= (1, 1)

PYnXn [E(i, j)] =
∑

(xn,yn)∈Tn

pXn(xn) pYn(yn) ,

≤
∑

(xn,yn)∈Tn

pXn(xn) pYn|Xn(yn|xn)
2−nγ

MnLn
,

≤ 2−γ

MnLn
,

we obtain

ε̄n ≤ PYnXn [Ec(1, 1)] + 2−nγ .

By definition of Tn, if we choose

1
n

logMnLn ≤ p-liminf
1
n

I(Xn; Yn)− 2γ, (12)

then limn→∞ PYnXn [Ec(1, 1)] = 0 and limn→∞ ε̄n = 0.

D. Analysis of leaked information

Let Z̃n denote the random variable obtained at the output
of the channel if Xn, distributed according to pXn(xn)
independently of Xni,j for all i, j, is present at the input. We
can rewrite the variational distance in (2) as

δn = d (pMZn , pMpZn)

=
Mn∑
i=1

∑
zn

|pMZn(i, zn)− pM(i) pZn(zn)|

=
Mn∑
i=1

∑
zn

1
Mn

∣∣pZn|M(zn|i)− pZn(zn)
∣∣

≤
Mn∑
i=1

1
Mn

∑
zn

∣∣pZn|M(zn|i)− pZ̃n(zn)
∣∣

+
∣∣pZ̃n(zn)− pZn(zn)

∣∣
≤ 2

Mn∑
i=1

1
Mn

∑
zn

∣∣pZn|M(zn|i)− pZ̃n(zn)
∣∣

= 2
Mn∑
i=1

1
Mn

d
(
pZn|i, pZ̃n

)
.

Therefore, by symmetry of the random argument, we have

δ̄n = EXn
1,1,...,X

n
Mn,Ln

[δn]

≤ 2
Mn∑
i=1

1
Mn

EXn
1,1,...,X

n
Mn,Ln

[
d
(
pZn|i, pZ̃n

)]
= 2EXn

1,1,...,X
n
Mn,Ln

[
d
(
pZn|1, pZ̃n

)]
(13)

Now, recall that according to the encoding procedure defined
earlier, we have

pZn|1(zn|1) =
1
Ln

Ln∑
j=1

pZn|Xn

(
zn|Xn1,j

)
. (14)

From (13) and (14), we see that the secrecy criterion can
be satisfied if all subcodes Bn

i are resolvability codes [12,
Chapter 6]. To simplify notation, we denote the random
variable Zn|1 simply by Ẑn. The following results hold.



Lemma 6 ([12], Lemma 6.3.1): For all τ > 0, it holds
that

d
(
pẐn , pZ̃n

)
≤ 2τ + 2PẐn

log
pẐn

(
Ẑn
)

pZ̃n

(
Ẑn
) > τ

.
Lemma 7 ([12], adapted from proof of Theorem 6.3.1):

For all γ > 0, it holds that

E

PẐn

log
pẐn

(
Ẑn
)

pZ̃n

(
Ẑn
) > τ


≤ P

 1
n

log
pZ̃n|Xn

(
Z̃n|Xn

)
pZ̃n

(
Z̃n
) >

logLn
n
− γ

+ e−nγ .

Clearly, if we choose

1
n

logLn ≥ p-limsup
n→∞

1
n

I(Xn; Zn) + 2γ, (15)

then

lim
n→∞

δ̄n = 0.

E. Expurgation of ensemble

For any n ∈ N∗, the Markov inequality ensures

P
[
εn(Xn1,1, . . .X

n
Mn,Ln

) ≥ 3ε̄n
]
≤ 1

3
,

P
[
δn(Xn1,1, . . .X

n
Mn,Ln

) ≥ 3δ̄n
]
≤ 1

3
;

moreover, if

1
n

logMn ≤ p-liminf
n→∞

1
n

log I(Xn; Yn)

− p-limsup
n→∞

1
n

log I(Xn; Zn)− 4γ,

we can find Ln such that Equations (12) and (15) are
satisfied; therefore, for any γ > 0 there exists a sequence
of codes (n,Mn, εn, δn) such that

lim inf
n→∞

rn = p-liminf
n→∞

1
n

log I(Xn; Yn)

− p-limsup
n→∞

1
n

log I(Xn; Zn)− 4γ,

lim
n→∞

εn ≤ lim
n→∞

ε̄n = 0,

lim
n→∞

δn ≤ lim
n→∞

δ̄n = 0,

which concludes the proof.
Although the random coding scheme exploits a binning

structure similar to that of [1], [2], we highlight that the proof
differs fundamentally in the secrecy criterion (variational dis-
tance) and analysis technique (channel resolvability). In [1],
[2], the random coding argument is used to prove the exis-
tence of a code with a certain structure, and the equivocation
is calculated on the specific code; here, the random coding
argument shows directly the existence of a code satisfying
both reliably and security.
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