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Fundamentals of Network Coding: A Review
Srinath Puducheri

I. INTRODUCTION

Network coding broadly refers to the processing of data at the intermediate nodes of a network in

addition to routing data from source to destination. The theoretical framework for network coding was

first provided by Ahlswedeet al. in [1]. In this paper, the authors demonstrate the benefits ofnetwork

coding over mere routing in improving the throughput of a single-sourcemulticast transmission, i.e.,

when the same data at a source is to be transmitted to multipledestinations in the network. Specifically,

a communication network is modeled as a directed graph with error-free links, each of finite transmission

capacity; by means of a random coding argument, the authors show that it is possible for a source to

achieve a multicast rate equal to the minimum of themax-flowsto the individual destinations via network

coding.

This work has been followed by several results on the explicit construction of network codes. In

particular, Li et al. [2] show that linear network codessuffice to achieve the max-flow rate for the

single-source multicast scenario. In [4], algorithms for the construction of such linear network codes are

presented, which execute in time that is polynomial in the number of edges and vertices in the network.

An algebraic framework for network coding is developed by Koetter and Médard in [3] – they address

the more general case of multiple sources communicating with multiple destinations; further, necessary

and sufficient conditions for a given set of connections to befeasible under linear network coding are

derived. In addition, [3] and [4] also address the problem ofdesigning multicast network codes that are

robust to link failures.

In this report, we shall focus primarily on the results for the single-source multicast scenario obtained

in [1] and [2].

II. N OTATION AND GRAPH-THEORETIC BACKGROUND

The networks we shall deal with consist of communicating nodes that are interconnected by non-

interfering point-to-point links. The links are assumed tobe ideal, i.e., error-free, and of finite information

carrying capacity (bits per unit time). The network as a whole is represented by adirected graphG =
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(V,E), whereV = {1, 2, · · · |V |} is the set of vertices andE ⊆ V ×V is the set of edges1 (ordered pairs

of vertices). With edge(i, j) we associate anedge capacityRij ≥ 0 corresponding to its information

carrying capacity.

A directed graph is said to becyclic if it contains a directed cycle, i.e., there exists a sequence of

edges(i0, i1), · · · , (im, i0) for somem. Otherwise, the graph isacyclic.

A cut between a source nodes and a sink nodet is a set of verticesB such thats ∈ B and t 6∈ B.

Define the set of edgesin the cut to beEB = {(i, j) ∈ E : i ∈ B, j 6∈ B}. Then thevalue of a cut is

given by
∑

(i,j)∈EB
Rij .

A flow from a sources to sink t (s, t ∈ V ) is an assignment of real numbersFij to edges(i, j) such

that 0 ≤ Fij ≤ Rij, and for all i ∈ V not equal tos or t, we have

∑

i′:(i′,i)∈E

Fi′i =
∑

j:(i,j)∈E

Fij , (1)

i.e., the total flow into nodei = total flow out of nodei. The value of the flow is defined as the total

flow out of s which is equal to the total flowinto t. The max-flowfrom s to t is a flow whose value is

greater than any other flow froms to t. We shall denote the value of the max-flow betweens and t as

max-flow(s → t).

The Max-flow Min-cut theorem[5] says that the value of the max-flow froms to t is given by the

minimum value of a cut betweens and t, i.e., if B is a cut betweens andt andEB is the set of edges

in the cut, then:

max-flow(s → t) = min
B

∑

(i,j)∈EB

Rij (2)

III. T HE NETWORK MULTICAST PROBLEM

Consider a network given by the directed graphG = (V,E). Let R = [Rij , (i, j) ∈ E] denote the

vector of edge capacities associated with this graph, i.e.,the average transmission rate over edge(i, j)

cannot exceedRij bits per unit time. Lets be the source node andT = {ti : 1 ≤ i ≤ L} be a set

of L sink (destination) nodes. The nodes is associated with an information sourceX that producesh

bits per unit time. Themulticast problemis to design a coding strategy using which these bits can be

communicated at the same rateh to the set of sinksT .

Given a vectorR of edge capacities, we are interested in the maximum value ofh that can be supported,

i.e., for which the multicast problem has a solution. Equivalently, we can attempt to characterize the setR

1Later we shall make use of a slightly different and more general definition of E which allows for multiple parallel edges

corresponding to the same ordered pair of vertices.
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of all R that support a given source information rateh. Every such rate-tupleR is said to beadmissible.

In order to obtain bounds on the admissible rate-tuplesR, it is necessary to obtain a complete and

general characterization of any coding scheme that may be applied to an arbitrary network to solve the

corresponding multicast problem. This is an extremely hardtask. Instead the authors in [1] propose a

fairly general subclass of network coding schemes calledα-codes.

Definition 1 (α-code, [1]). An (n, (ηij , (i, j) ∈ E), h) α-code on a graphG consists of a sequence of

K transmissions that take place in chronological order. The messagex to be communicated to the sinks

T by the source nodes is chosen from a setΩ with a uniform distribution, where

Ω = {1, · · · , ⌈2nh⌉}. (3)

In the kth transmission, nodeu(k) transmits a messagemk to nodev(k). The messagemk is chosen

from a setAk = {1, · · · , |Ak|} according to an encoding functionfk, which takes into account messages

already received by nodeu(k) from previous transmissions. Ifu(k) = s, then

fk : Ω → Ak. (4)

If u(k) 6= s, then

fk :
∏

k′∈Qk

Ak′ → Ak (5)

where
∏

denotes the Cartesian product of sets, andQk is the set of all prior transmissions to nodeu(k),

i.e.,

Qk = {1 ≤ k′ < k : v(k′) = u(k)}. (6)

At the end ofK transmissions, each sinktl (1 ≤ l ≤ L) applies a decoding functiongl to the messages

it has received, as follows:

gl :
∏

k′∈Wl

Ak′ → Ω, 1 ≤ l ≤ L (7)

whereWl is the set of all transmissions to nodetl, i.e.,

Wl = {1 ≤ k ≤ K : v(k) = tl} (8)

such that the application ofgl results in the original messagex for any x ∈ Ω chosen at the source.

The total number of bits transmitted over edge(i, j) is given bylog2 ηij , i.e.,

ηij =
∏

k∈Tij

|Ak| (9)
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where

Tij = {1 ≤ k ≤ K : (u(k), v(k)) = (i, j)} (10)

Definition 2 (α-admissibility, [1]). A tuple (R, h,G) is α-admissible if for anyǫ > 0 there exists, for

sufficiently largen, an (n, (ηij , (i, j) ∈ E), h − ǫ) α-code onG such that

1

n
· log2 ηij ≤ Rij + ǫ (11)

for all (i, j) ∈ E.

Thus,α-admissibility implies the existence of a solution to the multicast problem. In [1], the authors

characterize the region of all rate-tuples for which a particular multicast problem can be solved using

α-codes. Their main result is that a tuple(R, h,G) is α-admissible if and only if the max-flows froms

to tl, 1 ≤ l ≤ L, resulting due toR, are all at leasth in value. This can be formally stated as follows.

Theorem 1 ([1]). If

Rh,G = {R : (R, h,G) is α-admissible} (12)

and

R∗
h,G = {R : max-flow(s → tl) ≥ h, 1 ≤ l ≤ L} (13)

then

Rh,G = R∗
h,G (14)

A. The Converse:Rh,G ⊆ R∗
h,G

This part of the argument relies primarily on the max-flow min-cut theorem and standard information

theoretic inequalities.

Let X denote the message generated at nodes. Thus, given an(n, (ηij , (i, j) ∈ E), h) α-code, we

have

h − ǫ ≤
1

n
· H(X). (15)

For any sinktl, consider a cutB ⊂ V with s ∈ B and tl 6∈ B. Define

EB = {(i, j) ∈ E : i ∈ B andj 6∈ B}. (16)

Then, using information theoretic arguments, it can be shown that the total number of bits carried on the

edges inEB mustexceed the source entropy, if sinktl is to be able to decode the message correctly.
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Thus,

H(X) ≤
∑

(i,j)∈EB

log2 ηij (17)

However, by assumption
1

n
· log2 ηij ≤ Rij + ǫ (18)

Putting all of this together, we obtain

h − ǫ ≤
∑

(i,j)∈EB

Rij + |E|ǫ (19)

Minimizing over all B and lettingǫ → 0, we have

h ≤ min
B

∑

(i,j)∈EB

Rij (20)

= max-flow(s → tl) (21)

by the max-flow min-cut theorem. Thus, we obtain the desired result.

B. Admissibility:R∗
h,G ⊆ Rh,G

In [1], the authors prove this part in two steps – first it is shown to be true for acyclic graphs, and

then the proof is extended to cyclic graphs.

The proof for acyclic graphs relies on the fact that in acyclic graphs, the vertices can be numbered

such that any edge originates from a lower-numbered vertex and terminates in a higher-numbered vertex.

This presents a natural ordering of transmissions for anα-code. Specifically, the transmissions can be

ordered such that encoding functionfij is applied beforefi′j′ if i < i′ ,andfij is applied beforefij′ if

j < j′. This simplifies the analysis significantly, and it is shown by means of a random coding argument

that such anα-code that is admissible can be constructed if the max-flows from s to each sink exceed

h. The details of the proof are omitted here and can be found in [1].

For cyclic graphs, there is no natural ordering of edges which allows encoding functions to be applied

sequentially. Instead, we can map a cyclic graphG to an acyclic graphG∗ by “expanding” it out as

follows: the graphG∗ consists ofΛ layers of nodes, each layer containing a replica of the nodesin G;

however, edges are allowed only from a layer ‘i’ to the next successive layer ‘i + 1’ (no edges within a

layer) and only connections corresponding to edges inG are valid. The edge capacities inG∗ are also as

dictated by those inG. The exact details can be found in [1]. As an example, if the graphG corresponds

to the state transition diagram of a finite state machine (saya convolutional encoder), thenG∗ is similar

to the trellis diagram that represents the time-evolution of possible state sequences.
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It can be easily seen that the graphG∗ is acyclic. It is shown in [1] that the set of multicast requirements

and max-flow conditions onG translate to a corresponding set of multicast requirementsand max-flow

conditions onG∗, and also thatα-admissibility forG∗ under these conditions impliesα-admissibility for

G. But sinceG∗ is acyclic, it isα-admissible under the translated conditions (according tothe first part

of the proof). Consequently, the desired result is proved for cyclic graphs as well.

IV. L INEAR NETWORK CODING

It has been shown in [2] that the “minimum max-flow” rate for multicast (discussed in the last

section) can be achieved usinglinear network codes, which significantly simplify encoding and decoding

operations at the nodes. By “linear” we mean that the encoding and the decoding consist of taking linear

combinations of received symbols over some finite field. Thiswill be elaborated upon in the following.

We shall assume for the sake of simplicity that the edge capacities Rij are non-negative integers.

Consequently, in our graphG, we can view an edge(i, j) as being made up ofRij parallel edges each of

unit capacity. We denote this new transformed graph asG′ = (V,E′). Also, we use the notation(i, j)k

to denote thekth edge from nodei to nodej in G′ (1 ≤ k ≤ Rij). It is easily seen that the max-flow

between any two nodes is the same inG and G′. Another assumption we make is that the graphsG

and henceG′ are acyclic, although this is not assumed for most of the development in [2]. This is not a

problem as any cyclic graph can be translated to an acyclic graph (along the lines described in Section

III-B), and the code constructed for the acyclic graph can then be translated back into a code for the

cyclic graph.

A linear network code is first constructed for the graphG′ with the same multicast requirements, and

this code can easily be translated back into a linear code forthe graphG. The main features of this code

are:

1) The symbols transmitted over the network belong to a (sufficiently large) finite fieldF . By

assumption, over each edge we can transmit one such symbol per unit time.

2) Let ω be ad-dimensional vector space over the base fieldF (the choice ofd will be given shortly).

3) At the source, the information to be transmitted is mappedto an information vectoru ∈ ω.

Associated with each edgee in the graph is acode vectorve ∈ ω such that the symbol transmitted

over e is u
T
ve (i.e., the inner product).

The value ofd is chosen as

d = max
v∈V,v 6=s

max-flow(s → v) (22)
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The desired properties of the network code are formally stated in the following definitions.

Definition 3 (Linear-code multicast, [2]). A linear-code multicast (LCM)L on the networkG′ = (V,E′)

is an assignment of a vector spaceL(v) to everyv ∈ V and a vectorL((i, j)k) to every edge(i, j)k ∈ E′

such that

1) L(s) = ω;

2) L((i, j)k) ∈ L(i);

3) for any collectionX of non-source nodes,

〈 { L(v) : v ∈ X } 〉 = 〈 { L((i, j)k) : i 6∈ X, j ∈ X } 〉 (23)

(‘〈·〉’ denotes linear span).

The definition of an LCML implies the following:

1) The vector spaceL(v) associated with a vertexv is spanned by the vectors associated with its

incoming edges.

2) The vector assigned to an outgoing edge fromv must be a linear combination of the vectors

assigned to the incoming edges ofv.

Thus, an LCML can be viewed as a network code with coding vectorsL((i, j)k) associated with

each edge(i, j)k , such that the outgoing symbols from any node are derived from appropriate linear

combinations of the (received) incoming symbols.

Clearly then, if an LCML is to be used as a network code, the amount of information thatcan be

collected by a nodev from the symbols it receives depends on the dimensionality of the vector space

L(v) associated with it. Specifically, assume that the source transmitsd symbols of information, i.e., it

utilizesall of the available dimensions ofω in constructing the information vector; thenonly those nodes

v in the network for whichdim(L(v)) = d can recover all the information. Such nodes may or may not

exist, depending on the LCM chosen.

Thus, we need to impose suitable constraints on an LCML which ensure thatdim(L(v)) is the

maximum possible for eachv ∈ V .

Definition 4 (Generic LCM, [2]). An LCML is said to be generic if for any collection ofm(≤ d) edges

(i1, j1)k1
, · · · , (im, jm)km

, we have the following equivalence condition:

L(i1, j1)k1
, · · · ,L(im, jm)km

are linearly independent ⇐⇒ L(ip) 6⊆ 〈 { L(iq, jq)kq
: q 6= p } 〉 for

1 ≤ p ≤ m.
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Theorem 2 ([2]). Given any LCML, for every vertexv 6= s,

dim(L(v)) ≤ max-flow(s → v). (24)

If L is generic, then for allv 6= s,

dim(L(v)) = max-flow(s → v). (25)

Thus, a generic LCM, if it exists, is the “best” possible LCM.In particular, given a generic LCML,

for any nodev such that max-flow(s → v) = d, we havedim(L(v)) = d. Hence, it is possible for the

source tomulticastd symbols of information toall nodes with a max-flow equal tod. Note thatd is the

maximum possible max-flow (froms) in the network. Thus in short, using a generic LCM, it is possible

to meet the multicast demand for the special case when the source information rateh and the max-flows

to the intended sinksare all equalto the maximum possible max-flow in the network.

However, as pointed out in [2], using a generic LCM it is also possible to tackle the following general

problem – the sources transmitsd′(≤ d) symbols of information and it is required thatany nodev

with max-flow(s → v) ≥ d′ be able to recover all the information. This relies on the fact that, in G′,

removing an incoming edge to any node with a higher max-flow cannot reduce lower max-flows to other

nodes. Thus, by removing the incoming edge(s) to the node with the maximum max-flow at any stage

and proceeding in a recursive manner, the maximum max-flow ofthe graph can be brought down to any

desired valued′. If a generic LCM then exists for this new graph, then the multicast requirements on the

old graph can be met. The reader is referred to [2] for a detailed description of this procedure.

It remains to be seen if a generic LCM can be constructed for any G′. This is answered by the following

theorem.

Theorem 3 ([2]). A generic LCM exists on every acyclicG′, provided that the base fieldF of ω is an

infinite field or a large enough finite field.

The proof of the above is constructive and exploits the fact that in an acyclic directed graph, there exists

an ordering of vertices such that any edge always originatesin a lower indexed vertex and terminates

in a higher indexed vertex. The process of choosing a coding vector for each edge can then be done

by proceeding from the lowest indexed vertex to the highest.Consequently, when edge(i, j)k is being

processed, all edges terminating ini have already been assigned coding vectors. Let the span of the

incoming vectors toi be L(i). Then, the vector for edge(i, j)k is chosen such that it lies inL(i), but

does not liein the span ofany collection of at mostd − 1 assigned coding vectors that do not span
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Fig. 1. A single-source two-sink network

L(i). Such a vector is guaranteed to exist if the base fieldF is large enough. The resulting allocation of

vectors by this algorithm results in a generic LCM [2].

(Note: Among all the results presented in this section, this is the only theorem that actually requires

G′ to be acyclic. In other words, all the previous results can beproved to be true regardless of the acyclic

assumption [2].)

A. An example

Consider the network represented by the graph in Fig. 1. The source node is given bys, and there are

two sinkst1 and t2. All edges in this graph are ofunit capacity. Information is to be multicast froms

to t1 and t2. We shall construct a network code for this example.

At the outset, note that max-flow(s → t1) = max-flow(s → t2) = 2. Consequently, according to our

discussion so far,two bits of information can be transmitted froms simultaneously tot1 and t2. Also,

the maximum max-flowd = 2 in this network.

The finite field we consider isF2, i.e., the binary field{0, 1} under addition and multiplication modulo2

(i.e., bit-wise addition and multiplication). It turns outthat a field size of two is sufficient for this network.
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With d = 2, the vector spaceω for this example isF2
2 – the set of 2-tuples of elements inF2, which

can be enumerated as[0 0], [0 1], [1 0] and [1 1].

A generic LCML for this network can be constructed by systematically allocating vectors to edges

in the following manner:

1) Since the graph is acyclic, we order the vertices ass, x, y, z, w for encoding. Note that the sinkst1

andt2 do not need to encode in this particular example as there are no outgoing edges from them.

2) Node s: L(s) = ω = F2
2 .

a) LetL((s, x)) = [1 0].

b) SinceL((s, y)) should not lie in the linear span ofL((s, x)), it can be either[0 1] or [1 1].

We chooseL((s, y)) = [0 1].

3) Node x: L(x) = {[0 0], [1 0]}. Note that the only possible allocations areL((x, t1)) = [1 0] and

L((x, z) = [1 0]. These allocations still satisfy the desired conditions, i.e., they do not lie in the

span of{[0 1]}.

4) Node y: Similarly, L(y) = {[0 0], [0 1]} andL((y, t2)) = L((y, z)) = [0 1].

5) Node z: Note thatL(z) = ω, the entire vector space. Thus, there is seemingly more freedom in

picking L((z,w)). However, recall thatL((z,w)) should be linearly independent (l.i.) with every

assigned vector that does not spanL(z) (note thatd−1 = 1 for this case). HenceL((z,w)) should

be l.i. with {[0 1]} and with{[1 0]}. Thus, the only possibility isL((z,w)) = [1 1]

6) Nodew: L(w) = {[0 0], [1 1]}. Thus, again the only possibility isL((w, t1)) = L((w, t2)) = [1 1],

and this does not violate the conditions for the construction of a generic LCM.

Consequently, if the information vector at the source[b1 b2] consists of bitsb1 and b2, then the bits

transmitted along the edges of the graph are as indicated in Fig. 1. It is easily seen that both sinks can

decodeb1 andb2 from the bits they receive.

V. OTHER RELATED WORK

We have reviewed the results of [1] and [2] regarding the single-source multicast problem in com-

munication networks. These papers deal with ideal links that never fail. An interesting problem is –

what happens if the links in a network are error-free but can fail (i.e., can be permanently removed) ?

It has been shown by Koetter and Médard [3] that there in factexists astatic solution to the network

coding problem that is robust to the occurrence of any failure pattern which does not render the multicast

problem infeasible. The code is static in the sense that it isdesigned prior to the failure of any edges

and the coding vectors at any edge need not be changed as a result of the failures (i.e., the network code
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need not be redesigned). The assumptions are that the failededges transmit the zero symbol, and that

the sinks are informed of the failure pattern. The same problem is also dealt with by Jaggiet al. in [4],

and they improve on the field size requirement given by Koetter and Médard [3].

Interestingly, it has been shown by Doughertyet al. [6] that linear network coding techniques are, in

general,insufficientfor general network information flow problems involving multiple sources. In fact,

the class of linear codes that they consider is larger than what is discussed here.
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