
This Dissertation

entitled

Optimizations in Iris Recognition

typeset with nddiss2" v3.0 (2005/07/27) on November 12, 2006 for

Xiaomei Liu

This LATEX 2" class�le conforms to the University of Notre Dame style guide-
lines established in Spring 2004. However it is still possible to generate a non-
conformant document if the instructions in the class �le documentation are not
followed!

Be sure to refer to the published Graduate School guidelines
at http://graduateschool.nd.edu as well. Those guide-
lines override everything mentioned about formatting in the
documentation for this nddiss2" class �le.

It is YOUR responsibility to ensure that the Chapter titles and Table caption
titles are put in CAPS LETTERS. This class�le doesNOT do that!

This page can be disabled by specifying the \noinfo " option to the class invocation.
(i.e.,ndocumentclass[...,noinfo] f nddiss2eg )

This page is NOT part of the dissertation/thesis, but
MUST be turned in to the proofreader(s) or the

reviwer(s)!

nddiss2" documentation can be found at these locations:

http://www.gsu.nd.edu
http://graduateschool.nd.edu



Optimizations in Iris Recognition

A Dissertation

Submitted to the Graduate School

of the University of Notre Dame

in Partial Ful�llment of the Requirements

for the Degree of

Doctor of Philosophy

in

Computer Science

by

Xiaomei Liu, B.S., M.S.

Kevin W. Bowyer, Director

Patrick J. Flynn, Director

Graduate Program in Computer Science and Engineering

Notre Dame, Indiana

November 2006



c
 Copyright by

Xiaomei Liu

2006

All Rights Reserved



Optimizations in Iris Recognition

Abstract

by

Xiaomei Liu

Biometric veri�cation systems employing images of the irisare claimed to be

extremely accurate, yielding no false accepts at any reasonable false reject rate.

However, there are few if any large scale experimental evaluations on public iris

datasets reported in the literature. We have collected an iris image dataset of over

25,000 iris images from over 300 persons (over 600 irises). When collecting the

dataset, we intentionally allowed a broader image quality range than that allowed

by default in current commercial iris recognition systems.The iris images used

in our experiments have been, or will be, released as part of the Iris Challenge

Evaluation (ICE).

We reimplemented in C an open source iris recognition system, which was

originally implemented in MATLAB by Libor Masek. The ICE baseline is a C++

translation of our C re-implementation with modi�cations for optimization in

speed and memory usage. We evaluated the e�ects of iris imagequality by using

the ICE baseline system on our iris dataset.

We have implemented an improved iris segmentation and eyelid detection stage

compared to the ICE baseline code, and experimentally veri�ed an improvement

in both the veri�cation and identi�cation contexts. Replacing the ICE baseline

segmentation with our improved segmentation algorithm, and keeping other mod-

ules of the ICE baseline the same, leads to an increase of over6% in the rank-one
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recognition rate and a decrease of over 4% in the equal error rate. We utilized

an active contour model to re�ne the noise detection resultsand optimized the

matching stage to compensate for the possible inaccuracy iniris segmentation and

noise detection, which leads to another 0.95% increase in the rank one recognition

rate and 0.85% decrease in the equal error rate.

This research demonstrates that a more accurate iris segmentation helps to

improve the overall system performance, and that the inaccuracy of iris segmen-

tation and noise detection could be partly compensated for with optimizations in

the matching stage.
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CHAPTER 1

Introduction

Biometrics is the science of automated recognition of persons based on one

or more physiological or behavioral characteristics. As illustrated in Figure 1.1,

possible biometrics methods include face, �ngerprint, iris, hand shape, gait, sig-

nature, etc. Biometrics is widely used in many applications, such as access control

to secure facilities, veri�cation of �nancial transactions, welfare fraud protection,

law enforcement, and immigration status checking when entering a country.

A biometric system can be utilized in two contexts: veri�cation and identi�-

cation. Veri�cation is a one-to-one match. In this context,the biometric system

tries to verify a person's identity. When a new sample (probesample) is presented

to the system, the system computes the distance between the probe sample and

its corresponding gallery sample (previously stored in thesystem), and compares

the computed distance with a pre-de�ned threshold. If the computed distance is

smaller, the probe sample is accepted. Otherwise the probe sample is rejected. If

an accepted probe sample and the gallery sample are from the same subject, it is

called a true accept; otherwise, it is called a false accept.The percentage of false

accepts is called the false accept rate (FAR). If a rejected probe sample and the

gallery sample are not from the same subject, it is called a true reject. Otherwise,

it is called a false reject. The percentage of false rejects is called the false reject

rate (FRR). A receiver operating characteristic (ROC) curve plots the tradeo�
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Figure 1.1. Examples of biometrics methods.
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between the FAR and the FRR. The equal error rate (EER) is obtained when the

FAR equals FRR. A smaller EER indicates a better performanceat F AR = F RR.

Identi�cation is a one-to-many match. In this context, the system compares each

probe sample with all gallery samples and chooses the gallery sample with the

minimum computed distance (greatest similarity) as the ID result. If the probe

sample and the selected matching gallery sample are from thesame subject, it

is a correct match. The percentage of the correctly matched probe images is the

rank-one recognition rate. The term authentication is often used as a synonym

for veri�cation as de�ned here. The term recognition is often used as a synonym

for the term identi�cation as de�ned here.

Iris is claimed to be one of the best biometrics. It is the onlyinternal organ

which can be seen outside the body. Iris texture patterns arebelieved to be

di�erent for each person, and even for the two eyes of the sameperson [30][5][25].

It is also claimed that for a given person, the iris patterns change little after

youth. Figure 1.2 shows a pair of iris images from the same person, taken on the

same day. Texture feature matching (as demonstrated by Daugman [15]) has been

shown to be a viable approach to iris recognition.

Compared with some other biometrics, such as �ngerprints, iris recognition has

a relatively short history of use. There are few large-scaleexperimental evaluations

reported in the literature, and essentially none where the image dataset is available

to other researchers. One constraint on current iris recognition systems, which is

perhaps not widely appreciated, is that they require substantial user cooperation

in order to acquire an image of su�cient quality for use.

The Iris Challenge Evaluation (ICE) program [2] aims to document the per-

formance of iris biometrics and to nurture further researchin the area. The

3



(a) Left iris image

(b) Right iris image

Figure 1.2. Iris image examples.
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ICE program distributes iris image datasets and a baseline implementation of a

iris matcher. In this dissertation, we report on an improvediris segmentation

and eyelid detection component. Our improved system is denoted ND IRIS. We

tested ND IRIS on a set of over 25,000 images of varying quality acquired us-

ing a LG EOU2200 iris imaging system [4]. The results show that the rank-one

recognition rate obtained using the NDIRIS segmentation system is about 6%

higher than that obtained using the ICE baseline segmentation system, and the

equal error rate obtained using NDIRIS is about 4% lower than that obtained

using the ICE baseline. We further optimized the noise detection stage by using

an active contour model for the iris boundary, and optimizedthe iris matching

stage using committee voting. Each of the two optimizationshelps to improve the

iris recognition accuracy. Together they yield an additional 0.95% increase in the

rank one identi�cation rate and an additional 0.85% reduction in EER.

The remaining chapters of the dissertation are organized asfollows. Chapter

2 is the background and survey of iris recognition. Chapter 3introduces the

procedure of data acquisition and the data sets used in our experiments. Chapter 4

presents the details of the algorithm in ICE baseline code. Chapter 5 describes the

experiments with the ICE baseline system. Chapter 6 introduces our optimizations

in stages of iris segmentation, eyelid detection, noise re�nement, iris matching, and

describes experimental results. Chapter 7 o�ers conclusions and discussion.

5



CHAPTER 2

Background and Survey

A complete iris recognition system can be split into four stages: data acqui-

sition, segmentation, encoding and matching. The data acquisition step captures

the iris images. Infra-red illumination is used in most irisimage acquisition. The

iris segmentation step localizes the iris region in the image. For most algorithms,

and assuming near-frontal presentation of the pupil, the iris boundaries are mod-

eled as two circles, which are not necessarily concentric. The inner circle is the

pupillary boundary (between the pupil and the iris). The outer circle is the limbic

boundary (between the iris and the sclera). The noise processing is often included

in the segmentation stage. Possible sources of segmentation noise are eyelid oc-

clusions, eyelash occlusions, specular highlights, and shadows. The bright spot in

the bottom left of the pupil region in the image in Figure 1.2(b) is an example of

a specular highlight. Most segmentation algorithms are gradient based; that is,

they involve �nding the edges between the pupil and iris, andthe iris and sclera.

The encoding stage encodes the iris image texture into a bit vector code. In most

algorithms, �lters are utilized to obtain information about the iris texture. Table

2.1 lists some of the �lters used in various works. Then the outputs of the �lters

are encoded into a bit vector code. The corresponding matching stage calculates

the distance between iris codes, and decides whether it is a match (in the veri�-

cation context), or recognizes the submitted probe iris from the subjects in the

6



gallery set (in the identi�cation context).

TABLE 2.1

Di�erent �lters used in iris recognition.

Filters Publication

Gabor (Log) Daugman [14{16], Kong and Zhang [28], Sanchez-
Avila and Sanchez-Reillo [36], Ma et al. [32]

Laplacian wildes[38]

Haar Kong and Zhang [28], Huang et al. [24], richen et
al. [29]

Daubechies-8 Huang et al. [24]

Biorthogonal Huang et al. [24]

Shannon Kong and Zhang [28]

Mexican hat
(Laplacian-of-
Gaussian)

Kong and Zhang [28]

Zero Crossing Boles and Boashash [6], Sanchez-Avila and Sanchez-
Reillo[36]

wavelet packets Rydgren et al. [35]

ICA Dorairaj et al.[21]

Daugman's technique [14{19] and Wildes' system [38] are twoof the earliest

and best known iris recognition systems. The systems include every stage of iris

7



recognition as described here: image acquisition, segmentation, texture encoding,

and matching. There are many other works in the �eld of iris recognition in recent

years. Most of these focus on proposing a new method, or optimizing for a speci�c

one or more stages in iris recognition.

2.1 Daugman's Technique

Daugman's algorithm [14{19] is the best known iris algorithm. The iris is

modeled as two circles, which are not necessarily concentric. Each circle is de�ned

by three parameters (xo; yo; r ), where (xo; yo) locates the center of a circle with

radius r . It utilizes an integrodi�erential operator to estimate the three parameter

values for each circular boundary. It searches the whole image with respect to an

increasing radiusr to maximize

�
�
�
�G(r ) �

@
@r

I

xo ;yo;r

I (x; y)
2�r

ds

�
�
�
� ; (2.1)

where I (x; y) is the intensity value in the image at location (x; y), ds means the

circular arc, 2�r is used to normalize the integral,G(r ) is a Gaussian �lter used

as a smoothing function, and� means the convolution operation.

The eyelids are modeled as parabolic arcs. An integrodi�erential operator as

described in Equation 2.1 is also used to locate the upper andlower eyelids. In

that case the integral is computed over a parabolic arc instead of a circular arc.

The regions detected for the eyelids are excluded from the iris image.

The segmented iris image is normalized and converted from Cartesian image

coordinates to polar image coordinates. Then a 2D Gabor �lter is used to encode

the iris image to a binary code of 256 bytes in length. In the matching part, the

Hamming distance is used to indicate the similarity of two iris codes. A smaller
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distance means a better match. A threshold is used to determine if two iris codes

match well enough to be considered to come from the same person, or not.

Daugman reported obtaining a false accept rate (FAR) of 1 in 4million along

with a false reject rate (FRR) of zero. The testing dataset employed in [14{19]

includes several thousand eye images, but is not publicly available.

Iridian's iris recognition system [4] is based on Daugman'stechnique. The

Iridian iris recognition system involves every step in irisrecognition, including iris

data acquisition, segmentation, encoding, matching and veri�cation.

2.2 Wildes' System

Wildes' system [38] is also a patented iris recognition system. It uses the

gradient-based Hough transform to decide the two circular boundaries of an iris.

It includes two steps. First a binary edge map is generated byusing a Gaussian

�lter. Then, votes in a circular Hough space are analyzed to estimate the three

parameters of one circle (xo; yo; r ). A Hough space is de�ned as

H (xo; yo; r ) =
X

i

h(x i ; yi ; xo; yo; r ) (2.2)

where (x i ; yi ) is an edge pixel and

h(x i ; yi ; xo; yo; r ) =

8
><

>:

1 if (x i ; yi ) is on the circle (xo; yo; r );

0 otherwise:
(2.3)

The location (xo; yo; r ) with the maximum value of H (xo; yo; r ) is chosen as the

parameter vector for the strongest circular boundary.

Wildes' system models the eyelids as parabolic arcs. The upper and lower
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eyelids are detected by using a Hough transform based approach similar to that

described above. The only di�erence is that it votes for parabolic arcs instead of

circles.

Wildes' system utilizes a Laplacian pyramid decompositionto encode the iris

texture patterns. It uses normalized correlation to determine the similarity of two

iris codes. The �nal decision is obtained from a Fisher linear discriminant based

on the strength of match of each frequency band. A 100% veri�cation accuracy

was claimed when testing on 600 iris images (60 di�erent irises). The testing iris

dataset is not publicly available.

2.3 Other Algorithms

The algorithm of Boles and Boashash [6] extracts a set of one dimensional

signals from the iris image using the intensity values on a set of circular contours

centered at the pupil center, which is located using edge detection techniques.

Then the set of one dimensional signals is further encoded byusing a zero cross-

ing transformation at di�erent resolution levels. When calculating the overall dis-

similarity between two iris codes, it uses the average of thedissimilarity at each

resolution level. A 100% veri�cation and identi�cation accuracy was reported with

the experiments conducted on 11 iris images. The source of the testing iris images

was not indicated.

In an algorithm proposed by Ma et al. [32], the iris images areprojected to

the vertical and horizontal directions to estimate the center of the pupil. This

saves time in searching for the iris boundaries. After normalizing the located iris

patterns, the image contrast is enhanced by subtracting estimated background

illumination. When extracting the iris patterns, a �lter mo dulated by a circularly
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symmetric sinusoidal function is employed. Instead of using the whole iris image,

their region of interest is constrained to the area close to the pupil because in

this area the pupil texture is claimed to be more abundant. Bydoing this, they

avoid the eyelid and eyelash noise. Their representation ofthe iris is a feature

vector of length 1,536 bits. A Fisher linear discriminant isused to reduce the

dimension of the feature vector. The minimum distance classi�er is utilized in

classi�cation. The algorithm was tested on the CASIA version 1 dataset [1]. The

reported identi�cation rate is 99.43%, and the FAR is 0.001%while the FRR is

1.29%. The iris images in the CASIA dataset are not raw imagesobtained directly

from the data acquisition. In each image, the pupil region was modi�ed manually

so that it contains a circular region of constant intensity level. So the e�ectiveness

of the segmentation algorithm described in this paper needsevaluation on original

iris images before an accurate judgement can be made.

In [34], a feed forward and back propagation neural network (NN) is used in

the classi�cation step. In the segmentation stage, the pupil region is �rst detected

with a linear threshold method followed by using Freeman's chain code [23]. Then

a contrast �lter is applied to the image to enhance the intensity di�erence in the

iris image. The limbic boundary is decided by checking the intensity values along

a horizontal line passing through the detected pupil center. The segmentation

stage of this approach was not very successful. A 78.6% segmentation accuracy

was claimed by testing on CASIA iris database which, as notedabove, contains

manually edited pupils. As indicated earlier, the e�ectiveness of the segmentation

algorithm needs evaluation on original iris images. There are three layers in the

NN: one input layer, one hidden layer, and one output layer. The input layer

is corresponding to the iris feature vector. The number of input units equals to
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the length of the iris feature vector. The number of output units equals to the

number of subjects involved in the experiments. The number of the hidden nodes

is equal to half the number of input nodes. To reduce the computation complexity,

they utilized a Singular Value Decomposition (SVD) and Independent Component

Analysis (ICA) to reduce the length of the iris pattern vectors, and thus reduce

the number of input units of the NN. The experimental resultsdemonstrate that

using ICA works much better than using SVD. The identi�cation rate on the

CASIA data set is 92.1% when using ICA to decrease the input vector to a length

of 50.

Kong and Zhang [28] proposed an eyelash and re
ection segmentation in their

algorithm. The overall system is developed based on the algorithm of Boles and

Boashash [6] with the addition of an eyelash and re
ection segmentation model.

The iris segmentation is implemented by using curve �tting approaches. The

eyelashes are sub-classi�ed as separable eyelashes and multiple eyelashes. The

separable eyelashes are segmented using a Gabor �lter. The multiple eyelashes

are segmented by checking if the variance of intensity of a given area is less than

a threshold. Re
ections can be distinguished as strong re
ection and weak re
ec-

tion. The strong re
ections are detected by setting a threshold for the intensity

value, and the weak re
ections are detected by using a statistical model on the

intensity distribution. They tried four types of 1-D wavelets (Mexican hat, Haar

wavelet, Shannon, and Gabor) to extract the iris features. In matching, the dis-

similarity between a pair of iris codes is de�ned byL1 norm. They claimed a equal

error rate (EER) of 11%, which was reduced 3% by using their eyelash and re
ec-

tion segmentation model. The testing dataset was composed of 238 iris images

(48 irises). The source of the dataset was not indicated.
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Chin et al. [13] proposed the use of an \S-iris encoding" which is generated

from the inner product of the output from a 1D Log Gabor �lter and secret pseudo-

random numbers. In the segmentation stage, �rst an edge map is generated using

a Canny edge detector. A circular Hough transform is used to obtain the iris

boundaries. Linear Hough transform is used in excluding theeyelid and eye lash

noises. Then the isolated iris part is unwrapped into a rectangle with a resolution

of 20� 240 using Daugman's rubber sheet model [14]. Then the �nal iris code

is generated from the inner product of the output from a 1D LogGabor �lter

and secret pseudo random numbers. In matching, Hamming distance is used

to indicate the dissimilarity between a pair of iris codes. A100% veri�cation

accuracy was reported by testing on the CASIA iris image database version 1.0

[1]. As noted earlier, the CASIA images are manually processed, meaning no claim

about automatic processing is appropriate.

Schmid [37] proposed an algorithm to predict the iris biometrics system per-

formance on a larger dataset based on the Gaussian model constructed from a

smaller dataset. It analyzes the performance of Masek's system [33]. In the

matching stage, it uses a sequence of K iris codes to represent an iris subject. So

the distance between a pair of iris subjects is de�ned as a K-dimensional Ham-

ming distance, modeled as Gaussian distribution. The Gaussian models were con-

structed on the CASIA dataset [1] and West Virginia University (WVU) dataset

separately. When using Shapiro-Wilk test to evaluate the �tness of the model, it

�ts better on the CASIA dataset than on the WVU dataset.

Researchers have begun to pay attention to iris images with lower qualities, or

taken under less controlled conditions than used by currentcommercial systems.

Dorairaj et al. [21] proposed an iris recognition system dealing with o�-angle iris
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images. It is assumed that the approximate value of the o�-angle is known. The

exact angle of non-frontality is computed by maximizing theHamming distance

between the o�-angle iris image and a frontal view iris imagefrom the same subject

if available, or by minimizing Daugman's integrodi�erential operator [14] when no

frontal view iris image from the same subject is available. Then the o�-angle is

adjusted to a frontal view using a projective transform.

Kang et al. [26] discussed how to overcome the problem of defocusing. They

�rst estimate the focus score by measuring the high frequency components after

a convolution with a kernel of a size of 5x5 pixels. If the estimated focus score is

lower than a threshold of 80, the defocused iris image will berestored to a focused

image before further experiments. The relation of between the defocused image

d(x; y) and the focused imagef (x; y) is de�ned in Equation 2.4

d(x; y) = b(x; y) � f (x; y) + n(x; y); (2.4)

where b(x, y) is the blurring function and n(x,y) is the noisefunction. In the

frequency domain, the clear image (focused) F(u, v) can be obtained from the

defocused image D(u, v) by using Equation 2.5

F (u; v) =
D(u; v)
H (u; v)

; (2.5)

where H(u, v) is the degradation function which can be estimated by a set of

training data. When H(u,v) is zero, a constant will be added to it to avoid

the divide by zero errors. The proposed algorithm was testedon the CASIA [1]

dataset. Examples are shown of turning \false reject" to \true accept" because

of restoration. The restriction of the paper is that the defocus iris images are
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arti�cially blurred.

Fancourt et al. [22] discussed the problem of iris recognition using images

acquired at up to 10 meters away. The pictures were captured with the aid of

a telescope. The pictures have a resolution of 640x480. The automatic segmen-

tation algorithm was based on [8]. They also used manual irissegmentation as

a bootstrap to the automatic segmentation. The similarity between the gallery

image and probe image is measured by the average correlationcoe�cient over

sub-blocks with a size of 12x12 pixels. They tested the algorithm on two iris

databases with no subjects in common. There are 50 subjects (50 irises) in the

database I, and 200 subjects (247 irises) in the database II.Neither of these two

databases is available to the public.

2.4 Summary

In recent years, a lot of work has been done in the �eld of iris recognition.

However, the lack of large-scale experimental evaluation on a public iris dataset

is still a restriction in iris recognition. CASIA [1] is the public iris dataset used

most frequently in iris recognition publications. It was once the biggest public

iris dataset available to researchers. However as indicated earlier, the iris images

in the CASIA version 1 dataset are not original images. It is not proper to use

the CASIA dataset to evaluate iris segmentation algorithms. The Iris Challenge

Evaluation (ICE) dataset 1.0 is bigger. The images in ICE dataset are original

iris images obtained from the data acquisition conducted atUniversity of Notre

Dame. Since its release in 2005, it has already been distributed to more than 40

research groups (as of early 2006) and and 9 groups presentedresults publicly on

this dataset [2].
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CHAPTER 3

Data Acquisition and Data Sets Selection

The iris images used in our experiments were from the iris data acquisition

we conducted at University of Notre Dame. In this chapter, wewill introduce

how we did the data acquisition and how we chose the iris data sets used in our

experiments.

3.1 Data Acquisition

We used the Iridian LG EOU2200 system [4] [14], shown in Figure 3.1(a), to

perform the data acquisition. There is a rectangle in the middle of the re
ecting

mirror on the system. It is used to help people to position their eyes in the required

location. There is one infra-red light at the top, one at the bottom left, and one

at the bottom right.

We conducted image acquisition sessions on a weekly basis during the academic

year. (Each person signed an IRB approved consent form for each acquisition

session.) After the operator starts the program, each person participates in the

acquisition one by one. As shown in Figure 3.1(b), the personsits before the

camera, and puts her left eye close to the camera and looks into the rectangle in

the camera. The distance between the eye and the system should be around 6

inches. If the distance is not appropriate, the system will provide voice feedback
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(a) Iridian LG EOU 2200 system

(b) Subject positioned for image acquisition

Figure 3.1. Iridian LG EOU 2200 system.
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with \move in a little" or \move back a little" to guide people to adjust their

position.

The system performs data acquisition in \shots" of three images. Each of the

three images in a shot employs one of the three infra-red illuminators (indicated

as red points in Figure 3.1(a)) in the LG EOU2200. Two shots ofthe left eye and

two shots of the right eye are acquired in each subject session. Figure 3.2 shows

an example of three images obtained from the same shot. The re
ection highlight

positions are obviously di�erent in these three images. Among the three iris pic-

tures, the system automatically selects the best one according to its own criteria

and reports segmentation results and quality metrics for it. The quality metrics

give the following information: \Iris Sclera Contrast", \I ris Pupil Contrast", \Av-

erage Iris Intensity", \Iris Texture Energy", \Percent Iri s", \Focus Value", and

\Motion Blur". In our experiments, we mainly consider the in
uence of the qual-

ity metrics \Percent Iris", \Focus Value", and \Motion Blur ". The segmentation

results automatically returned by the Iridian system give the centers and radii of

the two circles used to localize the iris. In Figure 3.2(a), the iris image selected

by the system is the one using the top light. Table 3.1 lists the quality metrics

returned by the Iridian system for this iris image. The breakdown of system-

selected images for the top, left, and right IR LED is 25.5%:36.6%:37.9%. We

also get independent iris segmentation results from the NDIRIS implementation

described below.

The iris images have a resolution of 640 x 480, and an intensity value is scaled

to use an 8-bit range. The system automatically scales the contrast of the acquired

image to use the 0 to 255 range. However, every third intensity level is unused.

This can be seen in the histogram in Figure 3.3.
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Figure 3.2. Three iris pictures obtained from one shot.
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Figure 3.3. Intensity histogram of Figure 3.2(b).
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TABLE 3.1

The quality metrics returned by the Iridian system for the iris image

shown in Figure 3.2(a).

name value

Iris (x, y, r) (226, 298, 114)

Pupil(x, y, r) (228, 288, 41)

Percent Iris 98

Focus Value 98

Motion Blur 0

Because of the user cooperation required by the system, the iris generally

takes up a large portion of an image. The typical diameter of an iris is about

228 pixels. The time for taking four shots (twelve pictures)for each person varies

from several seconds to several minutes. It depends both on the familiarity of the

person with the system, and on their ability to position the eye and to keep the

eye stable. The iris data acquisition time is de�ned as the time needed to take

four continuous successful shots for one person. When a shotfails in the middle

of the data acquisition for one person, we have to retake the pictures from the

�rst shot, and the previous time will still be taken into account. For the data

acquisition conducted in the spring semester of 2004 (15 weeks), the time varies

from 13 seconds to 276 seconds. The mean value is 22.9 secondsand the median

value is 18 seconds. The histogram of the time distribution is shown in Figure

3.4.
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Figure 3.4. The histogram of the distribution of the data acquisition
time for each person.
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3.2 Data Sets

After data acquisition, we �rst excluded some images of verypoor quality

from our experiments. These poor quality images include thefollowing cases:

poor focus, serious motion blur, and not an image of the eye atall. Figure 3.5

shows some examples of such poor quality images.

For each person, the left eye and right eye are treated as di�erent enrollments.

This is because it is claimed that the iris texture pattern isas di�erent for the

two eyes of the same person as it is for two di�erent persons. From the pictures

of each subject, we selected the �rst image of good quality asthe gallery image.

The de�nition of \good quality" is explained in the next paragraph. The images

taken at a date at least a week after the gallery images are used as probe images.

The experiments reported here do not use any commercial software for en-

rollment and recognition. The NDIRIS implementation described below is used

for enrollment and recognition. However, the quality metrics reported with the

Iridian image acquisition software give some hints to the image quality, and this

is used in selecting an image for enrollment and categorizing the quality of images

used for recognition. As mentioned above, for each shot, thesystem took three

pictures and selected the best one. The images selected by the system composed

the set of candidates for the gallery images. The size of the candidate pool was

further decreased by a threshold on the parameter \percent iris". We only use the

images with a \percent iris" greater than 80 as gallery images. We examined the

remaining candidates one by one, and excluded some bad images not rejected by

the system automatically.

Table 3.2 shows the distribution of the gallery images and the probe images.

Figure 4.1(a) shows one example gallery iris image. The probe images are of
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varying quality levels. As shown in Table 3.2, around one-third of the probe

images have quality metrics provided by the system. The distribution of \percent

iris" for the probe images with quality metrics is shown in Table 3.3. All the

probe images were taken later in the time than the corresponding gallery image.

The image quality can vary due to the percent of the iris area occluded, the

degree of blur in the image, or both. The number of probe images corresponding

to each gallery image is not evenly distributed. Table 3.4 shows the number of

gallery images in each group, which is divided by the number of probe images that

each has. There are varying numbers of iris images per person, depending on the

number of data acquisition sessions that the person attended and the number of

images dropped in quality control screening. The �rst column of data in Table 3.4

indicates that there were 59 enrolled iris images that had between 0 and 9 probe

images each. 56% of subjects were males and 44% subjects werefemale.

TABLE 3.2

Image counts by eye and by the presence of vendor-reported quality

metrics.

Gallery Set Probes total (A) Probes with quality met-
rics (M)

Left (L) 316 12,697 4,249

Right (R) 327 12,497 4,200
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TABLE 3.3

The distribution of \percent iris" for the probe dataset.

Percent Iris < 50 50-59 60-69 70-79 80-89 90-99 100

Left 0.3% 1.4% 4.5% 16.0% 31.9% 43.7% 2.2%

Right 0.3% 1.3% 4.8% 15.8% 32.2% 42.5% 3.1%

The iris data acquired using this system at the University ofNotre Dame has

been or will be released by the Iris Challenge Evaluation (ICE) [22], a program

jointly sponsored by several U.S. Government agencies interested in evaluating

the performance of iris recognition technologies. The \ICE2005" dataset that

has been released contains 1,528 left iris images (120 irises) and 1,425 right iris

images (124 irises). We also report results on a larger dataset of 25,094 images.

The ICE 2005 data is a subset of this larger set.

3.3 Ground Truth Veri�cation

In an experimental evaluation, there are at least four possible causes of an

\incorrect recognition" result (false accept in a veri�cation context, or wrong

identi�cation in an identi�cation context). One possibili ty is that two di�erent

irises truly have very similar appearance in an image. A second possibility is that

image noise or artifacts cause two di�erent irises to have more similar appearance

than they should. A third possibility is that some defect mayexist in the matching
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TABLE 3.4

The distribution of the probe images.

# of
probe
images

0-9 10-19 20-29 30-39 40-49 50-59 60-69 70-79 80-89

# of
gallery
images

59 29 21 32 54 24 47 48 3

algorithm. A fourth possibility is that the labeled identity (\ground truth") of an

image may be incorrect. In our context, for example, a \ground truth" error could

occur if a subject is prompted to position their left eye for imaging but instead

positions their right eye. Given the very high accuracy claimed for iris recognition,

it is important that particular attention be paid to minimiz ing the possibility

of ground truth labeling errors. For the images used in this study, the image

acquisition records were manually reviewed to check the subject identi�cation

number, each image was manually viewed to check that it was the left/right eye

as indicated by the acquisition records, and all detected ground truth errors were

corrected. We believe the ground truth labeling to be fully correct. However, if

there were still somehow an error rate of 1 in 10,000 in the ground truth labeling,

that would mean 2 to 3 errors in the data set used.

3.4 Summary

We have collected an iris image dataset of over 25,000 iris images from over

300 persons (over 600 irises) using an LG EOU 2200 system. When collecting the
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dataset, we intentionally allowed a broader image quality range than that allowed

by default in current commercial iris recognition systems.The iris images used in

our experiments have been, or will be released as part of the ICE program [2].
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(a) Out of focus (b) Motion blur

(c) No eye

Figure 3.5. Examples of iris images with poor quality.
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CHAPTER 4

The ICE Baseline Implementation

The iris segmentation step localizes the iris region in the image. Figure 4.1 is

an example of an iris image and the segmentation results fromour implementa-

tion called ND IRIS. The encoding stage uses �lters to encode iris image texture

patterns into a bit vector code. The corresponding matchingstage calculates the

distance between iris codes, and decides whether it is a match (in the veri�cation

context), or recognizes the submitted probe iris from the subjects in the gallery

set (in the identi�cation context).

We started with Masek's open source implementation of a \Daugman-like"

recognition algorithm [33] to do the experiments. Masek's implementation was

written in MATLAB. We rewrote the whole program in C. The ICE baseline is a

C++ translation of our C re-implementation with modi�catio ns for optimization

in speed and memory usage. It is compatible with Biometric Experimentation

Environment (BEE). In this chapter, we will introduce the algorithms used in the

ICE baseline.

4.1 Iris Localization

The noise processing is often included in the segmentation stage. Possible

sources of segmentation noise are eyelid occlusions, eyelash occlusions, specular
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(a) Gallery image (04878d210) (b) Segmentation result

Figure 4.1. An example image of gallery image and the segmentation
result. The pupil and iris boundaries shown here were found by the

software automatically.

highlights, and shadows. The bright spot in the top of the pupil region in the

image in Figure 4.1 is an example of a specular highlight.

In the ICE baseline code, the pupillary and limbic boundaries of the iris are

localized in the same way. A Canny style edge detector [9] is used to generate

the edge map. Then after performing a circular Hough transform, the maximum

value in the Hough space corresponds to the center and the radius of the circle.

The algorithm �rst detects the limbic boundary from the whole iris image. Then

it detects the pupillary boundary within the detected limbic boundary.

4.1.1 Edge Map

When using the Canny edge detector [9] to generate the edge map, it �rst uses

a Gaussian �lter, de�ned in Equation 4.1, to smooth the iris image. Then it uses

a �rst derivative operator on the smoothed image. Non-maxima suppression is

used to set zero values on the pixels that are not actually on the ridge top, so
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that only the dominating edges are generated. Then it uses two thresholds T1

and T2 (T1 > = T2) to control the �nal output edge map. All the pixels with a

value higher than T1 are marked as edge points. All the pixelsadjacent (using

eight connectivity) to edge points and with a value higher than T2 are marked as

edge points. Figure 4.2 shows the generated edge map for the iris image shown in

Figure 4.1(a). The detected edge points are shown in white.

G(x; y) =
1

2�� 2
e� x 2 + y 2

2� 2 ; (4.1)

where � is the standard deviation. The� value used in ICE baseline code is 1.

4.1.2 Finding A Circle

The circle is found by voting based on circular Hough transform. Each edge

point found in the previous step can generate votes for a family of circles with

di�erent radii and center points. The maximum value (x, y, r) in the Hough space

gives the parameters for the circle.

It �rst searches for the limbic boundary for the iris on the whole iris image.

Then it searches for the pupillary boundary for the iris within the already located

limbic boundary.

In our recognition experiments we used both the localization results from the

ICE baseline algorithm and the Iridian LG 2200 system reported results for com-

parison to the ND IRIS results. Figure 4.1(b) shows an example of the segmen-

tation found by our implementation.
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Figure 4.2. An example of generated edge map (04878d210).
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Figure 4.3. The iris image after noise processing (04878d210).

4.2 Noise Processing

In our experiments, we considered both the occlusion by eyelids and lighting

highlights. These two types of noises are detected independently. There is an

option to turn on/o� each type of noise detection. The default option is to use

only eyelid detection. The eyelids are modeled as lines. When detecting the top

lid and the bottom lid, a Canny edge detector [9] is used to generate the edge

map. Then the line is located using a linear Radon transform [7, 20]. The pixels

with value greater than 240 are treated as highlight noise. Figure 4.3 shows the

result after noise processing. The eyelid noise and highlight noise are marked in

black. In this case, no highlight is found within the iris area.
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4.3 Encoding

In order to reduce the e�ect of the scale di�erence of iris images, normalization

is utilized before encoding. As shown in Equation 4.2 and Figure 4.4, the original

iris image is transferred from Cartesian image coordinates(x; y) to polar image

coordinates (r; � ) using Daugman's rubber sheet model [14].

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

I (r; � ) = I (x(r; � ); y(r; � ))

x(r; � ) = ( Rpupil + r �j AB j
20 ) � cos�

y(r; � ) = ( Rpupil + r �j AB j
20 ) � sin�

jAB j =
p

d � K �
p

d � K 2 � d + R2
iris � Rpupil

d = ( xO � xO0)2 + ( yO � yO0)2

K = cos(� � arctan( yO � yO 0

xO � xO 0
) � � );

(4.2)

whereI is the intensity value of a pixel in the image. As shown in Figure 4.4, the

reference point of the Cartesian image coordinates is at thepupillary boundary

center O. O0 is the center of the limbic boundary. A and B are the points on

the pupillary boundary and limbic boundary respectively atthe angle � . The

unwrapped image is of size 20(r ) � 240(� ). Figure 4.5 shows the normalized and

unwrapped iris image. The noise regions in the iris image areshown in white in

its corresponding iris mask.

Now we will illustrate how to encode one row of an iris image. The row of the

image is X = [P(1), P(2), ... ,P(N)]. We �rst do a discrete Fourier transform (DFT)

on the vector X to get vector Y (shown in Equation 4.3). Then wemultiply vector

Y and a 1-D log-Gabor wavelet to get the vector Z (shown in Equation 4.4). The

1D Log-Gabor function is de�ned in Equation 4.5, wheref 0 denotes the central

frequency and� denotes the bandwidth. We used only one �lter, and we used a
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Figure 4.4. Converting Cartesian coordinates to polar coordinates.

(a) Normalized and unwrapped iris image

(b) Iris mask

Figure 4.5. Unwrapped iris image and its mask.
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center frequency off 0 = 18, and a bandwidth of � = 0:5. Finally, using an inverse

DFT on the vector Z to get the vector D (shown in Equation 4.6).

Yk =
NX

n=1

xne� j 2� (k� 1)(n� 1)=N ; (4.3)

whereeja = cos(a) + jsin (a)

Zk = Yk � Gk ; (4.4)

where G is the 1D log-Gabor �lter de�ned as:

G(f ) = e
� log ( f=f 0 ) 2

2log ( �=f 0 ) 2 (4.5)

Dn =
1
N

NX

k=1

Zke� j 2� (k� 1)(n� 1)=N (4.6)

The output of the Gabor �lter includes two parts: the real part and the imag-

inary part. As shown in Figure 4.6, after the decomposition by 1D Log-Gabor

�lters, the phase angle at each output point is quantized to two bits. So the re-

sulting template is of size 20� 480. There is a related mask matrix of the same

size. Mask(i; j ) is set to 1 if the corresponding position in the template is an

image pixel detected as noise.

4.4 Matching

The Hamming distance (HD) is used to indicate the dissimilarity of two iris

codes. As de�ned in Equation 4.7, the HD is de�ned as the number of di�erent

bits in the two codes divided by the total number of valid bits. As de�ned in
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Figure 4.6. Illustration of how to quantize the phase to two bits.

Equation 4.8, a bit (i; j ) is valid if the correspondingmask(i; j ) is zero in both of

the iris codes. A smaller HD means a better match. In order to overcome rotations

of the iris, circular shifting is used when calculating the HD. When calculating

HD between A and B, we �x the code A, and shift the code B from� 15� to

+15� with a increment of 1:5� each time. The minimum HD from these 20 shift

positions is used as the reported HD. Figure 4.7 shows one example of the reported

HDs corresponding to di�erent rotations. The curve \same iris" shows the HDs

between the iris images (a) and (b) in the �gure, and the curve\di�erent iris"

shows the HDs between the iris images (b) and (c), as a function of the rotation

amount applied.

HD (A; B ) =
1

P
i;j V alid(i; j )

X

i;j

((A(i; j ) xor B(i; j ) and valid(i; j )) ; (4.7)
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wherevalid(i; j ) is de�ned in Equation 4.8.

valid(i; j ) =

8
><

>:

1 if maskA(i; j ) = 0 and maskB(i; j ) = 0;

0 otherwise:
(4.8)

We compared 250 templates generated by the MATLAB code implemented by

Masek and our C code. The maximum HD di�erence is 0.0053, and the mean

HD di�erence is 0.00015. These are very small values, indicating that our C code

computes nearly the same iris bit vectors as the Masek MATLABcode over a

large number of images. We assume that the small observed di�erences are due

primarily to di�erent 
oating-point calculation error. A H D threshold of 0.32 is

used for veri�cation experiments.
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(a) Iris I (02463d834) (b) Iris I (02463d1154) (c) Iris II (04878d210)

0 1.5 3 4.5 6 7.5 9 10.5 12 13.5 15
0.25

0.3

0.35

0.4

0.45

0.5

0.55

Rotation Range (Degrees)

H
am

m
in

g 
D

is
ta

nc
e

same iris
different iris

Figure 4.7. Hamming distance from considering up to some maxamount
of rotation.
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CHAPTER 5

Experiments on the ICE Baseline1

5.1 Basic Experiment

For all the images in the probe set, the rank-one recognitionrate for the left eye

images is 89.64%. As noted earlier, only approximately 1/3 of the probe images

have the Iridian LG 2200 system reported localization results.

We calculated the HD between each probe image and each gallery image.

Figure 5.1 shows the distribution of the HDs. When using HD criterion 0.32 for

a veri�cation result, the false reject rate (FRR) is 44.73%,and the FAR is 0.00%.

When using HD criterion 0.4, the FRR is 12.80%, and the FAR is 0.03%.

The images with quality metrics automatically computed by the LG 2200

system are images with relatively higher quality. For all the 4,249 probe images

with quality metrics, the recognition accuracy for the lefteye images is 90.92%

(using ICE baseline's segmentation, denoted as ICEIRIS) and 96.61% (using LG

2200 reported localization results, denoted as Iridian). This shows that for the

images with LG 2200 quality metrics, the rank-one recognition rate is around

5.7% higher than considering all the images when using ICE localization results.

Thus we concluded that the Iridian system has a more accurateiris localization

1This chapter is based on the paperExperimental Evaluation of Iris Recognition, presented
at Face Recognition Grand Challenge Workshop, 2005.
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Figure 5.1. The distribution of the Hamming distance for thebasic
experiments.

than in the ICE baseline approach. Figure 5.2 shows the ROC curves for the iris

veri�cation experiments using the above three settings.

5.2 The Impact of Quality Metrics on The Probe Sets

We considered the impact of the three LG 2200 image quality metrics { \Per-

cent Iris", \Focus Value", and \Motion Blur" on the rank-one recognition rate,

one by one.

Tables 5.1-5.3 show the breakdown of the subset of images selected by the

Iridian system for computing performance metrics. They arebroken down by the

number with di�erent levels of percent iris (Table 5.1), focus value (Table 5.2),

or motion blur (Table 5.3) as reported in the quality metrics. For each level of

percent iris, focus value, or motion blur, the rank-one recognition rate for the ICE
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Figure 5.2. The ROC for iris veri�cation experiments.
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and Iridian iris segmentation is reported. The gallery setsare the same as in the

basic experiment. We only observe the impact of the three metrics on the probe

sets. It is clear that a higher \Percent Iris" leads to a higher rank-one recognition

rate. It seems that a higher \Focus Value" �rst helps to improve the rank-one

recognition rate, then decreases the rate a little. As to thequality metric \Motion

Blur", there is not any obvious trend.

TABLE 5.1

The impact of the percent iris measurement on rank-one iris recognition

rate.

percent iris <50 50-59 60-69 70-79 80-89 90-99 100

# of exam-
ples

12 61 189 680 1355 1858 94

ICE 33.3% 62.3% 74.6% 83.8% 90.6% 96.6% 93.6%

Iridian 50.0% 70.5% 86.2% 94.1% 97.3% 99.0% 100.0%

\Percent Iris" is a dominating quality metric. We tried to �x the value of

\Percent Iris" and vary the other two metrics. The results are shown in Table

5.4 and Table 5.5. The probe images are all chosen to have a percent iris greater

than 90. We noticed that in Table 5.5, there is one case where the accuracy using
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TABLE 5.2

The impact of the focus value measurement on rank-one iris recognition

rate.

Focus value <40 40-49 50-59 60-69 70-79 80-89 90-99 100

# of exam-
ples

8 0 539 484 530 680 1,862 146

ICE 62.5% N/A 92.0% 91.9% 90.2% 91.5% 90.8% 86.3%

Iridian 87.5% N/A 97.2% 97.5% 97.5% 96.6% 96.2% 93.8%

our implementation is higher than that using the Iridian reported locations. This

is because the sample size is very small and the Iridian segmentations happened

to have one inaccurately segmented gallery image, which caused mismatch. Table

5.4 does not show any obvious e�ects of \focus value". Table 5.5 shows that a

higher \motion blur" helps to improve the rank-one recognition rate.

5.2.1 The Impact of Quality Metrics on The Gallery Sets and The Probe Sets

In this part of the experiments, we used the same quality metrics rule for both

the gallery set and the probe set. For each subject, the �rst image �tting the rule

was set as the gallery image, and other images �tting the ruleand taken after the

gallery image were included as the probe images.

Table 5.6 shows the impact of \percent iris" on rank-one irisrecognition rate.

It con�rms that a higher \percent iris" helps to improve the rank-one recognition

rate. When using ICE baseline segmentation, for the experiments of using iris
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TABLE 5.3

The impact of the motion blur measurement on rank-one iris recognition

rate.

Motion blur 0-4 5-9 10-14 15-19 20-24 25 and above

# of exam-
ples

3,145 629 291 156 26 2

ICE 90.8% 91.9% 90.0% 94.9% 73.1% 50.0%

Iridian 96.6% 96.8% 96.2% 98.1% 92.3% 100.0%

images with percent iris greater than 90, there are 63 errorsin rank-one recogni-

tion. In the 63 cases, there are 52 cases caused by serious iris segmentation errors

either from the related gallery image or from the related probe image, or both. It

con�rms again that inaccurate segmentation is a key problemin iris recognition.

It shows that even the commercial system is not 100% accuratein iris segmenta-

tion. Figure 5.3 shows the wrong segmentation examples using ICE segmentation

and the Iridian system's reported segmentation.

Then we further examined the impact of focus value on these iris images with

percent iris greater than 90. The images are divided into twogroups according to

whether the focus value is greater than 80 or not. For each of the group, there are

some subjects for whom we could not �nd suitable gallery images. So the number

of the gallery images in each of the two groups is less the number of gallery images

when not di�ering focus values. The results are shown in Table 5.7. We observed

that using images with higher focus value gives a better result than using images

with lower focus values. But for both groups, the results arenot higher than the
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TABLE 5.4

The impact of percent iris and focus value on rank-one iris recognition

rate.

Focus
value

<40 40-49 50-59 60-69 70-79 80-89 90-99 100

# of ex-
amples

2 0 263 221 243 306 754 46

ICE 100% N/A 97.0% 97.3% 96.7% 96.7% 96.3% 91.3%

Iridian 100% N/A 99.6% 99.1% 99.2% 99.0% 98.7% 100.0%

result of not splitting the iris images into di�erent groups according to the focus

values.

When not splitting iris images into sub groups according to the focus values,

there are a total of 7 wrongly matched iris images in the probeset. In the experi-

ments of splitting iris images according to focus values, 2 of them become gallery

images, 1 of them becomes a probe image with focus< = 80 (it is still wrongly

matched there), and 3 of them become probe images with focus greater than 80

(two of them are still wrongly matched, and one of them is corrected).

In the experiments of using images with focus< = 80, there are two new

wrongly matched images. These two images come from the same subject. The

details are shown in Figure 5.4. The image in Figure 5.4(c) isvery dark. Even

by using 5.4(a) as the gallery image, the HD is very large. Theimage in Figure

5.4(d) is very good. It is easily classi�ed correctly when using 5.4(a) as the gallery

image. The presence of a contact lens might be a problem when using 5.4(b) as
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TABLE 5.5

The impact of percent iris and motion blur on rank-one iris recognition

rate.

Motion blur 0-4 5-9 10-14 15-19 20-24 25 and above

# of exam-
ples

1,340 286 122 82 4 1

ICE 96.2% 96.2% 97.5% 98.8% 100% 100%

Iridian 99.0% 99.0% 99.2% 100% 75.0% 100%

the gallery image.

In the experiments of using images with focus value greater than 80, there is

one new wrongly matched iris image. The iris patterns in Figure 5.5(b) and 5.5(c)

are not very similar. But from the shape of the eyelid, it seems obvious that they

are from the same subject.

5.3 Noise Processing

In the above experiments, we considered the \noise" of eyelid occlusion. Now

we also consider specular highlights. Table 5.8 shows the result of the combination

of turning on or turning o� the eyelid noise option and the highlight noise option,

as described in Section 4.2. All the images are with \percentiris" greater than 90.

The rank-one recognition rate is the highest with both noiseoptions on. Also, it

appears that specular highlights are not as serious a problem on average in this set

of images as eyelid occlusion. This is likely because for most images, the specular

highlight appears in the pupil region and so does not a�ect iris texture.
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TABLE 5.6

The impact of percent iris (gallery & probe) on rank-one irisrecognition

rate.

Percent iris >80 >90 >95

# of gallery examples 317 249 182

# of probe examples 3,307 1,838 962

ICE 94.0% 96.8% 97.1%

Iridian 98.4% 99.6% 99.7%

5.4 Multiple Gallery/Probe Images

In previous experiments, we used only one gallery image and one probe image

for each match. According to [11], using multiple gallery/probe images helps

to improve performance. Therefore, we did some experimentsusing multiple

gallery/probe images for each match. The multiple gallery/probe images are not

necessarily taken on the same day.

5.4.1 Multiple Gallery Images

In this part of the experiments, we increased the number of gallery images for

each subject from one to four. We selected another three gallery images for each

subject from the old probe image set. All the gallery images are with \percent

iris" greater than 80. For each subject, the remaining probeimages are taken

after all its gallery images are used as the probe images. We tried two methods

to utilize these multiple gallery images for recognition.
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TABLE 5.7

The impact of focus value (probe and gallery) on rank-one iris

recognition rate.

Percent iris > 90 Percent iris > 90 Percent iris > 90

focus value<=80 focus value>80

# of gallery
examples

249 173 227

# of probe
examples

1,838 587 963

ICE 96.8% 94.2% 96.4%

Iridian 99.6% 99.5% 99.6%

We use the same rule to do matching. When we recognize one probe image, the

gallery image with the minimum Hamming distance is considered as the matched

subject. The only di�erence from previous experiments is that there are four

gallery images for each subject now. So for each match, thereare four gallery

images (denoted asGi , i 2 [1::4]) and one probe image (denoted as P). The

resulting Hamming distance for each match is de�ned as the minimum Hamming

distance betweenGi and P. Table 5.9 shows the results of using the whole probe

set and using the probe images with quality metrics.

Figure 5.6 compares the results of enrolling single galleryimage and multiple

gallery images. In the �gure, the x axis indicates the experiment settings. For

example, ICE ALL means using ICE baseline segmentation on the whole probe

set. IRIDIAN METRICS means using Iridian's segmentation on the probe im-
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TABLE 5.8

The impact of noise processing on rank-one iris recognitionrate.

Eyelid on off on off

Highlight on on off off

ICE 96.84% 96.19% 96.84% 95.84%

Iridian 99.67% 99.46% 99.62% 99.51%

ages having quality metrics. The results show that for each experiment setting,

enrolling four images outperforms enrolling one image.

When enrolling four gallery images, it will help to decreasethe within class

Hamming distance, which in turn will help to improve the rank-one recognition

rate. Meanwhile, it also has a chance to decrease the between-class Hamming

distance, which in turn has potential to introduce new error. Table 5.10 shows the

detailed results of the setting IRIDIAN METRICS (using Iridian's segmentation

on the probe images having quality metrics).

5.4.2 Multiple Probe Images

In this part of the experiments, instead of using four gallery images for each

match, we use four probe images for each match. For each match, there is one

gallery image (denoted as G) and four probe images (denoted asPi , i 2 [1::4]). The

resulting Hamming distance for each match is de�ned as the minimum Hamming

distance between G andPi . Table 5.12 shows the results of using the whole probe

set and using the probe images with quality metrics. Figure 5.6 shows that using
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TABLE 5.9

The impact on rank-one iris recognition rate of using four gallery images.

Percent iris all probe images probe images with quality metrics

# of gallery
examples

932 932

# of probe
examples

8472 2831

ICE 94.3% 95.8%

Iridian N/A 98.9%

four probe images for each match outperforms using four gallery images for each

match.

5.4.3 Multiple Gallery Images and Multiple Probe Images

In this part of the experiments we combine the above subsections together.

For each match, there are four gallery images (denoted asGi , i 2 [1::4]) and four

probe images (denoted asPj , j 2 [1::4]). The resulting Hamming distance for

each match is de�ned as the minimum Hamming distance betweenGi and Pj .

Table 5.12 shows the results of using the whole probe set and using the probe

images with quality metrics. Figure 5.6 shows that using four probe images and

four gallery images together outperforms using four gallery or probe images for

each match.

When using Iridian segmentation, there are two incorrect matches when using
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TABLE 5.10

The comparison of rank-one recognition errors using single/multiple

gallery/probe images.

# of errors
in common

# of errors of
ICE metrics only

# of errors of Irid-
ian metrics only

#27 117 4

four gallery images and four probe images for each match. These two mismatches

are from the same subject. The images involved in the incorrect matches are

shown in Fig 5.7.

5.5 Experiments With The \FaceIt" System

To compare the recognition accuracies of iris and face biometrics, we did face

recognition experiments on the face images taken on the samepeople on the same

days as what we did in the iris recognition experiments. We used FaceIt (version

5.2) face recognition technology, a commercial face recognition system, to do the

experiments.

The face images used in the experiments are color images witha resolution

of 1,704 x 2,272. FaceIt converts all the images to gray scalebefore further pro-

cessing. All the images were taken indoor with controlled lighting conditions and

facial expressions. There are two possible settings of lighting conditions: two side

lights, or two side lights plus a center light. There are two expressions: neutral

expression and smile expression. As shown in Figure 5.8, there are four possible

combinations. We did experiments on all these four settings. According to [12]
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TABLE 5.11

The impact of using four probe images on rank-one iris recognition rate.

Percent iris all probe images probe images with quality metrics

# of gallery
examples

317 317

# of probe
examples

12,368 3,968

ICE 97.0% 97.7%

Iridian N/A 99.5%

and [10], it helps to improve accuracy if the gallery set images and probe set im-

ages are of the same settings of lighting and expression combination. In each of

our face recognition experiments, the setting for the gallery set and the setting

for the probe set are the same. The eye locations were manually selected before

the images were sent to the FaceIt system. We also did the experiments of using

FaceIt automatically detected eye locations on reduced face images with a reso-

lution of 480x640, the same as what is used in the iris recognition experiments.

Table 5.13 gives the rank-one recognition rate of FaceIt forall four settings. For

each setting, the upper line shows the results of using the original resolution im-

ages with manually decided eye locations, and the lower lineshows the results of

using face images with reduced resolution and FaceIt detected eye locations. The

highest rank-one recognition rate is 98.29%, with the setting of two lights and

smiling expression.

We also tried using multiple gallery/probe images in face recognition exper-
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TABLE 5.12

The impact of using four gallery images and four probe imageson

rank-one iris recognition rate.

Percent iris all probe images probe images with quality metrics

# of gallery
examples

932 932

# of probe
examples

2,060 654

ICE 99.4% 99.5%

Iridian N/A 99.7%

iments. The results are also shown in Table 5.13. When using four gallery and

four probe images together for each match, FaceIt achieved arank one recognition

rate of 100% for each of the four lighting/expression settings.

We compared the FaceIt rank one recognition rates with the iris rank one

recognition rates. The results are shown in Table 5.14. The iris recognition results

are from the experiments of using Iridian reported segmentation results. When

using FaceIt with the manually decided eye locations on the original face images,

FaceIt outperforms ND IRIS. When using FaceIt with automatically decided eye

locations on the reduced resolution face images, NDIRIS outperforms FaceIt when

using four probe images for each match, NDIRIS has a similar performance with

FaceIt when using one gallery gallery image and one probe image, and FaceIt

outperforms ND IRIS on the other two cases.
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TABLE 5.13

The rank-one recognition rates of using FaceIt.

Lighting Condition Three lights three lights Two lights Two lights

Expression Neutral Smiling Neutral Smiling

1 gallery 1 probe 97.77% 98.20% 98.20% 98.29%

480x640 95.15% 95.59% 96.25% 97.44%

1 gallery 4 probe 99.54% 99.77% 99.77% 99.77%

480x640 98.38% 98.61% 98.61% 99.30%

4 gallery 1 probe 99.62% 99.85% 99.92% 100%

480x640 99.47% 99.40% 99.70% 99.77%

4 gallery 4 probe 100% 100% 100% 100%

480x640 100% 100% 100% 100%
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(a) ICE segmentation (b) Iridian segmentation
(04869d88, wrong) (04869d88, correct)

(c) ICE segmentation (d) Iridian segmentation
(04932d57, correct) (04932d57, wrong)

Figure 5.3. Examples of wrong segmentation.
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(a) Gallery image when not di�er-
ing focus values (04727d677)

(b) Gallery image when using focus
< = 80 (04727d680)

(c) Wrongly matched image 1
(04727d691)

(d) Wrongly matched image2
(04727d704)

HD(c, a) = 0.422723 HD(d, a) = 0.252874
HD(c, b) = 0.452423 HD(d, b) = 0.452389

Figure 5.4. Examples of wrongly matched iris images (percent iris > 90,
focus< = 80).
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(a) Gallery Image when not di�er-
ing focus values (04603d429)

(b) Gallery Image when using focus
> 80 (04603d705)

HD(c, a) = 0.388926 HD(c, b) = 0.427148

(c) Wrongly matched image
(04603d747)

Figure 5.5. Examples of wrongly matched iris images (percent iris > 90,
focus> 80).
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(a) Gallery 1 (b) Gallery 2 (c) Gallery 3 (d) Gallery 4
(04780d112) (04780d115) (04780d118) (04780d130)

(e) Probe 1 (f) Probe 2 (g) Probe 3 (h) Probe 4
(04780d136) (04780d139) (04780d143) (04780d145)

Wrongly matched example 1: Min HD is between (d) and (h) = 0.433694

(i) Probe 1 (j) Probe 2 (k) Probe 3 (l) Probe 4
(04780d150) (04780d153) (04780d156) (04780d159)

Wrongly matched example 2: Min HD is between (d) and (j) = 0.404501

Figure 5.7. Examples of wrongly matched iris images when using 4
gallery images and 4 probe images for each match.
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(a) Three lights/Neutral expression (b) Three lights/Smiling expression
(04581d208) (04581d209)

(c) Two lights/Neutral expression (d) Two lights/Smiling expression
(04581d211) (04581d212)

Figure 5.8. Example of face images.
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TABLE 5.14

The comparison of rank-one recognition rates of using FaceIt and iris

recognition.

ND IRIS FaceIt faceit

(Iridian) (reduced resolution) (original resolution)

FaceIt eye loc. Manual eye loc.

1 gallery 1 probe 96.61% [95.15%, 97.44%] [97.77%,98.29%]

1 gallery 4 probe 99.5% [98.38%, 99.30%] [99.54%, 99.77%]

4 gallery 1 probe 98.9% [99.40%, 99.77%] [99.62%,100%]

4 gallery 4 probe 99.7% 100% 100%
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CHAPTER 6

Optimizations

This chapter introduces the details of our optimizations inthe stage of iris

segmentation, eyelid detection, noise re�nement, and irismatching.

6.1 Optimizations in Iris Segmentation and Eyelid Detection 1

As reported in [31], for the 4,249 probe images used in that experiment, the

rank-one recognition rate of using the ICE baseline code was90.92%. However, if

the iris location reported by the Iridian system [4] was usedinstead, the rank-one

recognition rate increases to 96.61%. Therefore it seems that there is substan-

tial room for improvement of the ICE baseline segmentation.We developed and

implemented an improved segmentation and eyelid detectionalgorithm with the

features described below.

6.1.1 Iris Segmentation

6.1.1.1 Optimization I: Reverse the Iris Boundary Detection Order.

The ICE baseline code detects the limbic iris boundary �rst,then it detects

the pupillary iris boundary by looking for peaks in the Houghspace that fall

1This section is based on the paperExperiments with An Improved Iris Segmentation Algo-
rithm , presented at Fourth IEEE Workshop on Automatic Identi�cat ion Advanced Technologies,
2005.
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within the detected limbic boundary. However, compared to the limbic bound-

ary, the pupillary boundary is relatively easier to localize for following reasons.

First, the contrast between the iris and the pupil is usuallystronger than the

contrast between the sclera and the iris. Second, in an iris image captured by the

LG EOU2200 system, the pupil is always the largest dark area with a specular

highlight within it. Third, the pupillary boundary is in
ue nced less by eyelid and

eyelash noise.

So our implementation reverses the order of boundary detection in the Hough

space relative to the ICE implementation. By detecting the more reliable bound-

ary �rst and constraining the search for the second boundarybased on the �rst,

performance is improved. Figure 6.1 shows the steps in the NDIRIS segmen-

tation. After the pupillary boundary is detected, the limbic boundary will be

detected in an area centered at the detected pupil. Figure 6.2 shows an example

of a corrected iris segmentation from this optimization.

6.1.1.2 Optimization II: Reduce the Number of Edge Points.

Examining segmentation errors resulting from the ICE baseline algorithm, we

observed that edge pixels not from the iris boundary often caused the Hough

transform to �nd an incorrect iris boundary. Such \noise" edge pixels occur due

to a variety of sources. One source is edge pixels from a specular highlight. These

highlights typically appear in the pupil region, and thus have more e�ect on the

pupillary boundary detection. These can be generally eliminated by removing

edges at pixels with a high intensity value. We remove edges at pixels with inten-

sity of 240 or greater for this purpose.

Edge pixels detected in the eyelash region can also contribute to pulling the
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(a) Original iris image. (b) Step 1: detect the pupillary boundary

(c) Step 2: detect the limbic boundary (d) Final result.

Figure 6.1. Illustration of the steps in NDIRIS segmentation
(04878d210).

(a) ICE baseline's segmentation (04842d451) (b) NDIRIS segmentation

Figure 6.2. The improved segmentation due to reversing detection order.
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(a) Before reducing edge points (b) After reducing edge points

Figure 6.3. The e�ects of reducing edge points (04878d210).

Hough transform result away from the correct result. They have more e�ect on

the limbic boundary detection. These can generally be eliminated by removing

edges at pixels with an intensity below some value. We use a threshold of 30 on

the intensity value for this.

The edge pixels from the pupillary boundary are another noise source. They

can have negative e�ects on detecting the limbic boundary. These can be gener-

ally eliminated by removing edge pixels within and near the detected pupillary

boundary.

Figure 6.3 shows an example of the edge points before and after the procedure

of reducing edge points when detecting the limbic boundary.Note that edges

associated with specular highlights in the pupil are removed, and edges in the

eyelashes are reduced. Figure 6.4 shows an example of corrected iris segmentation

resulting from this optimization.
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(a) ICE baseline segmentation (b) NDIRIS segmentation

Figure 6.4. The improved segmentation due to reducing edge points
(04691d149).

6.1.1.3 Optimization III: Modi�cation to \Voting".

In the ICE baseline implementation, the Hough transform, for each edge point

and a given radius, \votes" for center location candidates in all directions. An

improvement to the basic Hough transform for circles is to restrict the \vote" for

center locations based on the direction of the edges. In our algorithm, each edge

point \votes" for possible center locations in the area within only 30 degrees on

each side of the gradient direction. Figure 6.5 shows an example of the center

locations voted for by a single edge pixel in the ICE baseline's implementation

and in our algorithm. Our algorithm also requires that more votes are needed for

a circular boundary with a larger radius. Additionally, thesearch for a maximum

in Hough space, to represent an iris boundary, is done using asum over a sliding

window of three consecutive values of the radius. So the voting is conducted on

the value Houghsliding window instead ofHoughsingle layer , which is the traditional

voting policy in the Hough space. The de�nition ofHoughsliding window is shown
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(a) ICE baseline (b) ND IRIS

Figure 6.5. Depiction of circle centers voted for in ICE baseline and
ND IRIS (04878d210).

in Equation 6.1. Figure 6.6 shows an example of corrected iris segmentation from

this optimization.

Houghsliding window (x; y; r ) =
X

i = � 1::1

Houghsingle layer (x; y; r + i ) (6.1)

6.1.1.4 Optimization IV: Hypothesize and Verify.

The iris segmentation step in the ICE baseline algorithm is based on a simple

search for peaks in the Hough space created from the edge pixels found by an edge

detector. Peaks in the Hough space can be regarded as hypothesized boundaries in

the image, but they need to be veri�ed as meaningful boundaries. We implemented

a \hypothesize and verify" approach to �lter out some of the incorrect candidate

segmentations found by searching the Hough space for peaks.As shown in Figure

6.7, not all the iris images have corresponding hypothesized boundaries which can

pass the veri�cation test. When the hypothesized boundary does not pass the
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(a) ICE baseline segmentation (b) NDIRIS segmentation

Figure 6.6. The improved segmentation due to the modi�cation to
Hough transform (04593d581).

test, it tries the next highest peak in Hough space. There is alower threshold

for the minimum votes a boundary should get with respect to each radius r. If

it fails to �nd a boundary with enough votes and passing the veri�cation, it will

remove the intensity di�erence checking and try again. If itstill fails, then it will

just report the original candidate.

Intensity checking. For a peak in the Hough space that corresponds to a candi-

date limbic boundary, a test is performed to check that the iris is darker than the

sclera. This check is done with a small region on the left and the right sides of the

candidate sclera-iris boundary. For a peak in the Hough space that corresponds

to a candidate pupillary boundary, a test is performed to check that the pupil is

darker than the iris. Again, the check is done with a small region on the left and

right sides of the candidate boundary with the assumption that the iris image is

oriented right-side up.
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Figure 6.7. The procedure of veri�cation after Hough transform.
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(a) ICE baseline segmentation (b) NDIRIS segmentation

Figure 6.8. The improved segmentation due to veri�cation (04395d304).

Circular centers and radius checking. Although the limbic boundary and the

pupillary boundary are not necessarily concentric, the distance between these two

centers should be within a reasonable range. In our algorithm, it is required that

the centers of the two circular boundaries should be closer than half of the radius

of the iris-pupil boundary. It is also required that the radius of the pupillary

boundary should be within a reasonable region compared to the detected limbic

boundary. Figure 6.8 shows an example of corrected iris segmentations from this

optimization.

As indicated in earlier paragraphs, by using NDIRIS, many of the segmenta-

tion errors in the ICE baseline are �xed. However, the current version of ND IRIS

is not perfect. The complete set of inaccurate segmentationexamples is shown in

Figure A.1 in the Appendix. These were determined by visual inspection of the

instances of incorrect recognition.
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6.1.2 Iris Noise Detection

In developing an improved segmentation algorithm, we considered occlusion by

eyelids. In the ICE baseline algorithm, the eyelids are modeled as two horizontal

lines. When detecting the top eyelid and the bottom eyelid, aCanny edge detector

is used to generate the edge map. Then the line is located using a linear Hough

transform.

In ND IRIS, each eyelid is modeled with two straight lines. After the iris

boundaries detection, we split the detected iris area into four parts of equal size:

left top, right top, left bottom and right bottom. There is an overlap of half

of the pupil radius between each window. We detect the eyelidin each of these

four windows, and connect the results together. Figure 6.9 compares our eyelid

detection result with the ICE baseline's eyelid detection result.

6.1.3 Experimental Results of NDIRIS

The experiments reported here do not use the Iridian software for enrollment

and recognition. As shown in Figure 6.10, we experimented with three di�erent

segmentation results: our implementation of the ICE baseline algorithm (denoted

as ICE IRIS), our improved algorithm (denoted as NDIRIS), and the LG 2200 sys-

tem reported localization. The di�erent segmentation results were all run through

the same encoding and recognition stages. The ICE baseline algorithm's eyelid

detection model was used with the ICE's segmentation result. Our two-line eyelid

detection model was combined with NDIRIS segmentation and LG 2200 reported

segmentation.

In our experiments, we separated left and right iris images into di�erent

datasets. We did not compare left iris images with right irisimages. Table 6.1
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(a) Left top (b) Right top

(c) Left bottom (d) Right bottom

(e) ND IRIS eyelid detection result (f) ICE baseline eyelid detection result

Figure 6.9. ND IRIS eyelid detection (04202d729).
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Segmentation (ICE_IRIS)
 Segmentation (ND_IRIS)
 Segmentation (IRIDIAN)


Noise Processing (ICE_IRIS)
 Noise Processing (ND_IRIS)


Normalization and Encoding (ICE_IRIS)


Identification and Verificaiton (ICE_IRIS)


Figure 6.10. The 
owchart of segmentation source and noise processing
for our experiments.

shows the rank-one recognition and the EER of using the threedi�erent segmen-

tation results. Figure 6.11 shows the ROC curves for the irisveri�cation experi-

ments. The results show that the NDIRIS segmentation works much better than

the ICE's segmentation. The NDIRIS segmentation works slightly better than

using the Iridian reported segmentation results with the ICE baseline.

We also ran the veri�cation experiments on the ICE 1.0 data set, as is publicly

distributed to research groups. In these experiments, we did not separate left

iris images and right iris images into di�erent data sets. Itis an \all against all"

comparison of the data. Figure 6.12 shows the ROC curves generated from the ICE

algorithm and our ND IRIS algorithm. Our ND IRIS algorithm achieves a 2.03%

EER on the experiment, in comparison to the baseline algorithm's [2] 6.91%.

Figure 6.13 shows the veri�cation performance of using NDIRIS compared to
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Figure 6.11. ROC comparison of segmentations.
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TABLE 6.1

The experimental results of using di�erent segmentation methods.

Segmentation Data set Rank-one rate% EER%

ICE IRIS

L M 90.92 5.60

L A 89.64 6.16

R M 88.93 6.00

R A 88.12 6.49

ND IRIS

L M 97.41 1.48

L A 96.73 1.81

R M 97.67 0.98

R A 97.09 1.32

Iridian
L M 96.78 1.95

L A N/A N/A

R M 97.48 1.21

R A N/A N/A

As described in Table 3.2 (L: left; R: right; M: iris images wi th quality
metrics; A: all)

other algorithms. The original plot was from [3].

6.2 Iris Noise Re�nement

6.2.1 Active Contour Model

We further utilized an active contour model in the iris noisedetection re�ne-

ment. The active contour approach was �rst proposed as a general computer

vision algorithm by Kass [27]. The codes for active contour in our experiments
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Figure 6.12. The ROC of iris veri�cation experiments on the ICE 1.0
dataset.
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Figure 6.13. Comparison of veri�cation accuracies on the ICE 1.0
dataset [3].

are based from the gradient vector 
ow (GVF) package initially developed by Xu

and Prince [40][41][39].

A closed curve is chosen as the starting condition of the active contour. It is

modeled as an energy minimizing spline pulled toward edges.It can be de�ned

as v(s) = ( x(s); y(s)), where x(s) and y(s) are the coordinates along the closed

contour, ands is the parameter in the range of [0, 1]. The energy function, which

is to be minimized, is de�ned as

Esnake =
Z 0

1
(E internal (v(s))) + E image (v(s))) + Econ(v(s)))) ds (6.2)

E internal =
1
2

(� (s)j
d0v
ds

j2 + � (s)j
d00v
ds

j2) (6.3)

where� (s) and � (s) are weighting parameters controlling the elasticity and sti�-
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ness of the contour.

E image = r I (x; y) (6.4)

Econ = � (r (G� (x; y)I (x; y))) 2 (6.5)

whereI (x; y) is the intensity value at the coordinates (x; y), r denotes the gradient

operator, andG� is a two dimensional Gaussian function with a standard deviation

� .

Figure 6.14 shows how the active contour model works in eyelid detection.

The active contour starts from the initial position (a), a circle outside the pupil

boundary. After being pulled past positions shown in Figure6.14(b), (c), and (d),

it reaches the �nal position shown in Figure 6.14(e). It successfully detects the

limbic boundary and excludes the occlusion of the iris by theeyelids.

6.2.2 The Comparison of Di�erent Noise Detection Methods

In our experiments, the active contour model was run on the normalized and

unwrapped image instead of the original image. This is to avoid the negative e�ect

of pupil area when using the active contour model. As shown inFigure 6.15(c),

the upper side of the unwrapped image corresponds to the areanear to the pupil,

and the lower side corresponds the area near to the sclera.

As shown in Figure 6.15(d), the �rst step is to mark the possible eyelash and

eyelid areas from the unwrapped iris image according to the intensity values. The

values high above the mean intensity values are marked as eyelid noise (shown

in black in the Figure), and the values low below the mean intensity values are

marked as eyelash noise (shown in white in the Figure).

Then we check the lower boundary of the unwrapped iris imagesfor marked

eyelid noise area. If the noise area is not too small (larger than 5 pixels in horizon-
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(a) Initial Contour Position (b)

(c) (d)

(e) Resulting Position

Figure 6.14. Using an active contour model to detect iris boundary and
isolate eyelid noise (04797d243).
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tal direction), we use the active contour model to re�ne the detected noise area.

After the re�nement, the mask template is shown in Figure 6.15(e). The noise

areas (both eyelashes, eyelids, and highlights) are markedin white. Then we try

to merge the detected eyelid and eyelash noise regions. The mask template after

this merging is shown in Figure 6.15(f). Figure 6.15(g) shows the mask templates

generated for this iris image from NDIRIS.

We did the recognition experiments by using the new mask re�ned by the

active contour model, and compared it with our previous experimental results of

ND IRIS (using two line segments to model an eyelid boundary). The results are

shown in Table 6.2. Figure 6.16 is a comparison of ROC curves.Both results

show that using an active contour model in the noise re�nement leads to a better

result.

TABLE 6.2

The rank-one recognition rates of using di�erent noise detection method.

data set Left(all) Left(quality metrics)

Line Detection Method 96.73% 97.41%

Active Contour Model 97.24% 98.00%

We also ran the all against all veri�cation experiments on the ICE 1.0 data
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(a) Original iris image (b) Segmentation result

(c) Normalized and unwrapped image

(d) Initially marking eyelid and eyelash areas
(eyelids in black, and eyelashes in white)

(e) Mask after running active contour

(f) Mask from active contour model: after connecting eyelidand eyelash areas

(g) Mask from ND IRIS

Figure 6.15. Noise detection processing steps (04729d70).
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Figure 6.16. The ROC curves of using di�erent noise detection models.

set. Figure 6.17 shows the ROC curves generated from the NDIRIS algorithm

with di�erent noise detection models. The active contour model noise detection

achieves a 1.48% EER on the experiment, in comparison to the line detection

model achieving 1.81%. Figure 6.18 shows the veri�cation performance of using

ND IRIS with an active contour model compared to other algorithms used in

ICE2005. The original plot was from [3].

Comparing Figure 6.18 and 6.13, it shows that when the FAR is 0.001, the

veri�cation rate on the right ICE dataset increased from 0.9674 to 0.9734 when

using an active contour model instead of line model in the noise detection. However

the veri�cation rate on the left ICE dataset decreased from 0.9525 to 0.9490 when

using an active contour model instead of line model. This is because when we ran
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Figure 6.18. Comparison of veri�cation accuracies on the ICE 1.0
dataset.

the active contour model on the left ICE dataset, it happens that for some iris

images more noise is detected than truth. So it leads to a smaller HD threshold to

achieve 0.001 FAR. Thus the veri�cation rate decreases at the selected HD. The

inaccurate noise detection examples are shown in Figure 6.19.

6.3 Optimizations of the Matching Stage

In an ideal situation, if we divide two iris codes into the same number of parts

of equal size, the HD of the corresponding sub-codes should be the same. For

example, if we split the iris image into the top and bottom half, or into the left

and right half, and compute the HD for each half, we would expect equal HD for

each half. However, in reality, due to the noise and segmentation errors, the HD

can vary between sub-codes. So we tried to utilize this feature in two ways to

optimize the stage of matching.
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(a) Example image I (04736d78)

(b) Unwrapped iris texture

(c) Mask generated by using an active model

(d) Mask generated by using line detection

(e) Example image II (04924d85)

(f) Unwrapped iris texture
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(g) Mask generated by using an active model

(h) Mask generated by using line detection

(i) Example image III (04758d145)

(j) Unwrapped iris texture

(k) Mask generated by using an active model

(l) Mask generated by using line detection

(m) Example image IV (04928d129)
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(n) Unwrapped iris texture

(o) Mask generated by using an active model

(p) Mask generated by using line detection

Figure 6.19. Illustration of the inaccurate noise detection generated from
using an active contour model.

6.3.1 Drop the Worst Parts of the Sub-codes

The �rst optimization is to drop the worst matching parts (th e parts with the

largest HDs) when calculating HD with two iris codes. As shown in Figure 6.20,

we divide the iris patterns into 8 parts of equal sizes, and compute HD with each

corresponding pair of sub-codes. Then N (0< = N < 8) pairs of sub-codes with

the maximum HDs were thrown away. The �nal overall HD is calculated from the

remaining parts. The pseudo-code of the procedure is shown below.

1) compute the HD between each pair of sub-codes.

HD(A, B, i) = HD sub(A(i), B(i)), i is from 1:8;

2) Drop the N maximum HDs, A' and B' are the remaining parts of the two codes

respectively.

(A', B') = remain(HD, N);

3) Compute the overall HD between the remaining parts of codes A' and B'.

HD overall(A; B ) = HD (A0; B 0);
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Figure 6.20. Split iris patterns into 8 equal parts (04878d307).

There is a potential problem if Equation 4.7 is used to calculate the HD sub(A

(i; j ); B(i; j )) in step 1. For some pairs of the iris sub-codes, the noise part may

cover most of the codes. Thus although we get a very low HD for that pair of the

sub-codes, even though it may not mean that pair of sub-codesmatches well. So

for each pair of sub-codes, we use Equation 6.6 to calculate the HD sub. In this

case, mask bits are considered as unmatched bits.
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Figure 6.21. Rank-one recognition rate vs. the number of sub-codes
being dropped.

HD sub(A; B ) =

P
i;j (A(i; j ) xor B(i; j )) + Totalbits �

P
i;j V alid(i; j )

Totalbits
; (6.6)

wherevalid(i; j ) is de�ned earlier in Equation 4.8

We did the identi�cation experiments on the data set of left iris images with

quality metrics (L M). Figure 6.21 shows the result of rank-one recognition rate

with respect to the number of sub-codes being dropped. It shows that we did not

get much improvement in the rank-one recognition rate by using this method.

6.3.2 Committee Voting

Another alternative optimization in the matching stage is to use committee

voting. Committee voting is a common method to improve identi�cation accura-
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cies. As discussed in [31], the use of multiple gallery images and/or multiple probe

images helps to improve the rank one recognition rate. In this chapter, we use

one iris template in the committee instead of using multipletemplates. As shown

in Figure 6.22, the iris patterns are split into four equal parts. Part II is more

frequently subject to eyelid and eyelash noise. Then for each subject, we have a

complete template code for the whole iris, and four sub-codes corresponding to

the four sub-areas. A committee is generated by the whole template code and the

four sub-codes. The �nal results come from voting the �ve codes' results.

For the identi�cation experiments, when a probe image is runagainst the

gallery set, we get a closest match from each committee member. The �nal result

is the one with the maximum number of votes. When there is a tie, the gallery

image with a smaller HD will win.

Table 6.3 shows the rank-one recognition rates from each committee member

and the voting results. The dataset used here is the left irisimages with quality

metrics (L M). Due to the inaccurate noise detection, the accuracy of Part II is

extremely low, and thus the �nal committee result is not as good as using the

whole template alone.

We also tested a di�erent committee structure. As shown in Table 6.4, there

are 15 members in the committee, which is all the combinations of using one,

two, three, or four parts of the subcodes. The experimental results are shown in

Fig 6.23. For each dataset, the committee voting results arebetter than using

a whole single template. In order to test whether all the 15 members in the

committee are necessary, we dropped the committee members one by one. For

each data set, when dropping committee members from N to N-1,we tried all the

N possibilities. The new committee with the highest rank onerecognition rate
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Figure 6.22. Split iris patterns for voting (04878d307).

will win. Figure 6.24 shows the relationship between the number of committee

members and the rank one recognition rate for each data set. It shows that for

each data set, the rank one recognition rate increases at �rst when dropping some

unnecessary members, then it decreases when too many members are dropped.

The committees with highest rank one recognition rate for each data set are not

always the same. But they all exclude 8 common members. The 4 members

using just one part of the subcodes are excluded in each of thecommittee. As

shown in Table 6.5, a generalized committee is chosen by using the remaining 7
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TABLE 6.3

The identi�cation results of using a committee of �ve members.

Part I II III IV Whole
Template

Committee

rank-one
recognition
rate

90.68% 49.49% 82.96% 84.70% 97.41% 97.34%

committee members. Figure 6.25 compares the identi�cationperformance of not

using committee, using the committee of 15 members, and using the committee

of 7 members. It shows that using the committee of 7 members works best.

TABLE 6.4

The committee of 15 members.

One Part I, II, III, IV

Two Parts I+II, I+III, I+IV, II+III, II+IV, III+IV

Three Parts I+II+III, I+II+IV, I+III+IV, II+III+IV

Four Parts I+II+III+IV
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Figure 6.23. The comparison of using di�erent matching methods.

The committee voting policy is not that successful in a veri�cation context.

Figure 6.26 compares the ROC curves using a whole template and using committee

voting (either 7, or 15 committee members). It shows that using a whole template

alone works best. This result is also reasonable. In an identi�cation context, there

are over 300 gallery images. If some of the committee membersmake a wrong

identi�cation decision, the possibility is very low that they will agree on the wrong

decision. In a veri�cation context however, there are only two possibilities, to

accept or reject. So some of the less accurate committee members may decrease

the overall performance greatly. Further research is needed here to make it clear

if a voting policy is not suitable for a veri�cation context, or a good committee

has not been found yet.
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Figure 6.24. The comparison of using di�erent number of committee
members.

6.4 The Combination of Optimizations

The optimizations in the matching stage and the noise detection stage each

achieved higher rank-one recognition rates. Then we tried to combine the op-

timizations in these two stages together. In the noise detection stage, we used

the active contour model, and in the iris matching stage, a committee \voting"

policy with 7 committee members was in use. The experimentalresults are shown

in Table 6.7. The performance of combining these two optimizations together is

best. However the performance is also quite close to using a committee \voting"

policy alone. It is quite reasonable since the goals of thesetwo optimizations are

the same: to compensate for the inaccuracy in the noise detection stage.
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TABLE 6.5

The committee of 7 members.

Two Parts I+III, I+IV, II+IV

Three Parts I+II+III, I+II+IV, I+III+IV

Four Parts I+II+III+IV

TABLE 6.6

The rank-one recognition rates of using/not using a committee voting.

data set L A L M R A R M

whole template 96.73% 97.41% 97.67% 97.09%

Committee voting 97.24% 98.12% 97.93% 97.48%

As described in Table 3.2 (L: left; R: right; M: iris images wi th quality
metrics; A: all)

TABLE 6.7

The rank-one recognition rates of using di�erent optimizations.

Snake Model N Y N Y

Committee Voting N N Y Y

Results 97.41% 98.00% 98.31% 98.35%
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Figure 6.25. The comparison of using di�erent committees.
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CHAPTER 7

Conclusion and Discussion

We have re-implemented a version of Masek's open source Daugman-like iris

recognition software in C. We have also acquired a large dataset (300+ persons,

600+ irises, 25,000+ images) of iris images using the LG 2200image acquisition

system. Using the image quality metrics as reported by the LG2200, we have used

our ND IRIS implementation to investigate how recognition performance falls o�

with varying quality of images. This work is motivated in part by a desire to

�nd out how iris recognition might perform in a scenario in which less strict user

cooperation is required, in which case the images used will be of lower average

quality.

We found an overall rank-one recognition rate of 89.64%, which is much lower

than reported accuracies for iris recognition in the literature. This is due primar-

ily to the fact that, relative to other reports in the literat ure, we consider images

of less than ideal quality. Other, more minor, causes of lower performance may

include the following. One, the Iridian system uses four images to enroll an iris,

whereas we used a single image for enrollment in this study. Two, our implemen-

tation does not necessarily have all the features of the Iridian implementation; for

example, it currently does not have eyelash detection and itis possible that the

Iridian system does. When we restrict the experiment to use only images that

have good quality metric values, the rank-one recognition rate improves to over
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99% with the Iridian reported segmentation or over 96% with the ICE segmenta-

tion. Our results with the most potential for controversy involve the comparison

between iris and face recognition. It is important to be clear that these results

do not represent the performance of the Iridian commericialiris recognition sys-

tem. Our iris recognition algorithm implementation is di�erent in several respects,

as mentioned earlier. We have explored the e�ects of the di�erences in the iris

segmentation, but not (yet) the e�ects of the di�erences in the texture analysis.

Also, commercial iris recognition systems are generally engineered to only use the

highest-quality images, at the cost of greater required user cooperation. We are

interested in what happens if iris imaging is done with less constraints on user

cooperation, in a manner more similar to what is typical of face recognition sys-

tems. Our results suggest that, under such conditions of less strict requirements

on user cooperation for imaging, it is an open question whether iris recognition or

face recognition results in better performance. A larger and more de�nitive study

that looks into these questions is certainly warranted.

The main goal of our current work is to improve iris segmentation. An ini-

tial \window" for reasonable performance range is given by using the ICE IRIS

segmentation and the Iridian segmentation as inputs to the ICE IRIS coding and

matching stages. Feeding the ICEIRIS segmentation into the remainder of the

system gives a lower bound for acceptable performance. Feeding the Iridian seg-

mentation into the remainder of the system gives, not an upper bound, but an

indication of current \industrial-strength" performance. Our goal is to �nd a

segmentation algorithm that gives better performance withthis system than the

Iridian segmentation. That does not necessarily mean that the performance of

our overall system is better than the current complete Iridian commercial system,
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since the last two stages (encoding and matching) used in theexperiments are

plain ICE IRIS stages.

We performed experiments using a dataset of over 25,000 irisimages to vali-

date our improved segmentation algorithm. The NDIRIS segmentation leads to

a rank-one recognition rate about 6% higher than the ICEIRIS segmentation,

and an EER about 4% lower than the ICEIRIS segmentation. The results of

using our segmentation are even a little bit better than using the Iridian reported

segmentation. (However, it is possible that some of the inaccurate segmentation

reported by the Iridian system can be compensated for later in their system.)

We further optimized the noise detection stage and the iris matching stage by

using a snake model and a \committee voting" policy together. The combina-

tion of these two optimizations leads to another 0.95% increase in the rank one

recognition rate and 0.85% decrease in the equal error rate.

As we mentioned earlier, contact lenses were permitted in the data acquisition.

Figure 7.1 shows some example iris images with di�erent types of contact lens.

The iris images with contact lenses of the types shown in Figure 7.1b and 7.1c

caused errors in our identi�cation experiments. We will do further research on the

in
uence of the contact lens on iris recognition.

Our experimental results also suggest that more work is needed on iris seg-

mentation and noise detection, especially for the iris images with relatively lower

qualities. For our current algorithm, the segmentations that failed to pass the

veri�cation stage give examples of possible areas for further re�nement.

101



(a) With Characters \AV" in the Lens (b) With Printed Pattern s
(04855d152) (04780d159)

(c) Not in the Center (04727d332) (d)Double Lens Circles (04201d450)

Figure 7.1. Example iris images with contact lens.
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APPENDIX A

Inaccurate ND IRIS Segmentation Examples
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04854d281 04284d197 04423d391

04202d727 04514d603 04320d361

04729d60 04848d204 04496d404

04388d415 04936d117 04488d580

04395d281 04479d274 04667d487
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04729d73 04225d544 04203d747

04843d277 04511d394 04762d130

04762d133 04720d78 04780d113

04585d291 04870d269 04797d189

04225d640 04225d644 04201d458
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04537d761 04871d125 04351d130

04351d131 04762d154 04780d132

04595d171 04691d203 04928d184

04876d520 04684d753 04683d825

04395d310 04395d312 04395d313
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04709d355 04477d525 04423d344

04797d243 04202d1089 04867d163

04327d802 04379d765 04936d207

04286d820 04473d401 04709d366

04831d439 04395d316 04395d319
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04309d349 04892d569 04697d626

04351d158 04286d822 04286d826

04423d359 04667d627 04473d410

04628d746 04673d472 04823d286

04372d403 04351d168 04609d307
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04514d966 04782d652 04221d1124

04709d387 04673d479 04821d563

04936d223 04928d220 04848d307

04798d201 04423d379 04379d789

04777d498 04711d357 04936d228
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04225d680 04201d511 04737d109

04395d336 04813d631 04738d196

04921d285 04921d286 04921d289

04709d390 04709d392 04709d393

04613d585 04815d360 04221d751
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04273d297 04748d205 04892d257

04598d423 04767d148 04456d412

04312d653 04470d975 04557d847

04928d257 04712d213 04773d773

04312d665 04395d361 04395d362
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04709d433 04225d714 04479d336

04479d339 04900d600 04900d603

04588d844 04857d264 04893d250

04394d973 04921d310 04709d444

04312d674 04748d450 04461d742

112



04273d350 04857d279 04667d708

04911d497 04936d286 04673d528

04887d232 04343d876 04802d056

04709d462 04853d563 04936d293

04841d716 04841d717 04841d720
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04613d659 04336d796 04849d514

04622d670 04821d618 04615d772

04848d359 04509d1007 04423d449

Figure A.1. Illustration of the inaccurate ND IRIS segmentation
examples.
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