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SOURCES OF ERROR IN IRIS BIOMETRICS

Abstract

by

Karen P. Hollingsworth

Two decades ago, the United States issued the rst patent dhaing the idea
of an automated iris biometrics system [1]. Today, multipleompanies o er com-
mercial biometrics products. However, there are still manynanswered questions
about the workings of the iris biometrics algorithms. Befa iris recognition sys-
tems are more widely employed, we must ask, \when do these alghms fail?"

Previous research has assumed that all parts of an iris codes @qually valu-
able. Alternatively, some researchers claim that parts ohe iris are more valu-
able, but they still use the same portions of the iris for allujects. No previous
researcher has attempted to experimentally determine howi érent parts of a
particular subject's iris code may be more or less valuabld. obtained multiple
images of 24 subjects' eyes to study the reliability of indigtual bits in the iris
codes. | develop a theoretical explanation of the sourcesin€onsistencies, based
on the coarse quantization of complex coe cients in creatig the iris code.

Another source of inconsistency in the iris code is dilatioof the iris. The
mayjority of iris research ignores the degree of dilation inrpcessing iris images for
biometric purposes. | experimentally quantify how much theHamming distance

is a ected by iris dilation.



CONTENTS

FIGURES . . . . .

ACKNOWLEDGMENTS . . . . . . ..

CHAPTER 1: INTRODUCTION . . . . .. .. .. .. o o

CHAPTER 2: BACKGROUND . . . . . . . . ... o

2.1
2.2
2.3
2.4
2.5

Performance of Biometric Systems . . . . . ... ... ... ....
Eye Anatomy . . . . . .. L
Early Research in Iris Biometrics . . . .. .. ... ... .....
Recent Research in Iris Biometrics. . . . . ... ... ... ....
Iris Biometrics Evaluations . . . . . .. ... .. ... .......

CHAPTER 3: FRAGILEBITS . . . . . .. ... . . o

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9

Data and Software . . . . ... .. ... .. ...
Existence of Fragile Bits . . . . . . . .. .. ... ... ... ...
Outliers . . . . . . .
Inner vs. Outer Radial Bands of the Iris . . . .. ... ......
E ect of Granularity of Iris Alignment on Consistency . .. . ..

E ect of Filteron Consistency . . . . .. .. ... ... ......
Theoretical Impact of Fragile Bits on False Reject Rate . . . . .

Empirical Evidence of Improved Accuracy . .. .. .. ... ...
DiSCUSSION . . . . . . . .

CHAPTER 4: DILATED PUPILS . . . .. .. ... ... .. ... ...,

4.1
4.2
4.3
4.4
4.5
4.6

Research in Iris Dilation . . . . . ... ... ... .. .......
Data and Software . . . .. .. ... ... .. ...
Measuring Dilation . . . . . . ... ... .. . o oL
Degree of Dilation A ects Performance . . . . ... .. ... ...
Comparisons between iris images with varying degreesdilftion

Recommendations . . . . . .. ... ... ... ...



CHAPTER 5: CONCLUSIONS

BIBLIOGRAPHY . .. ... ..



2.1

2.2
2.3

3.1

3.2

3.3

3.4

3.5

3.6

FIGURES

Image 02463d1276 from the Iris Challenge Evaluation Cset. El-

ements seen in a typical iris image are labeled here. . . . . . ..
Major steps in iris biometrics processing. . . . . . . . .. . ...

This \Iris on the Move" portal acquires an iris image as dyjects

walk through a portal at normal walking speed. The portal itelf

contains infrared lights to illuminate the subject. Three ligh-zoom
video cameras in the far cabinet take video of the subject.

Histogram of an image acquired by LG 2200, using 171 of 266
tensity levels. . . . . . . . ...
Example image 04233d1145 from our dataset. This imageshao
occlusion by eyelids or eyelashes. However, part of the salés
included in the segmentation of this iris region. Also, sonmspecular
highlight is evident in the iris region near the lower eyelid . . . .
Example image 02463d1268 from our dataset. This iris ¢aims
specular highlights near the bottom of the iris, and near th@upil.
In this image, parts of the top and bottom of the iris were msked
before the iris code was computed. The corresponding partstbe
iris code of all images of this iris were dropped from the expmen-
tal analysis. This is image 04239d1060 from our dataset.

Despite including some poorly focused images in the ds¢d, on
average 15.96% of bits in the iris codes were perfectly catsnt.

This is image 04336d692 from our dataset. . . . . ... .. .. ..

Black areas in each rectangle are inconsistent parts bktiris code,
and white areas are consistent. Each rectangle representgalfrom
the iris codes of at least 15 di erent images of the same eyewd
rectangles are shown for each subject; one rectangle shots teal
bits in the iris code, and the next rectangle shows the imagany
bits. Light gray regions are masked regions. The numbers ohet
side are the subject numbers associated with images in theHC
dataset. . . . . . . . ...

15

25

26

27

29



3.7 The number of fragile bits depends on the threshold usedhere
are fewer bits that ip in at least 40% of the iris codes than tlere
are that ip in at least 20% of the iriscodes. . . . . .. ... ...

3.8 There is no di erence in the average fragility of iris coal bits be-
tween the two dierentgenders. . . . . ... ... ... ......

3.9 The four Asian subjects in our dataset tended to have mofeag-
ile bits in their iris codes, but with only four subjects, we annot
conclude that this is a generaltrend. . . . . . .. ... ......

3.10 These 54 complex numbers, each from the same region ordt4
ferent images of the same subject's eye, all correspond tetbame
location on the iris code. Each complex number is mapped to dw
bits. This particular part of the iris code had a highly constent
real bit, and a highly inconsistent imaginary bit. . . . . . .. ...

3.11 Close-up view of image 02463d1323 showing speculahligits.
Triangles mark the positions on the iris that resulted in ouiers
after the 1D log-Gabor Iter was applied. A zoomed-in portio of
the corresponding normalized iris is also shown. . . ... .. ...

3.12 Faint re ections often appear close to brighter re egbns. This
image contains (A) bright re ections on the eyelid, (B) a negby,
faint re ection on the iris, (C) a bright re ection in the pup il, and
(D) a nearby, faint re ection on the iris. Both of the faint re ections
marked in this image (B and D) caused outliers in the complexata.
(Image 02463d1329). . . . . . . . . .

3.13 The positions of the sampling points around a speculaighlight
a ect how extreme an outlier is produced. Green circles repsent
the sampling points. Red, upward-pointing triangles are dliers
greater than 4 standard deviations from average. Blue, dowmard
pointing triangles are outliers greater than 3 standard deations
from average. Yellow, right-pointing triangles are outlies greater
than 2 standard deviations from average. A sample point in thcen-
ter of a highlight corresponds with an extreme outlier (A). 8mple
points falling on the edge of a specular highlight cause lesstreme
outliers (B). (Image 02463d1249) . . ... .. ... ... .....

3.14 Some outliers showed up on dark regions of the iris imagémall
dots show the sample points on the iris used to create the noatn

ized image. (02463d1276). . . . . . . . .. ... .

3.15 This gure shows the percent of fragile bits in each rowf eéhe iris
code. Rows in the middle of the iris code (rows 5 through 12)ear
the mostconsistent. . . . . . . ... ...

33



3.16 Mask used for evaluating the consistency of the innerrsas outer

bands of the iris. When we consider only the right and left s&b of

the iris, and disregard the top and bottom sections, which tththe

most specular highlights and occlusion, there is not as muespread

in the fraction of fragile bits across the rows. There stilleems to

be a high percentage of fragile bits in rows 1 and 2 of the iripde;

however, the general trend shows that all rows of the iris cechave

a high amount of consistent information. . . . .. ... ... .. 47
3.17 When the regions most a ected by specular highlights dnocclu-

sion are masked, the consistency of the outer rows of the idede

improves. (The black horizontal line is drawn to aid in compason

between outer and innerrows.) . .. .. ... ... ... ... .. 48
3.18 In matching a pair of iris codes, multiple di erent ori@tations of

the probe iris code are considered. Allowing for smaller psilsle

rotations decreases the percent of fragile bits. . . . . 50
3.19 Each rectangle shows the fragile bits from part of the GRSIS iris

code. Black bits represent fragile bits. The rectangles shao here

are the part of the iris code created with the imaginary part bthe

largest Gabor Iterused. . . . . ... ... ... ... .. ... 53
3.20 For the large lIter, inconsistent regions of the iris cde (shown

in yellow) often fall in between regions consistently equab one

(shown in red) and regions consistently equal to zero (shown

blue). In the lower pane, the corresponding black and whitegure

is shown, with inconsistent regions drawn in black. . . . .. .. 54
3.21 The largest lters had the highest number of bits in the rst bin,

and therefore, in general, the largest Iters seem to prodecthe

most consistent bits. . . . . ... 55
3.22 This gure shows the match and non-match distributiongor our
software, without any masking of fragile bits. . . . . . . . ... . 60

3.23 This gure shows the match and non-match distributiongor our
software, when bits close to the complex axis are masked. The
match distribution has moved a signi cant amount to the left closer
to 0, as desired. In addition, the non-match distribution ha also
widened slightly. . . . . . .. ... L oo 61

4.1 Distribution of normalized Hamming distances for all is compar-
isons in our data set. Two histograms are shown. The one on the
left represents comparisons between two images of the samis. i
The one on the right represents comparisons between two dient
MSES. . o o o e 67

Vi



4.2 Histogram showing di erent degrees of dilation for iriss in our

data set. A dilation ratio of 0.2 corresponds to a very small ypil

(contracted eye), and a dilation ratio of 0.7 corresponds ta very

large pupil (dilated eye). . . . . .. ... ... ... L L. 69
4.3 The dilation ratio is the pupil radius divided by the iris radius.

Some subjects' eyes naturally tended to have higher dilatiora-

tios than other subjects' eyes. Also, some subjects showedne

variation in their pupil size than others. Subject 9 had thedrgest

variation (0.307), with a maximum dilation ratio of 0.655 aml a

minimum dilation ratio of 0.348. The subjects have been orded

in this plot by increasing minimum dilation ratio. . . . .. .. .. 71
4.4 ltis easy to obtain a di erence in pupil dilation. The gure on the

left is taken with an extra lamp in the room, and the gure on the

right is taken wearing sunglasses. . . . . .. ... ... ... ... 73
4.5 This subject (subject number 05288) showed the biggesteitence

in pupil size in the data set. The smallest dilation ratio (pyil ra-

diusl/iris radius) for this subject was 0.3478 and the largéslilation

ratiowas 0.6545. . . . . ... 73
4.6 This subject (subject number 02463) had the smallest pilgpin the

dataset. The smallest dilation ratio for this subject was @459, and

the largest dilation ratio was 0.4400. . .. ... ... ....... 74
4.7 This subject (subject number 05379) had the largest pugiin the

dataset. The smallest dilation ratio for this subject was ®391, and

the largest was 0.7009. . . . . . .. .. ... ... .. ... 74
4.8 The match distribution for comparisons between eyes witlarge

pupils has a larger mean than the distribution of comparisanbe-

tween eyes with small pupils. . . . . . ... .. ... ... ..... 75
4.9 The non-match distribution of comparisons between eyesth large

pupils has a smaller mean than the distribution of compariss

between eyes with small pupils. . . . . ... ... ... .. .... 79
4.10 is a quantity that refers to the di erence in dilation b etween two
eyes in a CcompariSon. . . . . . . . . i e 80

4.11 The match distribution of comparisons between eyes Wwitdi er-
ent degrees of dilation has a larger mean than the distributh of
comparisons between eyes with the same degrees of dilatidrne
non-match distribution is not noticeably a ected by the di erence
in dilation in the comparisons. . . . .. .. ... ... ....... 81

Vii



ACKNOWLEDGMENTS

This thesis would have been an impossible task without the sistance of my
dedicated and supportive advisors. Dr. Bowyer and Dr. Flyniave spent count-
less hours in teaching, guiding, proofreading my papers, Gencouraging me in
my research.

| also thank my husband, Nathaniel, for listening to my dailyreports of my
progress, for staying up late with me when | have had deadlis¢o meet, and for
being my number one fan.

This e ort is sponsored all or in part by the Central Intelligence Agency and the
National Science Foundation under Grant CNS 01-30839. Theiaions, ndings
and conclusions or recommendations expressed in this pehlion are those of the

authors and do not necessarily re ect the views of the sponso

viii



CHAPTER 1

INTRODUCTION

The proper functioning of many of our social, nancial, and plitical struc-
tures today relies on correct identi cation of people. Howeer, reliable and unique
identi cation of people is a di cult problem. People typically use identi cation
cards, usernames, or passwords to prove their identities.oiWever, passwords can
be forgotten, and identi cation cards can be lost or stolen.Biometric methods,
which identify people based on physical or behavioral chariristics, are of inter-
est because people cannot forget or lose their physical cheteristics in the way
that they can lose passwords or identity cards.

Each individual human iris has a unique texture of su cient mmplexity that
it can be used for identi cation [2]. In the past twenty years researchers have
developed several automated methods of identi cation relyg on the human iris.
A survey of some of these e orts is included in Chapter 2. Seat commercial
iris biometric systems exist [3{6]. The companies providgthese systems claim
high rates of recognition. The largest current deploymentfaris recognition algo-
rithms is in the United Arab Emirates [7]. The approximately twelve thousand
people entering the country each day must submit to having #ir iris scanned
and compared to a national watchlist.

Despite the amazing progress of iris biometric systems totéathe eld of iris

recognition still requires more research. The United StaseCustoms and Borders



Protection processes approximately 1.13 million indivicals daily [8], or three
orders of magnitude more people than the United Arab Emiragehandles. If the
United States wished to implement an iris biometrics systenat its ports and
international airports, it would require higher con dencein the performance of
the systems, and more exible and faster acquisition envirmnents.

My research investigates some of the sources of error in ib®metrics algo-
rithms. Chapter 3 discusses how errors arise in an iris codeaabit-level. Chapter
4 details how dilation of the iris a ects error rates. Finaly, Chapter 5 gives

conclusions and recommendations for future research.



CHAPTER 2

BACKGROUND

This chapter introduces basic terminology used in evaluatg the performance
of biometric systems. Since this work focuses on iris biomies, an explanation
of some parts of the eye is given. Next, a typical iris recodmn algorithm is
explained. We highlight some recent research in iris bionrets and conclude with
an overview of iris biometrics evaluations. This chapter tludes content that has

previously been published in [9].

2.1 Performance of Biometric Systems

Biometrics is the process of identifying a person based on ysiplogical or
behavioral characteristics. Biometrics can be used in atdst two di erent types
of applications. In averi cation scenario, a person claims a particular identity
and the biometric system is used to verify or reject the claim Veri cation is
done by matching a biometric sample acquired at the time of thclaim against
the sample previously enrolled for the claimed identity. Ithe two samples match
well enough, the identity claim is veri ed, and if the two sanples do not match
well enough, the claim is rejected. Thus there are four pobl outcomes. Atrue
acceptoccurs when the system accepts, or veri es, an identity clai, and the claim

is true. A false acceptoccurs when the system accepts an identity claim, but the



claim is not true. A true reject occurs when the system rejects an identity claim
and the claim is false. Afalse rejectoccurs when the system rejects an identity
claim, but the claim is true. The two types of errors that can le made are a false
accept and a false reject. Biometric performance in a veriation scenario is often
summarized in areceiver operating characteristic (ROC)curve. The ROC curve
plots the veri cation rate on the Y axis and the false acceptate on the X axis,
or, alternatively, the false reject rate on the Y axis and thdalse accept rate on
the X axis. The equal-error rate (EER) is a single number oftequoted from the
ROC curve. The EER is where the false accept rate equals thdda reject rate.
The terms veri cation and authentication are often used interchangeably in this
context.

In an identi cation scenario, a biometric sample is acquired without any as-
sociated identity claim. The task is to identify the unknownsample as matching
one of a set of previously enrolled known samples. The set off@led samples
is often called agallery, and the unknown sample is often called @robe The
probe is matched against all of the entries in the gallery, a@nthe closest match,
assuming it is close enough, is used to identify the unknowmraple. Similar to
the veri cation scenario, there are four possible outcome#\ true positive occurs
when the system says that an unknown sample matches a partiauperson in the
gallery and the match is correct. Afalse positiveoccurs when the system says
that an unknown sample matches a particular person in the daty and the match
is not correct. Atrue negativeoccurs when the system says that the sample does
not match any of the entries in the gallery, and the sample inatt does not. A
false negativeoccurs when the system says that the sample does not match any

of the entries in the gallery, but the sample in fact does belg to someone in



the gallery. Performance in an identi cation scenario is &&n summarized in a
cumulative match characteristic (CMC)curve. The CMC curve plots the per-
cent correctly recognized on the Y axis and the cumulative nik considered as a
correct match on the X axis. For a cumulative rank of 2, if the arrect match
occurs for either the rst-ranked or the second-ranked enyrin the gallery, then it
is considered as correct recognition, and so on. The rankesrecognition rate is
a single number often quoted from the CMC curve. The termislenti cation and

recognition are often used interchangeably in this context.

2.2 Eye Anatomy

Many di erent physical characteristics can be used in a bioetrics system.
This work focuses on iris biometrics. The iris is the \cologkring of tissue around
the pupil through which light...enters the interior of the ge." [10] The iris's
function is to control the amount of light entering the eye. o muscles in the
iris, the dilator and the sphincter muscles, control the size of the pupil, and
therefore, the amount of light passing through the pupil. Fjure 2.1 shows an
example image acquired by an LG 2200 commercial iris biomies system at the
University of Notre Dame. The sclera a white region of connective tissue and
blood vessels, surrounds the iris. A clear covering calleldetcornea covers the iris
and the pupil. The pupil region generally appears darker thathe iris. However,
the pupil may have specular highlights, and cataracts canghten the pupil. The
iris typically has a rich pattern of furrows, ridges, and pighent spots. The surface
of the iris is composed of two regions, the centrgdupillary zone and the outer
ciliary zone. The collarette is the border between these two regions.

The minute details of the iris texture are believed to be detenined randomly



Figure 2.1: Image 02463d1276 from the Iris Challenge Evatitan Dataset. Ele-
ments seen in a typical iris image are labeled here.



during the fetal development of the eye. They are also belies to be di erent

between persons and between the left and right eye of the samerson [11]. The
color of the iris can change as the amount of pigment in the #iincreases during
childhood. Nevertheless, for most of a human's lifespan, érappearance of the

iris is relatively constant.

2.3 Early Research in Iris Biometrics

The idea of using the iris as a biometric is over 100 years olt2]. However,
the idea of automating iris recognition is more recent. In B¥, Flom and Sar
obtained a patent for an unimplemented conceptual design ah automated iris
biometrics system [1]. Johnston [13] published a report ir®92 on an investigation
of the feasibility of iris biometrics conducted at Los Alams National Laboratory
after Flom and Sa r's patent. Iris images were acquired for®0 persons, followed
up over a 15-month period. The pattern of an individual iris vas observed to be
unchanged over the 15 months. The complexity of an iris imag@cluding specular
highlights and re ections, was noted. It was concluded thatris biometrics held
potential for both veri cation and identi cation scenarios, but no experimental
results were presented.

The most important work in the early history of iris biometrics is that of
Daugman. Daugman's 1994 patent [14] and early publicatioiis.g., [15]) described
an operational iris recognition system in some detail. Iribiometrics as a eld
has developed with the concepts in Daugman's approach bedoma standard
reference model. Also, due to the Flom and Sa r patent and thBaugman patent
being held for some time by the same company, nearly all exigg§ commercial iris

biometric technology is based on Daugman's work.



Daugman's patent states that \the system acquires through &ideo camera a
digitized image of an eye of the human to be identi ed." A 200paper [2] said that
image acquisition should use near-infrared illuminationcsthat the illumination
could be controlled, yet remain unintrusive to humans. Neainfrared illumination
also helps reveal the detailed structure of heavily pigmead (dark) irises. Melanin
pigment absorbs much of visible light, but re ects more of te longer wavelengths
of light.

Systems built on Daugman's concepts require subjects to ftoen their eye
within the camera's eld of view. The system assesses the tmcof the image in
real time by looking at the power in the middle and upper fregency bands of the
2-D Fourier spectrum. The algorithm seeks to maximize thispgctral power by
adjusting the focus of the system, or giving the subject audlifeedback to adjust
their position in front of the camera. More detail on the focaing procedure is
given in the appendix of [2].

Given an image of the eye, the next step is to nd the part of themage that
corresponds to the iris. Daugman's early work approximatethe pupillary and
limbic boundaries of the eye as circles. Thus, a boundary ddube described
with three parameters: the radiusr, and the coordinates of the center of the
circle, xo and yo. He proposed an integro-di erential operator for detectig the
iris boundary by searching the parameter space. His operatis
@ 1 (X;y)

maX(r;XO;yO) G (r) @r ;X 0;Yo 2r

ds (2.1)

where G (r) is a smoothing function andl (x;y) is the image of the eye.
All early research in iris segmentation assumed that the 8ihad a circular

boundary. However, often the pupillary and limbic boundags are not perfectly



circular. Recently, Daugman has studied alternative segmttion techniques to
better model the iris boundaries [16]. Even when the inner drouter boundaries
of the iris are found, some of the iris still may be occluded bgyelids or eyelashes.

Upon isolating the iris region, the next step is to describehe features of
the iris in a way that facilitates comparison of irises. The rst di culty lies in
the fact that not all images of an iris are the same size. The stance from the
camera a ects the size of the iris in the image. Also, changeés illumination
can cause the iris to dilate or contract. This problem was addssed by mapping
the extracted iris region into a normalized coordinate systm. To accomplish this
normalization, every location on the iris image was de nedybtwo coordinates,
(i) an angle between 0 and 360 degrees, and (ii) a radial coovate that ranges
between 0 and 1 regardless of the overall size of the image.isThormalization
assumes that the iris compresses or stretches linearly inetinadial direction when
the pupil dilates or contracts, respectively. A paper by Wyt [17] explains that
this assumption is a good approximation, but it does not peettly match the
actual deformation of an iris.

The normalized iris image can be displayed as a rectangulanage, with the
radial coordinate on the vertical axis, and the angular codinate on the horizontal
axis. The left side of the normalized image marks O degrees the iris image,
and the right side marks 360 degrees. The division between 0da360 degrees
is somewhat arbitrary, because a simple tilt of the head canext the angular
coordinate. Daugman accounts for this rotation later, in te matching technique.

Directly comparing the pixel intensity of two di erent iris images could be
prone to error because of dierences in lighting between twdi erent images.

Daugman uses convolution with 2-dimensional Gabor Itersd extract the texture



from the normalized iris image. In his system, the lters aramultiplied by the
raw image pixel data and integrated over their domain of suppt to generate
coe cients which describe, extract, and encode image texta information." [14]

After the texture in the image is analyzed and representedt is matched
against the stored representation of other irises. If irisecognition were to be
implemented on a large scale, the comparison between two igegs would have
to be very fast. Thus, Daugman chose to quantize each Iter'phase response
into a pair of bits in the texture representation. Each commx coe cient was
transformed into a two-bit code: the rst bit was equal to 1 ifthe real part of the
coe cient was positive, and the second bit was equal to 1 if ta imaginary part of
the coe cient was positive. Thus after analyzing the texture of the image using
the Gabor lIters, the information from the iris image was summarized in a 256
byte (2048 bit) binary code. The resulting binary \iris cods" can be compared
e ciently using bitwise operations.!

Daugman uses a metric called the normalized Hamming distacwhich mea-
sures the fraction of bits for which two iris codes disagree.A low normalized
Hamming distance implies strong similarity of the iris code If parts of the irises
are occluded, the normalized Hamming distance is the fraoh of bits that disagree
in the areas that are not occluded on either image. To accoufdr rotation, com-
parison between a pair of images involves computing the noatized Hamming
distance for several di erent orientations that correspod to circular permuta-

tions of the code in the angular coordinate. The minimum comyed normalized

1The term, \iris code" was used by Daugman in his 1993 paper. Weuse this term to refer
to any binary representation of iris texture that is similar to Daugman's representation.

2The Hamming distance is the number of bits that disagree. Thenormalized Hamming
distance is the fraction of bits that disagree. Since normaked Hamming distance is used so
frequently, many papers simply mention \Hamming distance" when referring to the normalized
Hamming distance. We also follow this trend in subsequent sdions of this work.

10



Hamming distance is assumed to correspond to the correctgiment of the two
images.

An iris biometrics system following Daugman's general appach could be de-
scribed in four basic steps (1) acquisition, (2) segmentati, (3) texture analysis,
and (4) matching. These basic modules are depicted in Figuge2. The goal of
image acquisition is to acquire an image that has su cient gality to support
reliable biometrics processing. The goal of segmentatios o isolate the region
that represents the iris. The goal of texture analysis is toetive a representation
of the iris texture that can be used to match two irises. The g of matching
is to evaluate the similarity of two iris representations. e distinctive essence
of Daugman's approach lies in conceiving the representatiof the iris texture to
be a binary code obtained by quantizing the phase response atexture lter.
This representation has several inherent advantages. Anpithese are the speed
of matching through the normalized Hamming distance, easyahdling of rotation
of the iris, and an interpretation of the matching as the redtiof a statistical test
of independence [15].

Wildes [18] describes an iris biometrics system developedSarno Labs that
uses a very di erent technical approach from that of DaugmanWhereas Daug-
man's system acquires the image using \an LED-based poinght source in con-
junction with a standard video camera," the Wildes system wes \a di use source
and polarization in conjunction with a low light level camea.” When localizing the
iris boundary, Daugman's approach looks for a maximum in amtegro-di erential
operator that responds to circular boundary. By contrast, Vildes' approach in-
volves computing a binary edge map followed by a Hough tramsf to detect

circles. The Hough transform considers a set of edge pointsda nds the circle

11



Image Acquisition Segmentation

i Feature Encoding Matching
HD = ||(codeA® codeB) [ maskA maSkB”
l1111l1i1l0olololoo0000, ., = Hmasfcﬂﬂmaskﬁ‘”

Figure 2.2: Major steps in iris biometrics processing.

that best ts the most edge points. In matching two irises, Dagman's approach
involves computation of the normalized Hamming distance beeen iris codes,
whereas Wildes applies a Laplacian of Gaussian Iter at mufile scales to pro-
duce a template and computes the normalized correlation assanilarity measure.
Wildes brie y describes [18] the results of two experimentavaluations of the ap-
proach, involving images from several hundreds of iriseshib paper demonstrates
that multiple distinct technical approaches exist for eaclof the main modules of
an iris biometrics system.

There are advantages and disadvantages to both Daugman'scaWildes' de-
signs. Daugman's acquisition system is simpler than Wildesystem, but Wildes'
system has a less-intrusive light source designed to elirata specular re ections.

For segmentation, Wildes' approach is expected to be moreasie to noise pertur-

12



bations; however, it makes less use of available data, duelimary edge abstrac-
tion, and therefore might be less sensitive to some detail8lso, Wildes' approach
encompassed eyelid detection and localization. For matdg, the Wildes approach
made use of more of the available data, by not binarizing theamdpass Itered
result, and hence might be capable of ner distinctions; hoswer, it yields a less
compact representation. Furthermore, the Wildes method esl a data-driven ap-
proach to image registration to align two instances to be cgpared, which might
better respond to the real geometric deformations betweerhé¢ instances, but
comes at increased computation.

In 1996 and 1998, Wildes et al. led two patents [19] which degbed their
automated segmentation method, the normalized spatial c@lation for matching,
and an acquisition system allowing a user to self-positionshor her eye. A more
recent book chapter by Wildes [20] largely follows the treatent in his earlier
paper [18]. However, some of the technical details of the % are updated and
there is discussion of some experimental evaluations ofifiometrics done since
the earlier paper. Earlier and less detailed descriptiond the system appear in

[21, 22].

2.4 Recent Research in Iris Biometrics

Initially, image acquisition for iris biometrics required extremely controlled
conditions. In order to extend the possible applications afis biometrics, recent
work has attempted to reduce the constraints required for iage acquisition. The
least-constrained system to date is described by Matey et. gl23]. They aim to
acquire iris images as a person walks at normal speed through access control

point such as those common at airports. The image acquisitiois \based on
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high-resolution cameras, video synchronized strobed ithination, and specularity
based image segmentation." The system aims to be able to capt useful images
in a volume of space 20 cm wide and 10 cm deep, at a distance gbragimately
3 meters. The height of the capture volume is nominally 20 cnfyut can be
increased by using additional cameras. The envisioned sagn is that \subjects
are moderately cooperative; they look forward and do not eage in behavior
intended to prevent iris image acquisition, such as squimg or looking away from
the acquisition camera. Subjects may be required to removergjlasses, depending
on the optical density of those sunglasses. Most subjectsositd be able to wear
normal eyeglasses or contact lenses." Experiments were fpemed with images
from 119 Sarno employees. Results were that \the overall o®gnition rate (total
number of successful recognitions divided by the total nunelb of attempts) for
all subjects was 78%." The paper concludes, \the Iris on the &e system is the
rst, and at this time the only, system that can capture iris images of recognition
quality from subjects walking at a normal pace through a mimnally con ning
portal.” An example of such a portal is shown in Figure 2.3.

Algorithms enabling the processing of o -angle images mayrther reduce
acquisition constraints in iris biometric systems. A recdrtrend in segmentation
aims at dealing with o -angle images. Dorairaj et al. [24] agaime that an initial
estimate of the angle of rotation is available, and then usedgman's integro-
di erential operator as an objective function to re ne the estimate. Once the angle
is estimated, they apply a projective transformation to roate the o -angle image
into a frontal view image. Li [25] ts an ellipse to the pupil boundary and then
uses rotation and scaling to transform the o -angle image sihat the boundary is

circular. It is shown that the proposed calibration step cammprove the separation
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Figure 2.3: This \Iris on the Move" portal acquires an iris image as subjects walk
through a portal at normal walking speed. The portal itself ontains infrared lights
to illuminate the subject. Three high-zoom video cameras ithe far cabinet take

video of the subject.
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between intra-class and inter-class di erences that is agved by a Daugman-like
algorithm. Abhyankar et al. [26] propose using active shapmodels for nding
the elliptical iris boundaries of o -angle images. A recenpaper by Daugman [16]
presents alternative methods of segmentation based on agticontours, a way to
transform an o -angle iris image into a more frontal view, ad a description of
new score normalization scheme to use when computing Hamuidistance that
would account for the total amount of unmasked data availalel in the comparison.

In another e ort to improve performance, there has been an aty of literature
presenting di erent modi cations on how to extract texture information from the
segmented iris region. A number of these studies involved plementing a di er-
ent Iter and comparing the Iter to the two-dimensional Gabor Iter proposed
by Daugman. A detailed comparison of seven dierent lter types is given by
Thornton et al. [27]. They consider the Haar wavelet, Daubéges wavelet, order
three, Coi et wavelet, order one, Symlet wavelet, order twoBiorthogonal wavelet,
orders two and two, circular symmetric Iters, and Gabor waelets. They applied
a single bandpass Iter of each type and determined that the &or wavelet gave
the best equal error rate. They then tune the parameters of ¢h Gabor lter
to optimize performance. They report that \Although we condude that Gabor
wavelets are the most discriminative bandpass lters for is patterns among the
candidates we considered, we note that the performance ofetlGabor wavelet
seems to be highly dependent upon the parameters that detema its specic
form."

Once an iris image is acquired and segmented, and relevantttge information
extracted, the resulting feature vector or iris code is congped with enrolled iris

codes. A key concept of Daugman's approach to iris biometsigs the linking of
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the Hamming distance to a con dence limit for a match decisin The texture
computations going into the iris code are not all statisticly independent of each
other. However, given the Hamming distance distributionsof a large number of
true non-matches, the distribution can be t with a binomial curve to nd the
e ective number of degrees of freedom. The e ective numbef degrees of freedom
then allows the calculation of a con dence limit associatedith any recognition
decision.

Daugman and Downing [11] describe an experiment to deternairthe statisti-
cal variability of iris patterns. Their experiment evaluates 2.3 million comparisons
between di erent iris pairs. The mean Hamming distance beteen two di erent
irises is 0.499, with a standard deviation of 0.032. This drgoution closely follows
a binomial distribution with 244 degrees of freedom. The disbution of Ham-
ming distances for the comparisons between the left and righiises of the same
person is found to be not statistically signi cantly di erent from the distribution
of comparisons between di erent persons. Daugman's 2003paa [28] presents
similar results as [11], but with a larger dataset of 9.1 mibn iris code matches.
This number of matches could derive from matching each of atsef just over
3,000 iris images against all others.

Bolle et al. [29] also study the theory behind the performamcrates of an iris
biometric system. Following on concepts developed by Daugm, they consider
the probability of bit values in an iris code and the Hamming ttance between
iris codes to develop an analytical model of the false rejerdte and false accept
rate as a function of the probabilityp if a bit in the iris code being " ipped' due to
noise. The model predicts that \the iris FAR performance iselatively stable and

is not a ected by p." They indicate that the \FAR performance predicted by the
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foregoing analytical model is in excellent agreement witthe empirical numbers
reported by Daugman.” In contrast, their theoretical FRR acuracy did not meet
the empirical numbers presented by Daugman. This observati motivated the
detailed study, presented in chapter 3, of the consistency mdividual bits in an

iris code.

2.5 lIris Biometrics Evaluations

There have been few publicly-accessible, large-scale aa#ibns of iris biomet-
rics technology. There are a number of papers that compare aoposed algorithm
to \Daugman's algorithm.” However, this generally means aamparison to a
particular re-implementation of Daugman's algorithm as dscribed in his earliest
publications. Thus the \Daugman's algorithm" used for comprison purposes in
two di erent papers may not be exactly the same algorithm ananay not give the
same performance on the same dataset. Also, it is very likellyat neither would
match the performance of Daugman's own most recent algoritits. There are
also, as mentioned earlier, many research papers that compali erent texture
Iters in a relatively controlled manner. However, the dataets used in such exper-
iments have generally been small relative to what is needed tiraw conclusions
about statistical signi cance of observed di erences, andften the experimental
structure confounds issues of image segmentation and tesg¢uanalysis.

As one example of a research-level comparison of algorithrivatsa et al. [30]
implemented and compared four algorithms. They looked at D@gman's method
[31]; Ma's algorithm which uses circular symmetry Iters tocapture local texture
information and create a feature vector [32]; Sanchez-Aais algorithm based

on zero-crossings [33]; and Tisse's algorithm which usesezgent frequency and
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instantaneous phase [34]. A comparison of the four algoritts, using the CASIA
1 database, showed that Daugman's algorithm performed theebt with 99.90%
accuracy, then Ma's algorithm with 98.00%, Avila's with 9789%, and Tisse's
algorithm with 89.37%.

A widely-publicized evaluation of biometric technology doe by the Interna-
tional Biometric Group in 2004 and 2005 [35] had a speci ¢ anlimited focus:
\The scenario test evaluated enrollment and matching softare from Iridian and
acquisition devices from LG, OKI, and Panasonic" [35]. Irisamples were acquired
from 1,224 individuals, 458 of whom participated in data aegsition again at a
second session several weeks after the rst. The report giviailure to enroll (FTE)
rates for the three systems evaluated, where \FTE was de neds the proportion
of enrollment transactions in which zero [irises] were erked. Enrollment of one
or both [irises] was considered to be a successful enrollitneénThe report also
gives false match rates (FMR) and false non-match rates (FNR) for enroliment
with one system and recognition with the same or another symh. One conclu-
sion is that \cross-device equal error rates, while highehan intra-device error
rates, were robust." With respect to the errors encountereth the evaluation, it
is reported that \errors were not distributed evenly acrossest subjects. Certain
test subjects were more prone than others to FTA, FTE, and gerne matching
errors such as FNMR." It is also reported that \one test subjet was unable to
enroll any [irises] whatsoever." Some of these high-levehtperns in the overall
results may be representative of what would happen in genéi@pplication of iris
biometrics.

Authenticorp released a report in 2007 [36] that evaluatesitee commercial

iris recognition systems in the context of three main questns: (1) What are the
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realistic error rates and transaction times for various comercial iris recognition
products? (2) Are ISO-standard iris images interchangeabl(interoperable) be-
tween products? (3) What is the in uence of o -axis user presntation on the
ability of iris recognition products to acquire and recogmie iris images? The ex-
perimental dataset for this report included about 29,000 iages from over 250
persons. The report includes a small, controlled o -axis @eriment in addition
to the main, large scenario evaluation, and notes that \the wrent generation
of iris recognition products is designed for operational snarios where the eyes
are placed in an optimal position relative to the product's amera to obtain ideal
on-axis eye alignment." The data collection for the experient includes a time
lapse of up to six weeks, and the report nds that this level ofime lapse does not
have a measurable in uence on performance. The report alsotas that, across
the products tested, there is a tradeo between speed and agecy, with higher
accuracy requiring longer transaction times.

A di erent sort of iris technology program, the Iris Challerge Evaluation (ICE),
was conducted under the auspices of the National Institutef &Standards and
Technology (NIST) [37]: \The ICE 2005 is a technology devepment project
for iris recognition. The ICE 2006 is the rst large-scale, pen, independent
technology evaluation for iris recognition. The primary gals of the ICE projects
are to promote the development and advancement of iris reation technology
and assess its state-of-the-art capability. The ICE projés are open to academia,
industry, and research institutes.” The initial report from the ICE 2006 evaluation
is now available [38], as well as results from ICE 2005 [37].

One way in which the ICE di ers from other programs is that it makes source

code and data sets for iris biometrics available to the resea community. As
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part of ICE, source code for a baseline Daugman-like iris lreetrics system and a
dataset of approximately 3,000 iris images had been disttited to over 40 research
groups by early 2006. The ICE 2005 results that were presedtm early 2006 com-
pared self-reported results from nine di erent research gups [37]. Participants
included groups from industry and from academia, and from geral di erent coun-
tries. The groups that participated in ICE 2005 did not all stomit descriptions of
their algorithms, but presentations by three of the groupsCambridge University,
Tohoku University, and Iritech, Inc., are online athttp://iris.nist.gov/ice/
presentations.htm

Iris images for the ICE program were acquired using an LG 22@9stem, with
the ability to save raw images that would not ordinarily pasghe built-in quality
checks. Thus this evaluation seeks to investigate performee using images of
less-than-ideal quality. The ICE 2006 evaluation was baseoh 59,558 images
from 240 subjects, with a time lapse of one year for some datA.large di erence
in execution time was observed for the iris biometrics systes participating in
ICE 2006, with a factor of 50 di erence in speed between the tbe systems whose
performance is included in the report. The ICE 2006 report isombined with
the Face Recognition Vendor Test (FRVT) 2006 report, and inades face and iris
results for the same set of people [38].

In [39], Newton and Phillips compare the ndings of the evalations by NIST,
Authenticorp, and the International Biometrics Group [35{37]. They note that
all three tests \produced consistent results and demonsti@ repeatability.” The
evaluations may have produced similar results because mast the algorithms
were based on Daugman's work, and Daugman-based algorithmsminate the

market. The best performers in all three evaluations achied a false non-match
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rate of about 0.01 at a false match rate of 0.001.
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CHAPTER 3

FRAGILE BITS

Many researchers have developed iris biometric algorithrfilowing the typical
steps outlined by Daugman. They apply a texture lter to an inage of the iris
and extract a representation of the texture, the iris code. &ch bit of the iris
code indicates whether a given texture Iter applied at a gign point on the iris
image has a negative or non-negative result. Even though setypical steps in
Daugman's algorithm have been implemented and used in nunoeis systems, the
theoretical explanation for the false reject rates of thesgystems had yet to be
explained satisfactorily prior to this research.

As mentioned in the previous chapter, Bolle et al. [29] attepted to model
the theoretical lower bounds for the false accept rate andlé® reject rate of an
iris biometric system. They found that \the reported empirccal FRR performance
degradation is signi cantly more stable with respect to thesystem threshold vari-
ation than predicted by the theory. This implies that the invariant bits in the iris
code representation are dramatically robust to the imagingoise." As a possible
explanation for the di erence between the empirical and tharetical results, they
suggested \...that perhaps not all bits are equally likelya ip, that there are some
particularly “fragile' bits." For a given iris, a bit in its i ris code is \fragile" (i.e.
inconsistent) if there is any substantial probability of it ending up a 0 for some

images of the iris and a 1 for other images of the iris. To invégate the existence
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of fragile bits, we compared iris codes from multiple images the same eye. Some

research presented in this chapter has previously been pishied in [40].

3.1 Data and Software

The data used for this experiment was collected at the Univsity of Notre
Dame and provided to the National Institute of Standards and’echnology (NIST)
for use in the Iris Challenge Evaluation (ICE) [37]. All imags were acquired using
an LG2200 EOU iris imaging system [4]. One unusual aspect ofages taken with
the LG 2200 is that the intensity values are automatically catrast-stretched by
the LG 2200 to use 171 gray levels between 0 and 255. A histagraf the gray
values in the image used in Figure 2.1 is given in Figure 3.1.

The subset of the ICE dataset used for the experiments in thgaper contains
over a hundred di erent images for each of several irises. Maore than six images
were acquired for a particular iris of a particular subjectn any given week. To test
the fragility of individual bits in an iris code, we selectedmages that were mostly
unoccluded by eyelids or lashes. Example images from thistalset are shown in
Figures 3.2 through 3.5. We selected a subset of the ICE dathatt contains 24
subjects, with between 15 and 118 images of the left eye ofleaabject, for a total
dataset of 1226 left iris images. This dataset contains 4 A&si and 20 Caucasian
subjects. Ten of the subjects are female and 14 are male.

We used software similar to the open source software, IriSBH37], to create
the iris codes. This software uses one dimensional log-Galwavelets to create
a 240x20x2-bit iris code. The software we used contains ingpvements to the
segmentation as described in [41]. Our software automatllyafound correct inner

and outer boundaries of the iris in all 1226 images selectent the study (veri ed
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Figure 3.1: Histogram of an image acquired by LG 2200, usingILof 256 intensity
levels.

by visual inspection). The images were selected to minimidee e ects of segmen-
tation errors; however, some minor imperfections in the segntations could not
be avoided. One di culty in iris segmentation lies in the fad¢ that iris boundaries
are not exactly circular. Therefore, even the best circle aght part of the sclera
or eyelid above and below some of the irises (Figure 3.2). 8Jghere are specular
highlights on irises of some of the images (Figure 3.3). To alewith these seg-
mentation di culties, we later consider how masking parts & the iris a ects our
results.

In cases where the segmentation software detected occlashy eyelids, parts
of the iris region were masked (Figure 3.4). If part of the isi code was masked
in even one image of a subject, the bits from that part of the is code were
left out of all computations in our experiments on that subjet. Some of the
images have sharp focus, but a few images are less well fodységure 3.5). Our
experiments show that some bits are consistent across allages, even when a few

poorly-focused images are included in the experiment. Thiesult is consistent
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Figure 3.2: Example image 04233d1145 from our dataset. Thimage has no
occlusion by eyelids or eyelashes. However, part of the salés included in the
segmentation of this iris region. Also, some specular higgit is evident in the

iris region near the lower eyelid.
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Figure 3.3: Example image 02463d1268 from our dataset. This contains spec-
ular highlights near the bottom of the iris, and near the pugi

27



Figure 3.4: In this image, parts of the top and bottom of the is were masked
before the iris code was computed. The corresponding parté tbe iris code of
all images of this iris were dropped from the experimental atysis. This is image
04239d1060 from our dataset.
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Figure 3.5: Despite including some poorly focused imagestire dataset, on av-
erage 15.96% of bits in the iris codes were perfectly consigt This is image
04336d692 from our dataset.
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with Bolle's assertion that \the invariant bits in the iris code representation are
dramatically robust to the imaging noise." [29]

Two dierent iris codes from the same eye are not necessarilg the same
orientation when acquired from the raw images, and therefermay have to be
rotated in order about the optical axis to be aligned correty. We wrote a program
that would rotate the iris codes so that all codes from the saeneye could be
aligned and compared for consistency. We used the rst irisode as a reference,
and aligned each subsequent code to the rst code.

From this set of aligned binary iris code images we created 4@20x2 matrix,
where each entry in the matrix contains the average value fahe corresponding
bit in the iris code. Half of these entries corresponded to éhreal part of the
output from the texture ltering process, and half of the enties corresponded to
the imaginary part. In order to see patterns in the output, wedivided each matrix
into two 240x20x1 matrices where one matrix represented threal bits of the iris

code, and the other represented the imaginary bits.

3.2 Existence of Fragile Bits

All subjects had three dierent regions apparent in their iis codes: areas
consistently equal to O, areas consistently equal to 1, andconsistent areas. The
inconsistent areas tended to occur at the boundaries betweeegions of zeros and
regions of ones. Examples of the inconsistent regions in thiss codes are shown
in Figure 3.6. If a bit was equal to one the majority of the timebut was equal to
zero 30% of time, then we say that the bit \ ipped” in 30% of theiris codes. If
a bit was zero the majority of the time, but one for 30% of the the, we also say

that the bit \ ipped" in 30% of the iris codes. In this gure, t he black regions
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correspond to bits that were ipped in at least 30% of the iriscodes. If we are
less strict in our de nition of what constitutes an inconsigent bit, then there will
be a greater number of inconsistent bits. Figure 3.7 showsahif we consider any
bit that ips more than 20% of the time to be fragile, then there will be many
fragile bits. If we consider any bit that ips more than 40% ofthe time, then
there will be fewer fragile bits. In our study we found that, a average across our
set of images, 15.96% of the bits in an iris code were perfgatbnsistent; that is,
15.96% of the unmasked bits were always equal to 1 or alwaysialto 0, for all
iris codes for an iris. The subject with the smallest fractio had 4.74% of the bits
perfectly consistent, and the subject with the largest fraon had 33.2% of the
bits perfectly consistent. The sample standard deviationaoss the 24 irises was
6.39%.

It is natural to wonder why one subject would have more perfdg consistent
bits than another. This phenomenon can be explained by codsring the number
of images available of each subject. We computed Pearsontsrelation between
the number of images we had for a subject and the percent of pastly consistent
bits. Pearson's correlation re ects the amount of linear dationship between two
variables, and ranges between -1 (perfect negative cortéda) and 1 (perfect
positive correlation). The correlation coe cient betweennumber of images and
percent of perfectly consistent bits is -0.5369. We applieddtwo-tailed Student's t
test to test the null hypothesis of no correlation against th alternative that there
is a nonzero correlation, and found evidence that there is tafistically signi cant
correlation (p-value 0.0068). This result makes sense besa as we acquire more
images of an iris, there are more opportunities to acquire thers in any given bit

in the iris code.
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Figure 3.6: Black areas in each rectangle are inconsisterdrfs of the iris code,
and white areas are consistent. Each rectangle representgalfrom the iris codes
of at least 15 di erent images of the same eye. Two rectanglase shown for each
subject; one rectangle shows the real bits in the iris codendthe next rectangle
shows the imaginary bits. Light gray regions are masked regis. The numbers
on the side are the subject numbers associated with imagestine ICE dataset.
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Figure 3.7: The number of fragile bits depends on the threslidbused. There are
fewer bits that ip in at least 40% of the iris codes than thereare that ip in at
least 20% of the iris codes.

In addition to considering perfectly consistent bits, we &b looked at the av-
erage fragility of the unmasked bits of a subject. For eachtbithe percentage of
the images in which the bit ips must lie between 0% and 50%, dvetween 0 and
0.5. We found the frequency that each bit ipped and took the @erage across all
bits for a subject. This average fragility for each subjectsi not correlated with
the number of images we had for the subject. The correlatioroe cient between
these factors is only -0.1730, which is not statistically gni cant (p-value 0.4188).

Fragile bits show up in about equal amounts in both males anémales. We use
average fragility in making comparisons between gendersdagise average fragility
did not appear to be dependent on number of images. Figure 3Bows the average
fragility of the 24 subjects when divided into groups of matand females. There is
no apparent di erence between the two genders. Figure 3.9@lis average fragility

versus race. Our dataset suggests that Asian subjects had madragile bits than
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Caucasian subjects. However, we only have four Asian suligein our dataset,
so it is quite possible that this trend may not be representate of the general
population.

The spatial pattern apparent in these consistent and incorstent regions likely
comes as a result of how the iris image is processed to genetae code. A Fourier
transform is applied to the iris image, and then the values armultiplied by a log-
Gabor lter. Next an inverse Fourier transform is applied, yelding 4800 complex
Iter responses in the spatial domain. Rather than storing he complex numbers
as the iris codes, the phase of each complex number is quastizo one of the
four quadrants. A complex number in the rst quadrant of the @mplex plane is
mapped to the value, 11; the second quadrant, 01; the third g@drant, 00; and the
fourth quadrant, 10. If a region of the iris image were assated with a complex
number near the negative imaginary axis, small changes inglcomplex number
could make that region of the iris map to a 00 some of the time,nd a 10 at
other times. In this case, we would expect the real bit to be dgile because half
of the time that bit would be a 0, and half of the time that bit would be a 1.
Furthermore, we would expect the imaginary bit to be consisiht, because the
imaginary bit is equal to zero no matter whether the complexumber is in the
third or fourth quadrants.

Figure 3.10 shows an example of the distribution of 54 comgl@umbers from
54 di erent images of the same iris. Each of these 54 compleymbers is asso-
ciated with the same location in the iris code. In particularthis location on the
iris code had a highly inconsistent imaginary bit and a higlyl consistent real bit.
As we expected, the complex numbers associated with theseotlits of the iris

lay close to the positive x-axis.
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the two di erent genders.
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Figure 3.10: These 54 complex numbers, each from the samdargn 54 di erent
images of the same subject's eye, all correspond to the saroeation on the iris
code. Each complex number is mapped to two bits. This parti¢ar part of the
iris code had a highly consistent real bit, and a highly incaistent imaginary bit.
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3.3 Outliers

Upon rst inspection, it appeared to us that many of the distibutions of com-
plex numbers corresponding to particular points on the irismages followed a
two-dimensional Gaussian distribution. In fact, upon randmly selecting one such
set of complex numbers and testing for normality, there wasonstatistically sig-
ni cant evidence that the distribution was not normal. However, when we tested
another such set of complex numbers, it did not have a Gaussialistribution.
Either the distributions were truly non-Gaussian, or therewere su cient outliers
to provide statistical evidence for non-normality.

In order to better understand our results, we studied what nght be causing
the outliers in the sets of complex numbers used to create tlies codes for one
of our subjects. Using multiple images of a subject, we cantgaultiple di erent
measurements that each correspond to the same position. Wavhe 60 images
from subject 02463, and thus we have sets of 60 complex nungdeach, and we
have 4800 such data sets from the di erent positions of theig:.

We began our analysis by nding the average spread of the dafar all the
data sets. The data sets are not all centered at the same pasit. In order to
estimate the standard deviation for all the complex numberghe data sets rst
need to be shifted to all be centered at the same location. Feach data set, the
points were translated so that the average of each set was taad at 0+0j. Next,
the standard deviation for all 4800x60 numbers was estimate For subject 02463,
the sample standard deviation was 0.00815.

We manually examined all complex numbers that fell more thad sample
standard deviations away from the mean in their data set. We arked the 1478

positions on the original iris images that yielded such ou#rs. The majority of
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the outliers were due to spots on the iris that were lighter thn the surrounding
region. These light spots seem to be specular highlights. 8@ of the brightest
specular highlights have a dark border surrounding them. Tehdark borders also
cause outliers in the data. While most outliers occurred orrmear light regions of
the iris image, some outliers appeared on shadows in the ineattpat were not near
any highlights. 85.9% (1270 out of 1478) of the outliers foubject 02463 were
due to light regions on the eye. 11.8% (174 of the 1478) of thatkers were due
to some dark imaging artifacts around specular highlightsand 2.3% of outliers
(34 of the 1478) were due to shadows on the image that seemedeleted to any
highlights.

Figure 3.11 displays a portion of an example iris image shawji outliers caused
by specular highlights and dark borders. The positions of thoutliers are marked
with triangles. Complex numbers that fell more than 4 standal deviations away
from the average are marked with red, upward-pointing triagles. Complex num-
bers that were between 3 and 4 standard deviations from the enage are marked
with blue, downward-pointing triangles. This particular ekample appears near the
lower eyelid. However, dark borders also commonly appearamghe upper eyelid,
near the tear duct, and around the main specular highlight ree the pupil.

Because of the way the images are processed, an abnormalityone part of
a row of the normalized iris image causes a string of outlieedong that row. In
applying the log-Gabor lters, a Fourier transform is appled to one row of the
normalized iris image. Next, the values are multiplied by tb Iter, and then the
inverse Fourier transform is applied. Since the Fourier trasform is done on the
entire row, a highlight in one part of the row can a ect numbes in other parts of

the row. Thus, there are outliers to the right and left of the pecular highlight as
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Figure 3.11: Close-up view of image 02463d1323 showing sgeachighlights.
Triangles mark the positions on the iris that resulted in ouiers after the 1D log-
Gabor lter was applied. A zoomed-in portion of the correspading normalized
iris is also shown.
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well as immediately on the highlight.

There are multiple smooth surfaces in the eye that can re edtght and thus
create the highlights which are causing the outliers. Lightan be re ected o of
the 1) outer and 2) inner surfaces of the cornea, and o the 3)uter and 4) inner
surfaces of the lens of the eye. These four types of re ect®are called Purkinje
images [42]. Since the lens is located behind the iris, thght regions seen on the
iris are probably not re ections from the lens, but they coull be re ections from
the cornea. In some instances, there appears to be faint spkec re ections close
to and in line with brighter specular re ections. Figure 3.2 shows examples of
these types of highlights.

Since the majority of outliers for this subject came from higlights, it is natural
to inquire whether all the light regions of the images mani& outliers. We found
a highlight in one image (02463d1249) that was not marked as autlier when we
looked at outliers greater than three standard deviationsgdm average. However,
when we looked at where the highlight fell with respect to théd800 sampling points
on the iris, we found that the sample points fell on the edged the highlight, rather
than in its center. Furthermore, the complex numbers aroundhis highlight still
were greater than two standard deviations from average. Rige 3.13 illustrates
this situation.

The remaining outliers were less easy to explain. These aatk showed up on
dark regions in the images. We surmise that these outlierseadue to shadows on
the iris, or perhaps features that are small enough that thegnly show up in the

best-focused images. Figure 3.14 shows an example of thisetyof outlier.
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Figure 3.12: Faint re ections often appear close to brightere ections. This image
contains (A) bright re ections on the eyelid, (B) a nearby, &int re ection on the

iris, (C) a bright re ection in the pupil, and (D) a nearby, faint re ection on the

iris. Both of the faint re ections marked in this image (B andD) caused outliers
in the complex data. (Image 02463d1329)
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Figure 3.13: The positions of the sampling points around a spular highlight
a ect how extreme an outlier is produced. Green circles repsent the sampling
points. Red, upward-pointing triangles are outliers gre&r than 4 standard devi-
ations from average. Blue, down-ward pointing triangles aroutliers greater than
3 standard deviations from average. Yellow, right-pointig triangles are outliers
greater than 2 standard deviations from average. A sample ipbin the center of
a highlight corresponds with an extreme outlier (A). Sampl@oints falling on the
edge of a specular highlight cause less-extreme outliers.(Bmage 02463d1249)
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Figure 3.14: Some outliers showed up on dark regions of thésirmage. Small
dots show the sample points on the iris used to create the noafized image.
(02463d1276)
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3.4 Inner vs. Outer Radial Bands of the Iris

Several researchers [34, 43, 44] have suggested using omdy ihner part of
the iris for recognition. Du et al. [45] suggested that \a ma distinguishable and
individually unique signal is found in the inner rings of theiris," and that \as
one traverses to the limbic boundary of the iris, the patterrbecomes less de ned
and ultimately less useful in determining identity.” Sincethe inner part of the iris
is less likely to be occluded, we suspect that it is the occlag, rather than the
lack of texture, that might make outer bands less valuable. d test this idea, we
graphed the percent of fragile bits that occurred at each raal band in the iris.

Using a consistency threshold of 40%, we calculated the pent of bits that
were fragile for each row of the \unwrapped" iris image (coesponding to a radial
band), for all 24 iris images. The results are shown in Figui&15.

Despite our e orts to obtain unoccluded images for the datad, we suspected
that specular highlights close to the eyelids could be a eittg our measurements
of the consistency of the di erent bands of the iris code. Thefore, we applied a
mask to the data to disregard the upper and lower quarters ohe iris, and then we
looked at the percent of fragile bits for each row of the irisodle in the unmasked
quarters of the iris (left and right sides of the iris). The mak used is shown in
Figure 3.16, and the result is shown in Figure 3.17.

We also performed the same test using fragility threshold$ 80% and 20%. In
all cases, masking the top and bottom quarters improved theonsistency of the
outer rows. Clearly, the quality of the segmentation a ectdhe value of the outer

rows of the iris.
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Figure 3.15: This gure shows the percent of fragile bits inaeh row of the iris
code. Rows in the middle of the iris code (rows 5 through 12) erthe most
consistent.
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Figure 3.16: Mask used for evaluating the consistency of thener versus outer
bands of the iris. When we consider only the right and left s&b of the iris, and
disregard the top and bottom sections, which had the most spelar highlights
and occlusion, there is not as much spread in the fraction affjile bits across the
rows. There still seems to be a high percentage of fragile $iin rows 1 and 2 of
the iris code; however, the general trend shows that all roved the iris code have
a high amount of consistent information.
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Figure 3.17: When the regions most a ected by specular higghts and occlusion
are masked, the consistency of the outer rows of the iris coideproves. (The black
horizontal line is drawn to aid in comparison between outerral inner rows.)
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3.5 E ect of Granularity of Iris Alignment on Consistency

Since we have experimentally shown the existence of fradiis, it is reason-
able to ask how small modi cations in the iris recognition ajorithm might a ect
the consistency of the bits in the iris code. One important piirement of an iris
recognition algorithm is that the algorithm must be rotation-invariant. That is,
a small tilt of the head should not cause the recognition algehm to fail. Daug-
man [2] suggested that to achieve rotation invariance, an esiled iris code could
be compared to several di erent shifts of the probe iris codend the shift that
yielded the smallest Hamming distance could be taken as thercect orientation
of the probe image.

Our software shifts the iris code by two angular steps at a tie by default,
which is equivalent to rotating the original iris image by 3 eégrees. In order to be
as thorough as possible, we used shifts of the iris code as braa one step (1.5
degrees) when testing for the existence of fragile bits. Walsequently needed to
check whether changing the shift size would a ect the consency of the bits.

We tested for the existence of fragile bits using shift sizas small as 1.5 degrees
and as large as 7.5 degrees. The general trend showed thabhgsa ner resolution
tended to yield a larger number of consistent bits. Howeveif, we extrapolate on
the data, it is clear that the y-intercept of the graph is greter than zero, implying
that fragile bits exist regardless of shift resolution. Theefore, even if we could
have an in nitely small shift size, there would still be fragle bits. A graph showing
the e ect of shift size is shown in Figure 3.18. Each line in # graph represents
one of our 24 subjects. As in the previous section, we used aeshold of 40% to

determine which bits were fragile.
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Figure 3.18: In matching a pair of iris codes, multiple di eent orientations of the
probe iris code are considered. Allowing for smaller posktrotations decreases
the percent of fragile bits.
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3.6 E ect of Filter on Consistency

Our software uses one dimensional log-Gabor wavelets inatiag the iris code,
but there are many di erent types of Iters that can be used inan iris recognition
algorithm [27]. We explored the e ect of a di erent Iter on t he fragile bit patterns
in the iris code.

In order to try a di erent Iter implementation, we obtained an open-source
iris recognition system, OSIRIS [46]. For segmentation, wesed the centers and
radii of the irises and pupils generated by our own softwareOSIRIS does not
currently mask eyelids and eyelashes. However, the imagasthis dataset were
selected because they did not contain much occlusion due tgekds. In addition,
in creating the iris code, we chose to ignore the 20% of thesirglosest to the limbic
boundary, instead using sample points closer to the pupil sge would avoid the
regions a ected by the eyelid.

To create the iris code, OSIRIS rst processes the segment@is image to
yield a normalized image that is 64 by 512. Next, OSIRIS app two-dimensional
Gabor lters to selected sample points in this image. The ler bank that comes
with OSIRIS contains 6 lters, three for real parts and threefor imaginary parts.
The lters come in three di erent sizes: 9 by 15, 9 by 27, and 9yb51. We selected
1280 sample points in a 16 by 80 grid pattern on the 80% of themaealized image
closest to the pupil. Therefore, the resultant iris code is&16x6. Once again,
we graphed which parts of the iris code were fragile. As in kige 3.6, the black
regions correspond to bits that were ipped in at least 30% dhe iris codes. Since
OSIRIS uses 3 lters, and each lter has a real and imaginary gt, we have 6
rectangles to display the fragile bits for each iris. The figile bits patterns for the

imaginary parts of the largest lter are shown in Figure 3.1%or a few subjects.
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Clearly the phenomenon of fragile bits is apparent even whendi erent lter is
used.

In section 3.2, we remarked that inconsistent areas in ourisrcodes tended to
occur at the boundaries between regions of zeros and regia@ines. The same
pattern is apparent in many of the iris codes for the large ler of OSIRIS. One
example of this phenomenon is illustrated in Figure 3.20. Ithis gure, areas
consistently equal to 1 are marked in red and areas consisigrequal to zero are
marked in blue. The yellow and green areas represent incatent areas, that are
1's in some of the iris codes for the subject, and 0's in othef the iris codes for
the subject. The yellow regions clearly are sandwiched beten an area of red
on one side and blue on the other. Interestingly, this trendsinot apparent when
a smaller Iter is used. We suspect that this trend would appar if we selected
sample points that were closer together.

Our initial impressions of the fragile bits maps were that tb smaller Iters had
fewer consistent bits than the larger lters. To test this icea, we made histograms
showing the consistency of the bits for each of the six ltersacross all images
of all subjects. These histograms are displayed in Figure23. The x-axis shows
the percent of times that bits ipped. Bits that fell in the r st bin are the most
consistent and ipped between 0 and 5% of the time. Bits thatdll in the last
bin are the most fragile and ipped between 45 and 50% of thertie. The largest
Iters had the highest number of bits in the rst bin, and therefore, in general,

the largest Iters seem to produce the most consistent bits.
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Figure 3.19: Each rectangle shows the fragile bits from padf the OSIRIS iris
code. Black bits represent fragile bits. The rectangles shio here are the part of
the iris code created with the imaginary part of the largest @bor Iter used.
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02463
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Figure 3.20: For the large Iter, inconsistent regions of th iris code (shown in
yellow) often fall in between regions consistently equal tone (shown in red)
and regions consistently equal to zero (shown in blue). In ¢hlower pane, the
corresponding black and white gure is shown, with incongient regions drawn in
black.

3.7 Theoretical Impact of Fragile Bits on False Reject Rate

Knowing which bits in a particular subject's iris code are fagile could improve
recognition performance. At enroliment, a sequence of insiages could be taken
and analyzed to create the enrollment iris code and a mask whiwould mask out
inconsistent bits. Such a mask could be used in addition to aask for masking
out eyelids and eyelashes. This section presents the thearal false reject rate
for an iris recognition scenario, and then shows how this mtcan be improved by
masking out the fragile bits in the iris code. We try to followas closely as possible
the notation presented by Bolle et al. [29] in their calculabns of FRR. We make
two di erent calculations for FRR. The rst calculation pre sents the error rate for
a traditional method that uses all bits in the iris code, and lhe second calculation

presents the error rate for a method that masks fragile bitsral only uses the more
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Figure 3.21: The largest lters had the highest number of bd in the rst bin, and
therefore, in general, the largest Iters seem to produce ¢hmost consistent bits.
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consistent bits. LetQ and R be \ground truth" iris codes of length N, both from
the same iris. When iris code) is calculated by the iris acquisition system, some
of the bits ip so that the result, 9, is only an approximation to the true iris
code, and does not match iris codR exactly. If enough of the bits ip so that the
Hamming distanceh(Q; R) exceeds the decision thresholdi;, then a false reject

occurs. Bolle et al. [29] showed that the false reject rate is

FRR (dr)

Pr h(Q;R) >drjh(Q;R) =0
0 1

X g N |
%D_ Kpa p" !

i=dr+1 |

where p is the probability that a bit will ip, and (1 p) is the probability of
not ipping a bit. Since we showed that not all bits have the sene probability of
ipping, we modify Bolle et al.'s equation to include two di erent probabilities.
Suppose thatk of the bits have probability p, of ipping, and N  k have prob-
ability p, of ipping. The rst k bits will be termed \Set 1" and the secondk
bits are \Set 2". Let p; > p, so that Set 1 contains the more fragile bits. Let
i be the number of bits that ip when iris code @ is acquired. The normalized
Hamming distance is the fraction of bits in the two iris codeshat disagree, so
the probability of a false reject is the probability thati=N > d 1, or equivalently,
that i>N dr. Letj be the number of bits from Set 1 that ip, and leti | be
the number of bits from set 2 that ip. The probability of j bits ipping, out of
k bits from Set 1 is 0 1

k | |
&) _ K@ py: (3.1)
j
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The probability of i | bits ipping, out of the N Kk bits in set 2 is
0 1

N k o o
© K@) @ p)N (32)
L)
Thus, the total FRR when using allN bits from the iris code is

0O 10 1

Kk N Kk . . o o
© KB KEIa e @ e (@3
J )

summed over all possible values farand j: i ranges fromN dr to N, and |
ranges frommaxfi N + k;Og to minfi; kg.

Now consider the situation where the fragile bits from Set 1 are masked out.
Let i be the number of remaining bits that ip. The probability of a false reject
is the probability that i =(N k) >dy. The total FRR when usingN Kk bits is

0 1

X K N k . .
© K@) )M (3.4)

i =(N K)dt |

To compare the situation of using all N bits to the second siation of using
only N Kk bits, we assume some numerical values. Bolle et al. [29] uded= 173
because Daugman's 1993 paper [15] found 173 independentreleg of freedom in
the iris code. In order for our results to be easily comparabto Bolle et al., we also
take N = 173. We analyzed the experimental consistency data so weubd choose
reasonable values fok, p;, and p,. For each subject, we divided the bits into two
groups: fragile bits with probability greater than 0.4 of ipping, and consistent
bits with probability less than 0.4 of ipping. We counted hov many bits fell into

each group. On average, 15.0% of bits had probability greatihan 0.4 of ipping,
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and 85.0% of bits had probability less than 0.4 of ipping. Tle probability of a bit
from the rst group ipping averaged 0.4484, and the probality of a bit from the
second group ipping averaged 0.1467. 15.0% of 173 is appnoately 26, so we
let k = 26. We also letp;=0.4483 and letp,=0.1467. Assuming these numerical
values, the FRR for the traditional scenario is 0.0000132nd the FRR for the
scenario which masks the fragile bits is 0.0000000333. Thdstecting fragile bits

at enrollment and masking them out at matching can improve awracy.

3.8 Empirical Evidence of Improved Accuracy

To truly test the situation described in the previous sectin, we would have
to select some subset of images from each subject and asskggmt to be \enroll-
ment images" while using the remaining images as \probe imag." Alternatively,
we could try to predict which bits in the iris code would be frgile, by using
our knowledge that complex numbers near the axes of the coraplplane yielded
inconsistent bits in the iris code. Such an approach would fnbe an approxima-
tion to truly detecting and masking fragile bits, but it would be simpler because
it would only require one iris image to decide which bits to nmek.

In section 3.2, we demonstrated that complex numbers nearghmaginary axis
of the complex plane resulted in fragile real bits, and comgt numbers near the
real axis resulted in fragile imaginary bits. This idea suggsts that one simple way
to mask out fragile bits is to mask real bits from complex numéxs too close to
the imaginary axis, and mask imaginary bits too close to theeal axis. We ran
two recognition experiments; the rst experiment used our armal iris recognition
software, and in the second experiment, we masked bits cldsethe axes.

For the gallery in our experiment, we took the rst image fromeach subject.
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The remaining images for each subject were used as the prab8sice we have 24
subjects, we had a total of 24 images in our gallery, and 12G8ages in our probe.
For both experiments, we had 100% rank-one recognition. Tiefore, in order to
distinguish between the two experiments, we graphed the kigrams of the match
and non-match distributions for each experiment. The expenent resulting in
a better separation between the match and the non-match didbutions is the
better method. The result of the rst experiment, with no masking of fragile bits,
gives the histogram shown in Figure 3.22. The mean Hammingstince for all
match comparisons was 0.2772, and the mean Hamming distafaeall non-match
comparisons was 0.4649.

For the second experiment, we modi ed the code for creatinhé mask of
our iris code templates. We took the real parts of all 4800 cqitex numbers for
the image, took their absolute value, and then sorted them. ékt, we identi ed
all the numbers in the lowest quartile of this set. For each coplex number
with its real part in the lower quartile of the data, we maskedhe corresponding
real bit in the iris code. Finally, we applied the same procente to sort and
mask the lower quartile of the imaginary numbers. This prockire had the e ect
of masking all real bits close to the imaginary axis of the cqgnex plane, and
masking all imaginary bits close to the real axis of the com@k plane. The result
of this second experiment yields the histogram shown in Figai 3.23. The mean
Hamming distance for all match comparisons was 0.1689, arttetmean Hamming
distance for all non-match comparisons was 0.4459.

The non-match distribution grew slightly wider in the secod experiment. The

1We would like to thank John Daugman for the idea of masking thelower quartile of numbers
(as opposed to trying to tune our program using a speci ¢ cuto threshold). From personal
communication with Daugman, we understand that he has prevously developed and used tech-
niques described in this section.
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Figure 3.22: This gure shows the match and non-match distbutions for our
software, without any masking of fragile bits.
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Figure 3.23: This gure shows the match and non-match distbutions for our
software, when bits close to the complex axis are masked. Timatch distribution
has moved a signi cant amount to the left, closer to 0, as desid. In addition,
the non-match distribution has also widened slightly.
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mean of the non-match distribution has shifted slightly to he left, by 0.0190.
However, the match distribution has also shifted a signi cat distance to the
left. The mean of the match distribution has decreased by M83. In the rst
experiment, the distance between the two means was 0.187hdahe distance
between the two means in the second experiment was 0.2770at@é improvement

over the previous performance.

3.9 Discussion

The consistency of the di erent bits in an iris code has not ben studied by
any other previously published work. Our experiments provéhe existence of
fragile bits. Our investigations into some of the causes afafyile bits showed that
re ections on the iris cause many of the outliers in the dataThis study naturally
led us to consider in more detail the e ects of lighting when ra iris image is
acquired. In addition to causing re ections on the iris, lifpting also a ects the
dilation of the pupil. The next chapter delves into the e ectof lighting on pupil

dilation, and in turn, how dilation a ects performance of ins recognition.
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CHAPTER 4

DILATED PUPILS

Multiple factors a ect the size of the iris in an image. For irstance, the zoom of
the camera and the distance between the camera and the sulbjelters the imaged
iris size. In order to e ectively compare two irises, iris mmetric systems normalize
two iris images to the same size. In Daugman's early work [13]e assumed a
\rubber sheet" model. \The homogenous rubber sheet model signs to each point
in the iris, regardless of size and pupillary dilation, a paiof dimensionless real
coordinates ¢; ) wherer lies on the unit interval [0,1] and is the usual angular
quantity that is cyclic over [0;2 ]" [15]. This transformation assumes that when
the pupil dilates, the stretch of the iris tissue in the radiadirection is linear. This
normalization of the iris makes it possible to compare two iages of di erent size.
However, information about the degree of pupil dilation is idcarded. No prior
work has quanti ed how di ering degrees of dilation a ect the performance of an
iris biometrics system. For this research, we collected a tdaet of iris images of
varying degrees of dilation and measured the resultant a €in performance. The

content of this chapter has been submitted for publication.

4.1 Research in Iris Dilation

Wyatt [17] developed a mathematical model to explain how theollagen bers

in the iris deformed as the pupil dilated. Initially he resticted his model to require
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linear deformation along the radial direction of the iris, ad then he later relaxed
that constraint. He compared his models to measurements ofirface features
from several human irises. He reports that \some of the data..appear to be a
better match to the lines indicating linear behavior; otherdata ... appear to be
a better match to the lines indicating nonlinear behavior."He further compared
his model to some measurements of angles of collagen bersaswged on an iris,
and found that the nonlinear model matched better.

Some iris biometrics researchers have noted that pupil dilan a ects the qual-
ity of a match between iris images [47{49]. Ma et al. [47] chacterized how many
of their false non-matches were due to pupil dilation. Theyxplained that \un-
der the extreme conditions (namely the iris texture is excesely compressed by
the pupil), the iris after normalization still has many di erences with its normal
state (i.e., the iris has a pupil of normal size). Thereforghe matching distance
between such a pair of iris images is very large. In our expments, 10.7% false
non-matches result from the pupil changes. This is a commomgblem in all iris
recognition methods." Thornton et al. [48] add an extra proessing step to ac-
count for the nonlinear deformations of the iris that occur Wen the pupil dilates.
They nd the maximum a posteriori probability estimate of the parameters of the
relative deformation between a pair of images. Their resgltshow that estimating
the relative deformation between the two images improves germance. Wei et
al. [49] account for dilation by modeling nonlinear iris st&tch as a sum of linear
stretch, and a Gaussian deviation term. Their training setricludes multiple im-
ages of a subject taken under gradually varying illuminatio. They compare their
algorithm with two previous algorithms which use the simpleubber-sheet model

and show that their model achieves a lower equal error rate.oBh Thornton and
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Wei focus on comparing algorithms. Neither work reports exgimental results
employing subsets of images with di erent degrees of dilatn.

Other than the few papers mentioned above [47{49], the largeajority of iris
biometrics literature assumes that the \rubber sheet" apprach of Daugman is
su cient to deal with the dierences in dilation. Furthermo re, even though a
few researchers have looked at pupil dilation, we have notuied any work that
quanti es how much dilation really a ects recognition. This work is the rst that
we are aware of to examine the impact of dilation on the perforance of an iris

recognition algorithm.

4.2 Data and Software

In order to measure how dilation a ects recognition, a speal iris image data
set was collected at the University of Notre Dame between JuR007 and Septem-
ber 2007, using an LG 2200 camera. This data set includes 68# keye images
from 18 di erent subjects. This set includes ten males and gt females. Twelve
subjects were Caucasians and six were Asians. In order to bamages of varying
pupil dilation, we turned o the ambient lighting for acquiring 28% of the images.
The LG 2200 system, like all commercial cameras, uses infdrLEDS to actively
illuminate the iris and therefore can still take high-qually iris images with the
overhead lights in the room o . Iris dilation is driven by the visible light level, not
by infrared light. The LEDs in the LG 2200, while visible, arenot bright enough
to signi cantly a ect pupil size.

We used iris recognition software developed by Liu [41]. Thisoftware, based
on ideas from Daugman [15] and Wildes [18] and on the implentation of Ma-

sek [50], uses a Canny edge detector and a Hough transformdegmentation. The
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boundaries of the iris are approximated using two circles #t are not necessarily
concentric. We visually inspected the segmentation for alhe 632 images. The
iris and pupil appeared correctly located in all but one of th images, and for that
image, we replaced the machine segmentation with a hand-sped segmentation.

Once an image is segmented, log-Gabor lters are used to aymd the texture of

the iris and extract a binary iris code. If parts of the iris ae occluded by eyelids
or eyelashes, the corresponding bits in the iris code are rked, or excluded from
future computations.

To show how this software performs for iris recognition, a gph of the match
and non-match distributions for this image set is shown in gure 4.1. The match
distribution shows the histogram of Hamming distances fromomparisons in which
both images are of the same iris. The non-match distributioshows distances from
comparisons in which the two images come from di erent irise The amount of
overlap between the two distributions is related to the ernorates in the sys-
tem. As the gure shows, the match distribution clearly has dower mean than
the non-match distribution, but there is some overlap betwen the distributions.
In commercial biometric systems, this overlap is typicallyhandled by setting a
threshold on the Hamming distance so that the probability ofa false match is
arbitrarily low; e.g., less than one in one million.

Daugman [2] documents the expected non-match distributiofor an iris recog-
nition system. He explains that \because any given bit in thephase code for
an iris is equally likely to be a 1 or 0, and di erent irises arauncorrelated, the
expected proportion of agreeing bits between the codes fava di erent irises is
HD = 0.500." However, in order to account for tilt of a persors head when an

image is taken, many iris recognition algorithms try multipe possible rotations of
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Figure 4.1: Distribution of normalized Hamming distancesofr all iris comparisons
in our data set. Two histograms are shown. The one on the lefepresents
comparisons between two images of the same iris. The one oe tight represents
comparisons between two di erent irises.
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an iris during a comparison, and assume the best possible mato be the correct
alignment of the iris. Daugman notes that \this "best of n' test skews the distri-
bution to the left and reduces its mean from about 0.5 to 0.458[2] Likewise, our
non-match distribution is also skewed slightly to the leftwith a mean of 0.462,
and with the majority of Hamming distance values falling betreen 0.4 and 0.5.
Our match distribution shows that our software does not pedrm as well as
Daugman's. In Figure 9 of Daugman's paper [2], his match dr#bution has a
mean Hamming distance of 0.110. The mean Hamming distance faur match
distribution is 0.317. However, our dataset intentionallyincludes wide variation
in pupil dilation. Thus we argue that our software performs wll enough that
it can be used to show interesting observations about how dilon a ects the
performance. As demonstrated in [41], this system achievas97.1% rank-one

recognition rate on an experiment of 4249 images.

4.3 Measuring Dilation

Our rst step was to measure the degree of dilation for each iage. The
segmentation step of the analysis provided the radius of thmupil and the radius
of the iris. To measure dilation, we divided the pupil radiusoy the iris radius.
Since the pupil radius is always less than the iris radius, ih dilation ratio must
fall between 0 and 1. In our 632 images, all dilation ratios we between 0.2459
and 0.7009. The distribution of dilation ratios is shown in kgure 4.2.

winn et al. [51] report that \several factors are known to a ect pupil size,
including the level of retinal illuminance, the accommodate state of the eye,
and various sensory and emotional conditions. In additiorthe size of the pupil

tends to change as a function of the individual's age, with satier pupils being
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Dilation Ratios for the 632 Irises
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Figure 4.2: Histogram showing di erent degrees of dilatioffor irises in our data
set. A dilation ratio of 0.2 corresponds to a very small pupilcontracted eye), and
a dilation ratio of 0.7 corresponds to a very large pupil (didted eye).
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predominant in the elderly population.” In our data, the two oldest subjects had
the smallest pupil size. The minimum dilation ratios for thetwo oldest subjects
were 0.25 and 0.28. Wyatt [17] reports that typical pupil disneters during waking
hours fall within 12 to 60 percent of iris diameters. We do nohave any images
with a pupil diameter as small as 12% of the iris diameter. Hamver, since pupil
size is somewhat correlated with age [51], the lack of imageish very small pupils

may be due to the fact that the majority of the subjects in our dtaset are between
19 and 32 years old, and we have no subjects older than 52 in dataset. Two of
the subjects attended only one acquisition session. Figude3 plots the minimum

and maximum dilation ratios for the remaining 16 subjects. & one subject, the
pupil radius varied as much as 31% of the iris radius. The sudgt showing the
least change in pupil dilation still had the pupil radius vaying by 15%.

As mentioned in the previous section, some of the images weeken with
the overhead lights in the room o. Therefore it is natural towonder whether
the variation in pupil size might occur under real-world coditions. One realistic
scenario that causes pupils to contract is a higher level dfumination in the
room. One simple way to get pupils to dilate is to use optomest's eye drops.
Such drops can cause a person's pupils to dilate and remaimatied for hours. An
attacker might use such drops to try to fool the biometric syiem, or a legitimate
user may have dilated pupils after a routine visit to the optmetrist. An even more
common way of causing pupils to dilate is to wear sunglassééle avoided using
sunglasses for our main dataset because we did not want themgmicating factor
of extra specular re ections from the glasses. However, weak two pictures, one
of an author wearing sunglasses and one of the same persorhvaih extra lamp

next to the camera (Figure 4.4). With sunglasses, the pupililtion ratio was
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Figure 4.3: The dilation ratio is the pupil radius divided bythe iris radius. Some
subjects' eyes naturally tended to have higher dilation rabs than other subjects'
eyes. Also, some subjects showed more variation in their pupize than others.
Subject 9 had the largest variation (0.307), with a maximum itation ratio of
0.655 and a minimum dilation ratio of 0.348. The subjects havbeen ordered in
this plot by increasing minimum dilation ratio.
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0.54 which was nearly as large as the largest dilation ratiooin that subject with
the lights o (0.56). With the extra lamp in the room, the dilation ratio was
0.31. The pupil radius had varied by 23% between the two pictas. Therefore,
we conclude that such a range of pupil variation is not uncomom and should be
expected and evaluated. Figures 4.5, 4.6, and 4.7 show theppuwariation for

three of the subjects in our dataset.

4.4 Degree of Dilation A ects Performance

In evaluating the impact of dilation on iris biometrics, the rst question to
consider is whether the iris recognition software performes well on a set of data
made up of entirely dilated pupils. One might expect that if 4 images in a
dataset showed a large degree of pupil dilation, but were abnsistently dilated,
the system would still perform well.

Since all dilation ratios in our dataset fall between 0.2 an@.8, we divided the
images into three sets. Set 1 contains images with a dilatioatio less than 0.4.
Images in this set have small pupils. Set 2 contains imagesthva dilation ratio
between 0.4 and 0.6. Finally, set 3 contains the most dilatgulipils, with dilation
ratios greater than 0.6. We obtained the match and non-matcHistributions for
each of the three sets. The match distributions for all thresets are shown in
Figure 4.8.

Surprisingly, even though all irises within each set have s®what consistent
degrees of dilation, not all sets showed the same performandn set 1, the mean
Hamming distance for the match distribution is 0.2933. Foret 2, the mean
Hamming distance is 0.3218. Set 3 has a mean Hamming distarafe0.3415.

Apparently, as pupils get larger, the mean of the match disiibution increases,
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Figure 4.4: It is easy to obtain a di erence in pupil dilation The gure on the
left is taken with an extra lamp in the room, and the gure on the right is taken
wearing sunglasses.

Figure 4.5: This subject (subject number 05288) showed thégigest di erence in
pupil size in the data set. The smallest dilation ratio (pupiradius/iris radius) for
this subject was 0.3478 and the largest dilation ratio was &545.
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Figure 4.6: This subject (subject number 02463) had the sniest pupils in the
dataset. The smallest dilation ratio for this subject was @459, and the largest
dilation ratio was 0.4400.

Figure 4.7: This subject (subject number 05379) had the laegt pupils in the
dataset. The smallest dilation ratio for this subject was ®391, and the largest
was 0.70009.
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Figure 4.8: The match distribution for comparisons betweeayes with large pupils
has a larger mean than the distribution of comparisons betwa eyes with small

pupils.
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getting closer to the non-match distribution and increasig the rate of false rejects,
or false non-matches.

One probable reason for the degraded performance in the sétdilated eyes
involves the simple fact that there is less iris area visiblelypical iris recognition
algorithms take the annular region of the eye and create a taagular normalized
region. In a dilated image, less iris area is available foreating each pixel in the
normalized image. With less iris data available the eyes Wile characterized more
poorly.

The creation of the rectangular iris image involves samplgnthe original image.
For an eye with a small pupil, the sample points on the originamage will be
spaced out along a line going from the pupil, radially outwat. For an eye with
a large pupil, the sampling density along such a line will beigher. As pupil
dilation increases, the radial width of the iris decreasesThus, there are fewer
distinct pixels along the annular width of the iris, but the rumber of sample
points for the normalized iris image remains the same.

In creating the normalized image, our system uses a square fofir pixels
and interpolates a single value from those four pixels to @t one pixel of the
normalized image. The normalized image that is created is pixels by 240 pixels.
Therefore, the system is expecting an iris with a width at lest 40 pixels across.
The most dilated pupil in the images analyzed for this paperds an iris that is
only 35 pixels in annular width. For this image, the values cdome pixels are used
more than once in creating the normalized image.

The International Standards Organization has speci ed thian iris image used
for recognition should have 200 pixels across the diametditie iris [52]. However,

we suggest that the diameter of the iris is an inadequate wap imeasure the total
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amount of iris data available. Instead, we recommend that # annular width of
the iris is a more correct measure of iris size. Annular widtis easily computed by
taking the iris radius and subtracting the pupil radius. Forsystems that allow non-
circular pupillary and/or limbic boundaries, the distancebetween the two can be
averaged over a number of radial samples. Even if two circldescribing the pupil
and iris are not concentric, this measure of annular width istill easily computed,
and still represents an average annular width of the iris. Heever, recording the
minimum annular width may also be useful in determining the gality of an image.
Figure 4.9 shows the non-match distributions for the threeess. In set 1, the
mean Hamming distance for the non-match distribution is 0863. The mean
Hamming distance for set 2 is 0.4600 and the mean Hamming diste for set 1 is
0.4472. The di erence in means for the non-match distributin was not as large
as the di erence in means for the match distribution. Theredre, we wished to test
whether this di erence was statistically signi cant. To simplify the test, we split
the data into two groups, where the rst group contains all egs with dilation ratios
below the median, and the second group contains all eyes wihation ratios above
the median. In this test, the null hypothesis is that the meas of the non-match
distributions for the two groups are equal, and the alternate hypothesis is that
they are not equal. We used a balanced, one-factor ANOVA te$br comparing
the means of the two groups of data. The factor in this test ishie dilation ratio.
We got an F-statistic of 16092, and a corresponding p-valud 6.0000. Thus,
we concluded that the di erence between the two groups wasdeed signi cant.
That is, the non-match distribution for dilated eyes has a derent mean than the
non-match distribution for non-dilated eyes. In our expemental results, as pupils

get larger, the mean Hamming distance of the non-match disution decreases,
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moving closer to the match distribution and therefore incrasing the rate of false

accepts or false matches.

4.5 Comparisons between iris images with varying degreesdaftion

Our next experiment deals with comparisons in which the tworises being
compared have varying degrees of relative dilation. In ordeo discuss varying
degrees of dilation, we de ned a quantity, , which measuredthe di erence in
dilation between two eyes (Figure 4.10).

For a comparison in which one eye has a very small pupil, and ®eye has a
very large pupil, is very large. Within the comparisons dore in our experiments,
we measured a value as large as 0.455. A comparison betweemot eyes taken
under identical lighting conditions could have = 0.

Again, we separated all comparisons into sets. For this exjreent, the rst
set contained comparisons with small values of . The last decontained compar-
isons with large , or comparisons between two eyes of very dirent degrees of
dilation. We ran this experiment for both the match distribution (same subject)
and the non-match distribution (di erent subjects). The distributions are shown
in Figure 4.11. For the match distribution, there were almdasno comparisons
with in the 0.3 to 0.4 range, so Figure 4.11(a) only shows thee sets. The non-
match distribution had more comparisons in that range, andhterefore, four sets
are shown.

The match distribution shifts to the right as the di erence in pupil dilation
increases. The mean of the distributions for comparisonstivi between 0 and 0.1
is 0.3096. The mean of the distribution for comparisons withbetween 0.1 and

0.2is 0.3434. When is between 0.2 and 0.3, the mean is 0.383# contrast, the
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Figure 4.9: The non-match distribution of comparisons beten eyes with large
pupils has a smaller mean than the distribution of compariss between eyes with
small pupils.
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Figure 4.10: is a quantity that refers to the di erence in dilation between two
eyes in a comparison.

non-match distribution does not shift noticeably. The meas of the non-match
distributions do not show either an increasing or decreagintrend. The means
of the distributions were, in order from smallest to largegs , 0.4615, 0.4621,

0.4621, 0.4613.

4.6 Recommendations

We have quantitatively characterized the e ect of pupil diktion on iris recog-
nition performance. We found that comparisons between twaldted eyes followed
a distribution with a mean normalized Hamming distance of rexly 0.06 higher
than the mean of the distribution for non-dilated eyes. The mans of both the
match and the non-match distributions are expected to fall étween 0 and 0.5.
Therefore, a shift of 0.06 is nontrivial, amounting to twele percent of this range.
The di erence in performance may be partially due to the facthat there is less iris
area available in an image of a dilated eye. Points on an eyedge are also sam-
pled more closely together for a dilated eye image as compareith a non-dilated

image.
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Figure 4.11: The match distribution of comparisons betweeayes with di erent
degrees of dilation has a larger mean than the distributionfaomparisons be-
tween eyes with the same degrees of dilation. The non-matckswibution is not
noticeably a ected by the di erence in dilation in the compaisons.
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We further found that the di erence in dilation between an emollment image
and an image to be recognized has a marked a ect on the comsmn. Compar-
isons between images with widely di erent degrees of dilatn follow a distribution
with a mean about 0.07 higher than the mean of the distributio of images with
similar degrees of dilation.

Based on our results, we recommend that a measure of pupiladibn should be
created as meta-data to be associated with each generated itode. This would
allow systems to characterize the reliability of an iris cogl match as a function of
the pupil dilations in the underlying images.

One possible line of future work suggested by our results @amns pre-process-
ing the iris image to create an iris code. When the degree ofgildilation is large,
so that the width of the pupil is small in pixels, it may be wortwhile to include

a super-resolution step in the pre-processing.
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CHAPTER 5

CONCLUSIONS

This research is the rst to experimentally demonstrate thadi erent parts of
a particular subject's iris code may be more or less valuableOur experiments
prove the existence of fragile bits and show that the phenomen of fragile bits
appears across races, genders, and di erent Iter types. Ehfragile portions of the
iris code appear as a result of the interaction between theisgrand the lter and
are not due to iris texture alone. There appears to be no gerrddi erence in the
consistency of iris code bits. The evidence is not conclusias to whether there
might be an Asian/Caucasian race di erence. There does sedmbe a di erence
in consistency of iris code bits based on the size of lter use

Contrary to some conventional wisdom in the iris biometricseld, we nd no
signi cant di erence in the value of the inner rings of the iis versus the outer
rings. Perhaps, surprisingly, our results indicate that te middle bands may be
slightly better than either the inner or the outer bands.

We show that there are \outliers" in the distribution of values underlying a
given iris code bit, and that these are largely due to speculae ections. Some of
these specular re ections are faint and have generally beemnerlooked; however,
they have a noticable, negative impact on the consistency tifose regions of the

iris code.
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We present a theoretical argument showing that masking outdgile bits can
reduce the false reject rate in an iris code system by threeders of magnitude.
Subsequently, we present an experiment that masks many ofehragile bits in
the iris code. This modi cation of the algorithm signi cantly shifts the match
distribution away from the nonmatch distribution. In the future, iris biometrics
could potentially be used with extremely large populations Any application of
iris biometrics on a nationwide scale would necessitate egimely low error rates.
Based on our numerical evaluations, we expect that we couléduce the false
reject rate by three orders of magnitude by using our knowlgg of consistent and
inconsistent bits.

This research is also the rst to quantify exactly how much irpact dilation has
on iris biometric performance. One simplistic way to handlstrongly dilated eye
images would be to simply classify such images as \poor-qigl and require some
minimum quality metric before accepting an image for procesg. However, such a
decision would restrict the acquisition environment, andhere is a current interest
in achieving more exible acquisition conditions. Anothemway to partially handle
the challenge of dilated eyes would be to come up with some misformation,
perhaps similar to the one proposed by Thornton [48] or Wei 4, to account for
the deformations in the iris tissue.

We propose that a true solution to this challenge would reqre some inves-
tigation into the sampling rates of the iris image. Perhaps sing iris video data,
we can use super-resolution techniques to acquire more péxen the iris image.
Additionally, a di erent size Iter might be better when the re is a smaller annu-
lar ring of tissue to analyze. Accounting for pupil dilationis certainly an open

question for future iris biometrics research.
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